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GLOSSARY 

 

Architecture is the fundamental organization of a system, embodied in its components, their 

relationship to each other, and the environment, as well as the principles that guide its design and 

development.  

A thing (in IoT) is a device capable of supporting electronic data exchange (EDI) that has its 

own unique address and is used to collect data and / or communicate with other devices.  

Data – information presented in a conditional form that is convenient for transmission, 

perception, interpretation, processing by a person or automated means.  

A sensor is a thing or component of a thing that detects the state of other devices (things) or the 

environment and generates corresponding digital output signals.  

Augmented reality is a technology that allows you to Supplement the image of real objects with 

various objects of computer graphics, as well as combine images obtained from different 

sources: video cameras, thermal imagers, spectrometers, etc.in contrast to "virtual reality", which 

involves a fully artificial synthesized world (video series), augmented reality involves the 

introduction of synthesized objects in natural video scenes. 

Industrial Internet of Things (iiot) – Internet of things for corporate / industrial applications-a 

system of integrated computer networks and connected industrial (production) facilities with 

built-in sensors and software for data collection and exchange, with the possibility of remote 

control and management in automated mode, without human intervention. 

Internet Of Things (IOT) – a system of combined computer networks and connected physical 

objects (things) with built-in sensors and software for data collection and exchange, with the 

possibility of remote control and management in automated mode, without human intervention.  

An intelligent transport system (its) is a transport system that uses information and 

communication technologies in a comprehensive manner to maintain a high level of road safety 

and provide an unmanned mode of transport. 

 Smart grid-an Electric network that uses information and communication technologies to 

coordinate the actions of all users connected to this network-generating electricity, consuming it 

and combining both of these actions-in order to ensure sustainability, quality, acceptable 

economic conditions and security of electricity supply.  

Building information modeling (BIM) is a digital representation of the physical and functional 

characteristics of buildings and other construction objects, including bridges, roads, and 

technological installations.  

A cyber-physical system (CPS) is a system that involves integrating the physical world and 

digital assets in order to transform physical processes. The iiot 2017 study the BEOM Matrix is a 

conceptual framework of the BEOM that includes six basic interrelated elements: activity tasks, 

activity subjects, activity objects, activity relationships, and activity space and time. For each 

specific enterprise, the content and combination of these elements will be different, but their 

composition will be the same. 

 Metadata – data about data or data elements, possibly including data descriptions, as well as 

data about data ownership, access paths, access rights, and data volatility. Monitoring is the 

periodic inspection of processes, things, and the environment in order to detect any changes.  

M2M (Machine to Machine) - a set of technologies that provides automatic interaction between 

devices (things) without human intervention. Data Science is the extraction of knowledge from 

data through the process of discovery or hypothesis testing. Data processing is the systematic 

execution of data-based operations (arithmetic or logical operations on data, merging or sorting 

data, editing or programming, or text operations such as editing, sorting, merging, storing, 

searching, displaying, or printing). 

Distributed data processing is data processing in which operations are dispersed among nodes in 

a computer network. 

 Beom (Business Entity Ontological Model) is a complete dynamically evolving model of a 

living individual concrete developing enterprise, which allows to organize, structure, accumulate 
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and broadcast the experience of its life activity and provide self-management, survival and 

proactive behavior in the environment of existence throughout the life cycle.  

Provides a system-structural description of large-scale geographically distributed 

sociotechnical systems, enterprises and organizations in the interests of their modernization and 

transformation, as well as for ontological support of the process of design and development of 

decision support systems.  

Digital platform operator is an organization that provides its own and partner digital products 

and solutions based on the digital platform.  

The Internet of things/industrial Internet platform is a digital platform that provides centralized 

automated data collection, storage, transmission and processing, as well as providing such data 

to users and / or applications in accordance with standardized software interfaces (APIs), and can 

be used to create a wide range of services and applications in the field of the Internet of 

things/industrial Internet.  

Stream data is data passing through an interface from a source that is continuously running.  

Software – a program or set of programs, procedures, and rules necessary for processing 

information and managing a process (computer programs, procedures, and possibly related 

documentation and data related to the operation of a computer system (IEEE Std. 829-2008)).  

Application software (application software) – software that is specific for solving a specific 

problem, providing the application service to the user (GOST 19781-90: "Program designed to 

solve a problem or class of problems STUDY IIoT 2017 in a specific area of application of the 

information processing system and designed for direct interaction with the user).  

An application (service) is a set of digital products, platform and other components adapted to 

the client's unique goals, which forms the final value for the client. 

 Digital service provider – an organization that provides digital applications (services).  

Radio frequency identification (RFID) is a method of automatic identification of objects in 

which data is read or written using radio signals. Technological data (technological traffic) – any 

information about the state of technological equipment, production and technological processes 

contained in automated control systems for production and technological processes and related 

information systems. Technology – a set of methods and tools to achieve the desired result. 

Technological infrastructure of the Internet of things / industrial Internet – a set of physical 

objects (things) with built-in sensors and software, telecommunications and computing 

infrastructure (communication channels and data centers), platforms of the Internet of 

things/industrial Internet and applications.  

Smart city – a complex of technical solutions, information and communication technologies and 

organizational measures aimed at the effective use of all the resources of the city to create a 

stable favorable conditions for comfortable living, stay and business activity.  

Intelligent data processing services – services for processing data and identifying patterns and 

implicit trends using machine learning technologies that help make decisions.  

Digital transformation of the economy – the introduction of information and communication 

technologies in traditional sectors of the economy, the emergence of new business models, goods 

and services.  

A digital product (product, service) is a product or service that has no material expression and 

uses computing resources, as well as information and communication networks, in particular, the 

Internet, to create and distribute it.  

A digital asset is a type of intangible asset that represents a set of ordered information 

(databases), tools, algorithms and methods for processing it, software, know-how of working 

with data and creating software, and related copyrights. 

 Digital platform – a set of software and hardware and / or a set of General-purpose digital 

services that can be used by an organization and / or its partners to create a wide range of digital 

products. 
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ABBREVIATION OF THE WORD 

IoT- Internet of Things 

WoТ- Web of Things 

M2M- Machine-to-Machine 

RSM -Request and Situation Matching 

HTTP -HyperText Transfer Protocol 

URI-Uniform Resource Identifier 

ROA -Resource-Oriented Architecture 

W3C-World Wide Web Consortium 

CIoT -Cognitive Internet of Things 

CE- cognitive element 

AD-Autonomous Domain 

MDC- MultiDomain Cooperation 

СА -Cognitive Agent 

VO- Virtual Object 

CVO-Composite VO 

QoS-Quality of Service 

IETF- Internet Engineering Task Force  

DICE — DTLS In Constrained Environments  

ACE — Authentication and Authorization for Constrained Environments  

COSE — CBOR Object Signing and Encryption  

6TiSCH —IPv6 for Time-Slotted Channel Hopping; 

ICNRG — Information-Centric Networking; 

СС- Cloud Computing 

LoRaWAN -Long Range Wide-Area Networks  

  

https://www.w3.org/TR/wot-architecture/
https://www.w3.org/TR/wot-architecture/
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INTRODUCTION  

 

The emergence of the Internet of things (IoT) is the result of understanding the prospects 

for the widespread use of radio frequency identification for the interaction of physical objects 

with each other and with the external environment. Its main task is to increase the efficiency of 

the economy by automating processes for various purposes of activity and minimizing human 

participation in these processes.  

The use of the Internet of things in the industry or industrial Internet of things (IIoT) 

creates new opportunities for the development of production and solves a number of important 

tasks: increasing the productivity of equipment, reducing material and energy costs, improving 

quality, optimizing and improving the working conditions of employees, increasing the 

profitability of production and competitiveness in the world market. Today, thanks to the 

development of digital technologies, the world's industry is on the threshold of the fourth 

industrial revolution (industry 4.0) which will entail a radical modernization of production.  

The industrial Internet of things is not just connecting industrial equipment to the Internet 

for data collection and remote control, it is, above all, creating a "network of networks" for the 

equipment, as well as the corresponding control systems. The ecosystem of the industrial Internet 

of things is quite extensive and includes not only ready-made devices and the system of 

interaction between them, but also extends to the components and technologies, software and 

control algorithms, interaction of systems and subsystems within industrial production and 

infrastructure, issues of legislative regulation.  

This study provides an overview of the current level of development of the industrial 

Internet of things in the world.  

The study describes the ecosystem of the industrial Internet of things, highlights key 

market players and Russian startups in the field of IIoT, describes the scope of application of 

IIoT technologies, highlights key security problems, and determines the place of the industrial 

Internet of things in Kazakstan. The study also presents a Glossary of the IIoT industry, current 

standards, and expert opinions on the current state and prospects for the development of the 

industrial Internet of things. 
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I. INTERNET OF THINGS. GENERAL PROVISIONS  

1.1. What is the Internet of things? 

 

M2M, Machine-to-Machine, machine-to-Machine interaction-a common name for 

technologies that allow "machines" to exchange information with each other, or transmit it 

unilaterally, without human intervention. One of the subclasses of M2M is machine-to-machine 

interaction using mobile solutions, and the abbreviation M2M – Mobile-to-Mobile can also be 

used for it. IoT, Internet of Things, "Internet of things" - methodology of a computer network of 

physical objects ("things"), equipped with built-in technologies for interaction with each other or 

with the external environment, considering the organization of such networks as a phenomenon 

that can reconstruct economic and social processes, excluding the need for human participation 

from the part of actions and operations. 

The concepts of M2M and IoT have different meanings. Most experts believe that the 

Internet of things is a broader concept that will evolve from M2M and other technologies.  

M2M is a situation where "machines" use network resources to communicate with the 

infrastructure of a remote application for the purpose of monitoring and managing either " 

machine" itself or the environment. The potential interconnectedness of intelligent objects and 

how we interact with the environment is what constitutes the "Internet of things", where the 

physical world will merge with the digital world. At one seminar, the speaker outlined the 

differences between M2M and IoT in the following example – if You have a coffee machine in 

your office that informs the staff that the coffee beans are running out, it is M2M. If the system 

analyzes the consumption of coffee by employees during the day, based on previous experience 

and data from the Outlook calendar about upcoming meetings with customers, predicts the end 

of certain ingredients (grains, cream or water), and then forms a request for their refueling or 

even purchase, it is IoT. Another definition is that M2M is what provides the "Internet of things" 

with a connection without which IoT would not be possible. I. e. IoT is M2M plus intelligence. 

 
Figure 1. Generalized scheme of the Internet of things network. 

 

The Internet of Things (IOT) is a network of physical objects equipped with technologies 

for interacting with each other and the external environment. 

There are many definitions of this term. The above definition is one of the shortest and 

most capacious. The key words in it are network, technology, interaction, and the key point is 

that the presence of a person in this interaction is generally not necessary. 

Most likely, the term Internet of Things was first used by Kevin Ashton in 1999. Kevin 

Ashton was an assistant brand Manager at Procter & Gamble in 1997 when he became interested 

in using RFID (Radio-frequency identification) technology to manage the supply chain. This 

work led him to MIT (Massachusetts Institute of Technology), where he co — founded an RFID 

research consortium called the Auto ID Center. Ashton subsequently became Vice President of 

RFID at ThingMagic, and later became one of the founders and CEO of Zensi, which was 

acquired by Belkin International in April 2010. For about 4 years, Ashton was the General 
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Manager of the Belkin division, where he developed and launched a series of devices For the 

wemo smart home. 

The second birth of the term IoT has got the supply analysts with Cisco, which found that 

between 2008 and 2009, the number of devices connected to the Internet exceeded the 

population of the Earth, thus "Internet of people" has become the "Internet of things". In the 

summer of 2013, Cisco launched the Internet-connected device connections Counter, where you 

could see the number of connected devices in real time. Thus, according to analysts of the 

Corporation, at the end of July 2013, 10.3 billion connections were recorded. Interestingly, the 

forecasts of analytical agencies and vendors for the number of connected devices differ several 

times – from 3.8 billion to 16 billion in 2014 (Gartner and ABI research Are responsible) and 

from 25 billion to 50 billion by 2020 (Gartner and Ericsson, respectively). It is clear that 

forecasts are a thankless task, and all the numbers will be corrected, but still the propensity of 

individual analysts to inflate the prospects must sooner or later be fundamentally criticized. But 

why is everyone talking about the Internet of things right now? It would seem that individual 

components and technologies have been developed for a long time. For example, the concept of 

"Smart home" which is often mentioned in the context of the Internet of things, has been around 

for years. But as such, the traditional product "Smart home" until recently was available only to 

wealthy clients, when the budget of one project started from tens of thousands of dollars and 

ended in millions, just remember the house of bill gates in Medina, Washington. However, we 

are witnessing dramatic changes. At the beginning of October in Moscow at the conference 

―Automatics 2.0 " was attended by many representatives of companies-installers of smart home 

systems. As one of the leaders of the Russian KNX club (the standard of the communication bus 

used for building automation) rightly pointed out, either these companies will take part in the 

new technological revolution of the Internet of things, or they will simply be washed away by a 

wave from the market. 

The same goes for telemetry in connection with the Internet of things. It is believed that 

telemetry first appeared as early as the 19th century. But the most famous news about telemetry 

came with rocket and space technology. At one of the IOT profile events held at Open 

innovations 2015, one of the respected professionals representing a very large Corporation said 

about the Internet of things that nothing has changed, and they used to transmit telemetry data 

over their bus. Definitely, he was lying when he said that he did not see the difference between a 

proprietary bus and the Internet of things. By the way, it is quite common to hear from irritated 

professionals with long experience that the Internet of things is just a marketing ploy, an 

artificial term that unites the undivided. Their irritation is understandable, since companies that 

do not fit into the new trends of the Internet of things will also be washed away by the wave 

from the market. 

It‘s possible that the Internet of things is a marketing term that combines the seemingly 

unconnected. But it allows us to discuss the future, completely different companies to agree on 

cooperation to change the world for the better. Overall, this is a new driving force that is 

fundamentally transforming many industries. 

The Internet of things (IoT) continues to change people‘s perception of the possibilities of 

electronic devices. Experts identify four stages of technology development, while focusing on 

the possible risks of its spread. 

 

 
1.What is meant by the "Internet of things" class system? 

2.What are the main characteristics of such a system? 

3.Why does device interconnection play a key role in building Internet of things systems? 
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1.2. Basic IoT principles 

 

 The Internet of things is based on three basic principles: 

-first, the ubiquitous communication infrastructure,  

- second, the global identification of each object and,  

- third, the ability of each object to send and receive data through a personal network or 

the Internet to which it is connected.  

 The most important differences between the Internet of things and the existing Internet 

of people are:  

-focus on things, not people;  

-a significantly larger number of connected objects;  

-significantly smaller object sizes and low data transfer rates;  

-focus on reading information, not communication;  

-the need for new infrastructure and alternative standards. The concept of next-generation 

NGN networks meant that people could communicate (directly or through computers) at any 

time and at any point in space.  

The concept of the Internet of things includes another direction-communication of any 

devices or things the Concept of IoT and the term for it were first formulated by the founder of 

the research group Auto-ID at the Massachusetts Institute of technology Kevin Ashton in 1999 at 

a presentation for the management of the company Procter & Gamble. The presentation 

discussed how the comprehensive implementation of radio frequency RFID tags could transform 

the logistics chain management system in the Corporation.  

The official definition of the Internet of things is given in ITU-T Recommendation Y. 

2060, according to which the IoT is a global information society infrastructure that provides 

advanced services through the organization of communication between things (physical or 

virtual) on the basis of existing and developing compatible information and communication 

technologies.  

"Things" here refers to a physical object (a physical thing) or an object of the virtual 

(information) world (a virtual thing, such as multimedia content or an application program) that 

can be identified and combined through communication networks.  

In addition to the concept of "thing", ITU-T also uses the concept of "device", which 

refers to a piece of equipment with mandatory communication capabilities and optional 

capabilities for sensing/sensing, actuating things, collecting, processing and storing data. It 

follows that ITU-T focuses more on communication and interconnection aspects than on IoT 

applications. 

physical incarnations, while physical objects / things must correspond to at least one 

virtual object. In this case, the leading role is played by devices that can collect various 

information and distribute it over communication networks in various ways: through gateways 

and through the network; without gateways, but through the network; directly among 

themselves. Recommendation Y. 2060 describes a different combination of the listed connection 

methods. This indicates that ITU-T provides for the use of a variety of network technologies for 

IoT-wide area networks, local area networks, wireless self-organizing (ad-hoc) and mesh (mesh) 

networks. These communication networks transfer the data collected by the devices to the 

corresponding software applications, as well as transmit commands from the software 

applications to the devices.  

It should be noted that things and related devices can have full-fledged control processors 

for data processing in the form of a "system-crystal", including its own operating system, the 

block of sensing/sensing of the environment and the block of communication.  

It is necessary to distinguish between the concepts of "Internet of things" and "Internet 

thing". An Internet thing refers to any device that:  

 has access to the Internet for the purpose of transmitting or requesting any data,  
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 has a specific address in the global network or an identifier that can be used to 

make feedback to the thing,  

 it has an interface for user interaction.  

Internet services have a single Protocol of interaction, according to which any node of the 

network is equal in providing its services. On the way to the implementation of the idea of the 

Internet of things there was a problem related to The IPv4 Protocol, the resource of free network 

addresses of which has almost exhausted itself. However, preparing for the widespread 

implementation of the IPv6 Protocol version solves this problem and brings the idea of the 

Internet of things closer to reality.  

Each node of the Internet of things network provides its own service, providing some 

kind of data delivery service. At the same time, a node in such a network can receive commands 

from any other node. This means that all Internet things can interact with each other and solve 

joint computing tasks. Internet things can form local networks United by a single service area or 

function. 

 

Four stages of development of the Internet of things 

 

The Internet of things is a technology that creates communication links between all sorts 

of gadgets. Having been born, IoT gave hope for the possibility of automation of many 

processes, but further research has established that the technology has much greater potential. 

The possibilities of gradual development of the Internet of things and its distribution are shown 

in the four stages presented below. 

 

1. Independent gadgets 

Giving objects the ability to analyze data and make decisions about subsequent actions 

can significantly simplify a person's life. The Internet of things already "lives" in many devices 

that people use every day. 

As an example, we can cite the earthquake warning system of the startup Zizmos, created 

on the basis of an early IOT prototype that has been operating in Japan since 1995. Sensors 

developed by the project team detect changes in seismic activity. Collecting and analyzing 

information allows you to get early warnings about future natural phenomena. The ability to 

broadcast them through cloud servers provides access to mobile phones of residents of the 

country, creating, if necessary, alerts about the danger. 

 

2. Smart house 

The transition from individual smart devices to creating a "smart home" is about enabling 

gadgets to communicate. The combination of data, with the possibility of their rapid transfer for 

analysis, taking into account a number of factors, opens up new horizons for the application of 

IoT technology in all spheres of life. 

   
 

Figure 2. The layout of the Smart home. 

 

  



INTERNET OF THINGS  

12 
 

3. Smart city 

This level represents a transition from the private to the General – from smart homes to 

the scale of the city. The stage involves the creation of an infrastructure for communication of all 

gadgets that support IoT. 

An example of going beyond the smart home can be projects like the startup Nucleus 

vision-a system for "smart shopping". With its help, representatives of the store can learn about 

the customer in advance: his preferences, clothing size using the capabilities of IoT for the 

benefit of business, while creating conditions for improving the level of service. 

 
Figure 3. The layout of the Smart city 

 

4. Smart planet 

 

The next stage of development will be the unification of forces, the result of which will 

be the accession to the status of our planet prefix "smart". The ability to accumulate data and 

communications through the interaction of electronic devices from all over the world will open 

up opportunities for monitoring the health of the Earth and its atmosphere. 

For example, in the case of recording data on exceeding the level of emissions of harmful 

substances from the plant in the city N, the system settings can lead to an automatic shutdown of 

production, followed by the initiation of measures to restore the necessary environmental 

indicators. 

 

 
1. What types of information processing allows you to perform solutions based on various 

microcontroller boards and microcomputers? 

2. What are the main components of the microcomputers used to develop IoT devices? 

3. Which microcontroller boards or microcomputers are the most suitable base for Internet 

of things systems? 
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II. INTRODUCTION TO THE DESIGN AND IMPLEMENTATION OF IOT 

CLASS SYSTEMS 

2.1. Web of things Wot 

 

An integral part of the Internet of things is the web of things (WoT), which provides 

interaction of various intelligent objects ("things") using Internet standards and mechanisms, 

such as the unified (uniform) resource identifier URI (Uniform Resource Identifier), the 

hypertext transfer Protocol HTTP (HyperText Transfer Protocol), the style of building the 

architecture of a distributed application REST (representative State Transfer), etc. In fact, WoT 

provides for the implementation of The IOT concept at the application level using existing 

architectural solutions focused on the development of web applications. In other words, data 

from smart things or their management should be available via WWW pages.  

 

Basic properties of WoT:  

1. Uses the HTTP Protocol as an application, rather than as a data transport mechanism, 

as it is used for traditional WWW services. 

 2. Provides synchronous operation of intelligent (smart) objects through the REST 

application programming interface (also known as RESTful API) and generally corresponds to 

the resource-oriented architecture ROA (Resource-Oriented Architecture).  

3. Provides asynchronous operation of smart objects using largely standard Web 

technologies, such as Atom, which contains a format for describing resources on websites and a 

Protocol for publishing them, or Web data transfer mechanisms, such as the Comet web 

application model, in which a persistent HTTP connection allows the web server to send data to 

the browser without additional request from the browser.  

These WoT features enable simple interaction of smart objects over the Internet, and they 

also provide a uniform interface for accessing and supporting smart object functionality.  

The concept of WoT echoes the idea of the Semantic Web (Semantic Web) – a direction 

of development of the world wide web WWW, which aims to present information in a form 

suitable for machine processing. The term "semantic web" was first coined by Tim Berners-Lee 

(inventor of the world wide web) in may 2001. The concept of the semantic web has been 

adopted and is being promoted by the world Wide Web Consortium (W3C).  

In a normal web based on HTML pages, information is embedded in the text of the pages 

and extracted by a person using a browser. The semantic web involves recording information in 

the form of a semantic network using ontologies. Ontology is understood as a formal explicit 

description of concepts in the subject area (classes). The ontology, together with a set of 

individual instances of classes, forms a knowledge base. Thus, the client program can directly 

extract facts from the web and draw logical conclusions from them. The semantic web works in 

parallel with the normal Web and on its basis, using the HTTP Protocol and URI identifiers.  

Despite all the advantages provided by the semantic web in the case of its 

implementation, there are some doubts about the possibility of its full implementation. There are 

various reasons that can be an obstacle to this, starting with the human factor (people tend to 

avoid working on supporting documents with metadata, open problems remain about the truth of 

metadata, and so on). In addition, the need to describe metadata somehow leads to duplication of 

information. Each document must be created in two copies: marked up for human reading, and in 

a machine-oriented format. 

 
1. What is web of things WoT? Cognitive Internet of things CIoT. 

2. What are the ways of interacting with the Internet of things. IOT interaction with 

perspectives? 

3. What are information and communication technologies? 
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2.2. Internet of nano-things  

 

Nano-technologies have led to the development of miniature devices that range in size 

from one to several hundred nano-meters. At this level, nano-machines consist of nano-

components and are separate functional units capable of performing simple measuring, 

regulating or controlling operations. Coordination and exchange of information between nano-

devices allow forming so-called nano-networks. In the case of connecting nano-devices to 

existing networks and the Internet, a new network paradigm arises, called the Internet of nano-

things. New network architectures need to be developed in order for nano-devices to interact 

with existing networks and the Internet.  

The network on the human body consists of nano-sensors and nano-actuators that can 

send information through an external gateway to a medical facility. In this case, the nano-level 

uses molecules, proteins, DNA, organic substances and basic components of cells. Thus, 

biological nano-sensors and nano-actuators provide an interface between the human biological 

environment and electronic nanodevices that can be used in a new network paradigm - the 

Internet of nanowires.  

An intra-office network connects many even the smallest devices to nanopriemoders that 

provide a connection to the Internet. As a result of this interaction, the user can track the status 

and location of any items, without any effort and time costs. When developing new miniature 

devices, the most advanced energy-saving technologies can be used to obtain mechanical, 

electromagnetic and other types of energy from the environment.  

Regardless of the application, the main components of the Internet architecture of nano-

things are:  

1. Nano-nodes are tiny and simple nano-devices. They allow you to perform simple 

calculations, have limited memory and a limited range of signal transmission. Examples of nano-

nodes can be biological nano-sensors on or inside the human body, or nano-devices embedded in 

everyday things around us-books, watches, keys, etc. 

2. Nano-gateways-these nano-devices have a relatively high performance compared to 

nano-nodes and perform the function of collecting information from nano-nodes. In addition, 

nano gateways can control the behavior of nano nodes by executing simple commands (on)./off., 

sleep mode, transmit data, etc.).  

3. Nano-micro interfaces are devices that collect information from nano-gateways and 

transmit it to external networks. These devices include both nano-communication technologies 

and traditional technologies for transmitting information to existing networks.  

4. Gateway-this device controls the entire nano-network via the Internet. For example, in 

the case of a network with sensors on the human body, this function can be performed by a 

mobile phone that transmits information about the necessary indicators to a medical institution. 

 

 
1. What do you know about sensor communication protocols and networking for device 

communication? Tell us more about them. 

2. What are hardware and software systems for determining the physical location of the 

object? 

3. What are general provisions of the Internet of things, basic principles, standards, architec- 

IOT tour? 

 

2.3. Cognitive Internet of things 

 

CIoT the Internet of things is an open paradigm that is extremely receptive and adaptive 

to new principles and architectures related to various areas of science and technology 
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development. In this regard, the use of the principles and methods of cognition in IoT (lat. 

cognitio" cognition, study, awareness") by creating the cognitive Internet of things CIoT 

(Cognitive Internet of Things). Cognition means that an IoT object has the following General 

properties: the ability to introspect and reconfigure with consideration of the existing 

environment, as well as having in mind the achievement of goals due to the tasks performed; 

- the ability to adapt your state according to existing conditions or events, based on certain 

criteria and knowledge of previous States;  

- the ability to dynamically change its topology and / or operational parameters in accordance 

with the requirements of a particular user, when it is necessary within the current service policy, 

network bandwidth optimization or other indicators;  

- self-configuration with the presence of distributed management based on rules; the ability to 

independently determine their current state and, considering this state-planning their work, 

making certain decisions in response to the current situation.  

It seems that in practice, cognitive Internet things will be able to:  

- use technologies to gain knowledge about your operating and geographical environment, 

location, for example, using standard GPS/GLONASS positioning technologies;  

- set yourself or use ready-made rules for interaction between objects (Internet things);  

dynamically and autonomously adjust their operational (working) parameters and protocols in 

accordance with the knowledge gained to achieve predetermined goals, in particular to choose 

the most appropriate technology for transmitting a radio signal; 

- learn from the results achieved, using best practices and the most effective policies to achieve 

the goals of creating an IoT.  

Let‘s consider some assumptions about the creation of the cognitive Internet of things 

architecture. The concept of CIoT implies the presence of an IoT with mechanisms of 

cooperation and "intelligence". CIoT objects will be able to form a certain idea about the state 

and conditions of functioning of the surrounding objects, perceive knowledge about the 

surrounding objects, produce logical conclusions from the accumulated knowledge and carry out 

actions to adapt to external and internal conditions. Accordingly, in the CIoT architecture, there 

are cognitive nodes CN (cognitive node) or cognitive elements CE (cognitive element), which 

are able to autonomously optimize, for example, the technical characteristics of the network in 

accordance with certain conditions. In turn, CE or CN are combined into Autonomous domains 

AD (Autonomous Domain), where these devices are relatively closely related to each other, 

including in a certain territory, and can cooperate with their behavior. In this case, each CE or 

CN retains the property of autonomy. In turn, many AD domains can cross-border interact and 

cooperate through multi-domain cooperation MDC (MultiDomain Cooperation). To organize 

this interaction, each Autonomous domain uses a cognitive agent CA (Cognitive Agent), which 

interacts with CE or CN in its domain. Thus, the interaction of domains is possible both as a 

whole and at the level of a separate cognitive element. At the same time, in each AD domain, 

there are also simple, non-cognitive nodes that are under the control of cognitive nodes. 

The basis for the development of the cognitive control scheme is the concept of a virtual 

object VO (Virtual Object), which is a representation of a physical object or a real-world object 

RWO (Real-World Object), which in principle does not contradict the requirements of 

Recommendation ITU-T Y. 2060. A virtual object is dynamically created or deleted, thus 

creating a representation of the dynamics of RWO changes. To describe the possibilities of 

automatic aggregation of VO, to provide conditions for the execution of applications in the 

proposed scheme of cognitive control, the concept of the concept of composite (composite) 

virtual objects CVO (Composite VO) is introduced. 

Let‘s consider the application of the CIoT concept on the example of optimizing the time 

of emergency care to a patient at a specific address. The patient is under the remote control of the 

medical monitoring system based on the IoT service. Let the sensory system on the patient's 

body ("body sensor") recorded a sharp and prolonged change in the parameters of the human 

condition – a sharp increase in breathing, pulse, heart arrhythmia, signs of fainting. Sensor 
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readings- RWO, lead to a change in the state of VO objects associated with RWO through the 

gateway. A special application for processing and broadcasting sensor readings processes the 

specified VO information and converts it to a form that can be used by the CVO, in this case-the 

medical center using the RSM "Request and Situation Matching" procedure. However, if the 

required CVO is not found during the search, or there is no available medical vehicle (all-out 

situation), the decision-making procedure uses another suitable VO, such as a fire alarm sensor. 

As a result, the scheme involves a new CVO – rescue service - based on the analysis of the 

proximity of the situation is too dangerous to human health. As a result, an ambulance can be 

provided to a patient not by a medical center, but by a rescue service, whose specialists also have 

the skills of medical care. Considering that the event takes place in the "smart city", medical 

information about the patient's condition can be broadcast in parallel on the CVO of the medical 

center and on the CVO of the "smart car" rescue service. At the same time, the alarm message is 

broadcast on THE CVO of the traffic control service, which organizes a "green street" in the 

direction of the patient's home. Thus, the described situation clearly shows the advantages of 

cognition and cognitive management in relation to the Internet of things. 

 

 
1. What is Cognitive Internet of things? 

2. What is an embedded operating system? 

3. What are the system software requirements for Internet of things devices?  
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III. MARKET FOR MANUFACTURERS AND USERS OF IOT SOLUTIONS 

3.1 Main problems and tasks 

 

The concept of the Internet of Things is complex and involves the integration of areas 

such as hardware, networks and software. As a result, a large number of problems and challenges 

arise, which are both technological and socio-legal. System architecture 

The fundamental task of the IoT is to develop and select the correct system architecture, 

since the decisions at the initial stages of research will determine the entire further development 

process. At the moment, there is no specific agreement on The IOT architecture that has been 

approved and used everywhere.  The most common are three-and five-level architecture models. 

The first of them is basic and includes the perception level, network and application levels. This 

model defines the basic idea of IoT. However, it is not sufficiently detailed, which is necessary 

for deeper research. Therefore, the literature suggests architectures with a large number of levels. 

For example, a five-level model that additionally includes processing levels and a transport layer. 

Other examples are cloud and fog architectures. According to the researchers, there has recently 

been a trend in the development of foggy computing, in which sensors and network gateways 

perform part of the tasks of data processing and analysis.  Cloud and cloud computing are often 

used together, as this is necessary for optimal performance of IoT applications. To implement 

cloud computing, a gateway can be embedded between local networks and the cloud. This is a 

multi-level approach that provides monitoring (power and resource usage control), preprocessing 

(data filtering, processing, and analysis), storage (data replication, distribution, and storage), and 

data security (encryption and data integrity and confidentiality). At the moment, this architecture 

is of the greatest interest, and according to researchers, is the most promising.  

The power of devices 

An important task of the IoT is to power devices that are constantly moving and do not 

have a constant source of energy. In many cases, batteries and power supplies are problematic 

due to their size, weight, and maintenance requirements. The hopes of developers and 

researchers are pinned on the future of low-power processors for embedded systems that can 

consume much less energy. There are battery-powered wireless sensors that can transmit their 

readings over a distance of several meters. Like RFID systems, they receive energy either 

remotely or from the measurement process itself, for example, using piezoelectric or pyroelectric 

materials. Also, to reduce power costs, it is necessary to create a stack of protocols with the 

smallest amount of data transmitted. This leads to the development and selection of a wireless 

communication standard. In terms of energy costs, standard technologies such as GSM, Wi-Fi 

and Bluetooth are not suitable – they have a wide bandwidth and use an unacceptable amount of 

energy for IoT systems.  To solve this problem, standards have been developed that meet the 

requirements of the Internet of things, such as IEEE 802.15.4, IEEE 802.11 Low Power, 

Bluetooth Low Energy, 6LoWPAN, RFID, NFC, ZigBee, Sigfox, LoraWAN, and other 

protocols for wireless networks that use little power and are compatible with existing transport 

and network layer protocols. 

Web Protocol stack development 
Developing a web stack for IoT requires competent construction of its structure, which 

will meet both the requirements of the communication infrastructure (compatibility with existing 

standards) and the requirements of the Internet of things. Examples of such standards are: at the 

representation level-CoAP; transport layer-UDP; network layer-IPv6/6LoWPAN. These 

standards interact with the communication infrastructure in the same way as unlimited stack 

protocols, but the amount of data transmitted is much smaller. This fact helps to reduce the 

power consumption of IoT devices and increase their operation time. 

The addressing scheme of the devices 

Addressing schemes are a critical aspect in terms of the uniqueness of addresses assigned 

to IoT devices, since they must uniquely identify other devices and exchange information with 

them. The most important features of creating a unique address are: its uniqueness, reliability, 
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stability and scalability.  The existing and widely used IPv4 Protocol allows you to identify only 

a group of devices located in a certain geographical area, but does not have the ability to allocate 

each individual IOT node. IPv6 can alleviate device identification problems, but heterogeneity of 

wireless nodes, variable data types, simultaneous operations, and merging of data from different 

devices further exacerbate the problem. 

Scalability of IoT systems 

Another problem is the scalability of the IoT. Cisco estimates that 50 billion devices will 

be connected to the cloud in 2020, and Gartner estimates that 26 billion will be connected. IoT 

has a wider overall scope than the regular Internet. Therefore, the scalability of the IoT space 

will be more complex than that of conventional web applications. However, most data received 

by IoT devices can or should be processed locally and discarded immediately. 

Guaranteed quality of service (QoS) 

Web users allow for variable latency of normal web services, but the temporary 

unavailability of IOT sensors or actuators will directly affect the physical world. We need a 

managed, optimal approach to serving different network traffic, each of which has its own needs.  

Another aspect of IoT is the constant functioning of the network for ubiquitous and relentless 

data transfer. Although the TCP/IP stack guarantees this by routing in a more reliable and 

efficient way, from source to destination, the IoT faces a bottleneck in the interface between the 

gateway and wireless sensor devices. Adding networks and devices should not compromise 

network performance, device performance, network reliability, or the efficient use of devices 

from the user interface. 

Security and privacy of personal information 

In addition to security aspects, such as the authenticity and reliability of the 

communication channel, and the integrity of messages, other requirements will be important in 

the IoT. You will need to give the device selective access to a range of services, or at a certain 

time to prevent communication with other devices. The middleware must have built-in 

mechanisms for this task, along with user authentication and access control implementation. 

Many information security tasks can be solved using cryptographic methods and require more 

research before they can be widely used. 

International activity 

International activities in the field of the Internet of Things are gaining momentum, and 

many initiatives are being implemented in industries, academia, and at various levels of 

government. In Europe, significant efforts are being made to combine the activities of research 

groups and organizations covering M2M, WSN and RFID into a single IoT system to define a 

reference model for the interaction of Internet of Things systems and key building blocks to 

achieve this goal. Large-scale initiatives are being implemented in Japan, Korea, the United 

States, and Australia, where industry and government departments collaborate on various IoT 

programs. Intensive work in the field of IoT is also underway in China in its 12th five-year plan, 

which States that resources and investment should be focused on the development of IoT in 

various areas.  

 

 
1. What are the hardware and software identification tools? 

2. What do you know about sensor communication protocols and networking for device 

communication? Tell us more about them. 

3. Hardware and software systems for determining the physical location of the object 
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3.2.The hardware part of the "Internet of things" 

 

Basic terms 

* IoT (Internet of Things) or "Internet of things". A work network that connects 

objects to the Internet. This collects and processes information from connected objects. 

• IoT devices. Stand-alone equipment that is connected to the Internet, but can be 

serviced both remotely and directly by the operator. 

• IoT Ecosystem. A platform where both technical nodes and electronic bases of device 

management are collected. Anyone can connect to the ecosystem and control their device from 

the outside. 

* Physical category. In some cases, effective device management requires physical 

control, which is carried out through touch devices or network equipment. 

• DApps level. Each device must be managed, and programmed applications that include 

protocols, interfaces interact with each other, both for identification and communication of all 

hardware components. 

•Control panel. A person can have contact with an IoT device by connecting it with one 

of the available control options. These control panels include smartphones, traditional remote 

controls, tablets, PCs, smart devices, TV equipment, as well as non-standard versions of the 

panels. 

• Working panel of the device. Users will be able to see in real time on the dashboard 

the current performance of the equipment, which transmits its reports on the actions in the 

ecosystem. Remote management is used for this purpose. 

•Analytical department. Special services and protocols that develop behavioral 

scenarios for gadgets that are necessary for various forecasts, such as diagnostic equipment for 

car service stations. 

* Data storage database. There are certain schemes for archiving the received data, as a 

rule, today this information is recorded in the blockchain. 

•Work network. Communication layer over the Internet, which allows the operator to 

communicate with the working component, and the devices themselves communicate with each 

other through providers. 

Here are some statistics, so in 2010, there were only 12.5 billion devices in the world. By 

the beginning of 2020, according to the most modest data, such devices will be at least 50 

billion.  

Thus, a physical instance of an IoT element is an object that is intelligent: it has a 

microcontroller and control software; 

* can inform or act: contains a sensor for measuring any physical parameters or an 

actuator that can be controlled; 

* available over the network. 

The Y. 2060 recommendations also contain an IOT reference model that serves as the 

basis for standardization. The reference architecture gives developers an understanding of what 

features are needed in the IoT and how they interact.  

 

What are the key elements of IoT? 

First, these are protocols. Standard Internet protocols are either redundant for IoT, or do 

not provide the necessary characteristics for cases where a short response time and high 

reliability of the network is required. In addition, IOT device processors tend to have low 

performance to keep power consumption low. This requires the development of network 

protocols specifically tailored for use in the Internet of things. Several working groups within the 

IETF and W3C are working on this. For example, IPv6 adaptation for host networks with limited 

resources is handled by the 6lo working group. This group inherited the development of the 

6LoWPAN group, which developed methods for compressing packet headers and optimizing 

neighbor detection. The 6lo group is focused on a wider range of protocols: Bluetooth Low 
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Energy, ITU-T G. 9959, DECT Ultra Low Energy, and the MS/TP Protocol for RS-485 

networks.  

The list of other IETF working groups related to IoT and what they do is as follows: 

• DICE — DTLS In Constrained Environments — a profile of TLS/DTLS, suitable for 

devices with limited resources; 

• ACE Authentication and Authorization for Constrained Environments — (RFC 

* 7744) - authentication mechanisms for accessing resources in restricted environments; 

• COSE-CBOR Object Signing and Encryption-simplified analogues of CBOR 

• for signing and encryption methods; 

• 6TiSCH IPv6 Over the TSCH Mode of IEEE 802.15.4 e —implementation of IPv6 for 

Time-Slotted Channel Hopping; 

• LWIG — Lightweight Implementation Guidance (RFC 7228) - General terminology for 

restricted node networks (CoAP and IKEv2); 

• ICNRG — Information-Centric Networking — the applicability of technologies for IoT 

scenarios; 

* CFRG-Crypto Forum-fundamental encryption methods suitable for IoT. 

No less important for IoT technology is the fifth — generation communication. 

Implementing many IoT scenarios requires upgrading data networks to the 5G level. fifth-

generation Networks reduce latency and can adapt to applications involving multiple 

connections, help reduce power consumption and get a huge mobile data transfer speed: over 10 

Gbit /sec. the 5g signal delay is reduced to 1 MS. For comparison, in 4G, the delay is 10 MS, and 

in 3G-100 MS. The sensors are at the lower level of the technology stack that makes up the IOT 

reference model. They enable the interaction of the physical and virtual world by collecting 

analog data and converting it into digital form. To transmit the collected information, the sensors 

connect to the network and interact with servers and gateways using Bluetooth, NFC, RF, Wi-Fi, 

LoRaWAN and NB-IoT protocols. 

 
Figure 4. Different types of sensors 

 

By themselves, the sensors only register the physical value and convert the measured 

value into a digital format for sending to the microcontroller, which is the "smart" part of the 

sensor.  

The development of technology allows us to make sensors very compact. For example, 

the 14-bit bha250 acceleration sensor produced by Bosch Sensortec has dimensions of 2.2 × 2.1 

× 0.95 mm, but it contains a 32-bit microcontroller.  Finally, the most important is the role of the 

IoT platform. According to the McKinsey report, about 40% of the economic value of IoT is 
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related to compatibility, that is, how devices can interact with each other. To realize all the 

advantages of the Internet of things, not only fast communication channels and cost-effective 

protocols are needed, but also the standardization of all levels of IoT functioning in accordance 

with reference models.  

IoT platforms partially remove the severity of this problem, but there is no unity among 

them. As of mid-2017, IoT Analytics counted 450 companies offering their IoT platforms. This 

number is less than the list of IoT devices produced in the world, but more than enough to create 

compatibility problems.  

What is the difference between analog and digital sensors 

The term "sensor" itself refers to a mechanism designed to measure a parameter in order 

to further process the measurement result. The sensor circuit generates a signal in a convenient 

form for transmission, then the signal is converted, processed or stored. Without sensors in some 

modern industries, and in many different types of equipment, just cannot do. 

Electronics today allows us to produce electronic sensors that can control processes in 

several parameters at once, which greatly expands the possibilities for building complex 

measuring and Executive devices. 

The sensor necessarily contains in its design a sensitive element and often-a conversion 

part. The main characteristics of electronic sensors are their sensitivity and measurement error. 

Today, analog and digital sensors are used everywhere for scientific and research 

purposes, in telemetry, in quality control systems and automated control, and in many other 

areas, which can be enumerated endlessly. Anyway, these are always the technical areas where 

you need to get information about the measurement of a value. 

The purpose of this article is to give the reader an idea of what is fundamentally different 

between analog and digital sensors. We will look at a simple example of how the same value can 

be tracked by an analog and digital sensor, and in which case it is appropriate to use an analog 

sensor, and in which — digital. 

The analog sensor generates an analog signal at the output, the level value of which is 

obtained by a function of time, and the change of such a signal occurs continuously, the signal 

constantly takes any of the many possible values.  

Analog current sensor 

 
Figure 5. Analog current sensor 

 

Analog current sensor on the current transformer. Why analog? Because in this case, the 

current can increase, for example, from 0 to 5 amperes, while the voltage (signal) at the output 

will increase proportionally from 0 to 1 volt. This sensor allows you to monitor the value of the 

current in the measured circuit continuously. 

For example, when installed in a PWM power supply, an analog current sensor will 

generate an analog feedback signal, and the higher its value, the greater the current in the load 

circuit is flowing at the moment, and the control pulse duration adjustment circuit built on the 

comparator will reduce the duration of the control pulse, bringing the load current to the required 

nominal value, so that the output power does not increase unacceptably high. 
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Figure 6. Circuit Analog current sensor 

Digital current sensor 

Now let‘s assume that we are dealing with a resonant power Converter, where you need 

to track the current fluctuations in the resonant LC-circuit, and an important parameter will be 

not only and not so much the value of the current, but its direction. 

In this case, you can also use a current transformer, only the output of the current 

transformer will be loaded not on the resistor, but on the Zener diode or on the limiting diodes. 

What will it do? 

When the current flows in one direction, the voltage on the secondary winding of the 

current transformer will have a certain high value, and when the other side — a certain low. Here 

is and is obtained "1" and "0" - digital signal, and intermediate values not need, their tracks 

another scheme, analog. 

Current direction sensors can also be implemented on the basis of the Hall effect (digital 

Hall sensors), but in our example, the goal was to show the fundamental difference between an 

analog and a digital sensor, so we will leave the Hall sensor aside for now. 

 
1. What are the directions of practical application of the IoT and Internet of nano-

things? 

2. What is general information about radio frequency identification RFID, tags, 

readers? 

3. What is general information about radio frequency identification RFID, standards, 

current state and prospects of development, application areas? 

 

3.3 IoT Platforms 

 

What is an IoT platform? 

 

IOT platform is software designed to connect the Internet of things (sensors, controllers 

and other devices) to the cloud and remote access to them.  

It is an intermediate level between the hardware level (sensor level) and the application 

level. 

 History of creation and development  

Since the emergence of the term "Internet of things", networks consisting of a large 

number of devices that communicate with each other are rapidly developing. As a result, IoT 

(Internet of things) is becoming one of the main technologies in modern society. In terms of 

technological and technical aspects of IoT development, there is now a clear separation between 

hardware and software platforms for connecting devices, with most vendors offering software-

based IoT platforms. 

IOT platforms provide seamless integration of different hardware, using communication 

protocols, applying different types of topology (direct connection or gateway) and using SDK if 

necessary, etc. 

Using the North border integration interfaces provided by the platform, you can also 

transfer collected IOT data to specific data analysis and storage systems, as well as transfer data 

http://electrik.info/cdt.jpg
http://electrik.info/cdt.jpg
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to connected devices (configuration, notifications) or between them (controls, events) using 

various types of user applications. 

The most popular software IoT platforms are: Microsoft Azure IoT, Amazon Web 

Services (AWS) IoT, Google Cloud, ThingWorx IoT, IBM Watson, Artik from Samsung 

Electronics, Cisco IoT Cloud Connect, Salesforce IoT Cloud and many others. 

And here are four types of platforms that are called "IoT platforms", but they do not quite 

fit the classification of IoT Analytics: 

* Connectivity / M2M platforms. Platforms in their work focus on the communication of 

smart objects through telecommunications networks, but rarely on the processing of signals from 

sensors (an example of such a platform: Sierra Wireless with the product AirVantage). 

* IaaS backends. Infrastructure-as-a-service-servers that provide hosting space and 

computing power for applications and services were previously optimized for desktops and 

mobile applications, but now IoT is also in focus (for example, IBM Bluemix, but not IBM IoT 

Foundation). 

* Hardware-specific software platforms. Some companies that sell smart gadgets create 

their own software backend and talk about it as an IoT platform. But since this platform is closed 

to all others, the validity of such a name is doubtful (for example, Google Nest). 

* Consumer/Enterprise software extensions. Existing enterprise software packages and 

operating systems such as MS Windows 10 are becoming more open to integrating IoT devices. 

Currently, this area is not yet developed enough to be called an IoT platform, but the future is 

very promising. 

In General, everything is confusing and there is no clarity in the terminology. What is 

also compounded by the" fashion " of the theme and the desire of developers of IoT platforms to 

combine the imagination of marketers, as, for example, does IBM (IoT Foundation application 

enablement platform + Bluemix IaaS backend). 

And so the guys from IoT Analytics made an intellectual effort, and identified eight 

components of a full-fledged IoT platform: 

1. Connectivity & normalization: combines various protocols and data formats into a 

single "software" interface, ensuring accurate data transfer and interaction with all devices. 

2. Device management: ensuring the correct operation of connected "Internet 

things", their configuration, smooth operation," rolling " patches and updates. Moreover, not 

only ON the actual "things", but also applications running on the device or border gateways. 

3. Database: everything is quite clear and transparent here-scalable data storage from 

"things". Requirements for this data, an attempt to restore order in the processing and transfer of 

data from, for example, different "platforms" or even to the information systems of "third 

parties". 

4. Processing & action management: data received from "things" ultimately affect 

events in reality. Therefore, the "platform" should be able to build processes, "event triggers" 

and other "smart actions" based on specific sensor data. 

5. Analytics: data from "things" is valuable in itself. Therefore, the existence of a set 

of tools for their analysis is an indispensable requirement for the "platform". If we also include 

data clustering and deep machine learning tools up to predictive Analytics, then the value of the 

"platform" is obviously growing. 

6. Visualization: all of the above Analytics and in General it would be better to show 

in such a way that people were clear, pleasant and beautiful. Build graphs, models, just visualize 

what happens to "things". Well, just a convenient interface. 

7. Additional tools: a set of tools that allows IoT developers to prototype, test, and 

test various systems. Apps, widgets, mashups - that's all. It is desirable not to go too deep into 

the code and hardcore programming. 

8. External interfaces: integration with the platform is one of the main features. The 

world of Internet development today does not tolerate closed solutions. You may always need to 
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transfer and exchange with third-party systems. Therefore, a true IoT platform must have 

application programming interfaces (APIs), software development kits (SDKs), and gateways. 

Since the emergence of the term "Internet of things", networks consisting of a large 

number of devices that communicate with each other are rapidly developing. As a result, IoT 

(Internet of Things) is becoming one of the main technologies in modern society. In terms of 

technological and technical aspects of IoT development, there is now a clear separation between 

hardware and software platforms for connecting devices, with most vendors offering software-

based IoT platforms. 

IoT platforms provide seamless integration of various hardware, using communication 

protocols, applying different types of topology (direct connection or gateway) and using the 

SDK if necessary, etc. 

Using the North border integration interfaces provided by the platform, you can also 

transfer collected IoT data to specific data analysis and storage systems, as well as transfer data 

to connected devices (configuration, notifications) or between them (controls, events) using 

various types of user applications. 

The most popular software IoT platforms are: Microsoft Azure IoT, Amazon Web 

Services (AWS) IoT, Google Cloud, ThingWorx IoT, IBM Watson, Artik from Samsung 

Electronics, Cisco IoT Cloud Connect, Salesforce IoT Cloud and many others. 

Technical parameters 

The criteria for distinguishing software IoT platforms from each other are: 

* scalability – the number of end devices that can connect to the platform, including 

efficient server load balancing; 

* ease of use-flexible integration API and easy source code management; 

* deployment options-public or private cloud; 

* security-data protection by encryption, user access control, etc. 

* database-option for storing data received from devices, availability of hybrid cloud 

databases, etc. 

Among the protocols used by IoT platforms, the most popular are MQTT, CoAP, 

HTTP/HTTPS, AMQP, XMPP, DDS. 

Most modern IoT software boards support real-time Analytics - stream aggregation, 

filtering, etc. (for example, Storm, Samza), batch - operations with an accumulated set of data 

(for example, Hadoop, Spark) and interactive data Analytics-multiple exploratory analysis of 

both streaming and batch data (Spark MLLIB, etc.). There is also a predictive Analytics method 

based on various methods of statistical and machine learning. 

 

 
1. What is an IoT platform? 

2. What is the history of creation and development? 

3. What are technical parameters? 

 

 

3.4 Network technologies and the Internet of things. 

 

Ways of interacting with the Internet of things  

Use three ways to interact with Internet things:  

1) direct access;  

2) access through a gateway;  

3) access via the server 

In the case of direct access, Internet objects must have their own IP address or network 

alias, which can be accessed from any client application, and they must perform the functions of 

a web server. The interface with such things is usually made in the form of a web resource with a 
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graphical interface for managing through a web browser. It is possible to use specialized 

software. Such web devices must have an integrated RESTful API application programming 

interface for direct access to them over the Internet. Each device has its own IP address, operates 

as a web server, and uses the RESTful API to implement a web application that combines data 

from multiple sources into one integrated service. This combination creates a new unique web 

service that is not initially offered by any of the data sources. 

The disadvantages of this method are obvious:  

-the need to have a fixed address in the network, which depends on the Internet service 

provider of such things; another way out of the situation is to use a network alias IP address 

(alias), which requires constant access to the Internet thing to a special server with a request to 

update the network address on the alias;  

- limit of connections to the device-caused by the poor communication quality of Internet 

things, as well as their weak computing resources. This problem is solved by including high-

performance equipment in the Internet thing and connecting things to a stable Source of Internet 

connection. This necessitates more energy consumption by such a thing and often forces such 

things to be stationary, powered by permanent sources of electricity.  

If the Internet objects do not have built - in support for IP and nttr protocols, but support 

private protocols, such as Bluetooth or ZigBee, then you can use a special Internet gateway to 

interact with them. It is a web server that interacts with IP devices via the REST API and 

converts the requests received from them into a request to the specific API of the device 

connected to this gateway. The main advantage of using an Internet gateway is that it can support 

several types of devices that use their own protocols for communication. 

Access to Internet things through a gateway is a more rational way of organizing 

interaction and completely supersedes the method of direct access in case of need to organize the 

connection of wireless sensor networks or the Internet of things network with the global Internet. 

Most wireless sensor network standards do not support IP, using their own communication 

protocols. This feature makes it necessary to have a device for relaying messages from the sensor 

network to the Internet for Protocol compatibility. 

 The disadvantages of this approach are the same as in the case of direct access, but they 

apply to the gateway.  

The third form of interaction between devices in the IoT through the server implies the 

presence of an intermediary between Internet things and the user and can be implemented using 

an intermediary data platform. This approach assumes a centralized server or a group of servers 

whose main functions include:  

- receiving messages from Internet things and transmitting them to users; 

- storage of received information and its processing; 

- providing a user interface with the possibility of two-way exchange between the user 

and the Internet thing. 

The main purpose of using intermediary data platforms is to simplify the search, control, 

visualization and exchange of data with different "things". This approach is based on a 

centralized data warehouse. Every device that has access to the Internet (either directly or 

through an Internet gateway) must be registered in the system before it can start transmitting 

data. This significantly reduces the performance requirements of devices, since they do not need 

to perform the functions of a web server. The set of tools provided by the platforms greatly 

simplifies the development of new applications for interacting with and managing WoT objects.  

This way is the most efficient and frequently used, because it allows to shift the workload 

of processing user requests internet on a centralized server, thereby relieving the weak radio 

Internet of things, shifting the burden to a wired communication channels between the server and 

users.  

The centralized server method also provides reliable means of storing and processing 

information, allowing Internet things to interact with each other and use cloud computing. This 

approach can also use the gateway method to connect local wireless networks to the server. In 
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the Internet of things, the gateway is used not only for direct communication of Internet of things 

with the user, but also when using a centralized server. Gateways serve as a means to connect 

local Internet of things networks to a global network and communicate with a management 

server or end user. Since the local networks of the Internet of things are mainly wireless sensor 

networks, the gateways used in the Internet of things are similar to those used in geographically 

distributed sensor networks. There are several ways to organize gateways.  

The first method is to use computers that have an access point to the global Internet, and 

each of the combined networks is connected to such a computer. The main disadvantages of this 

approach are cost and bulkiness. Sensor networks consist of miniature sensors and must operate 

autonomously, but a geographically distributed sensor network loses its autonomy in this 

approach, since it now depends on the availability of electricity and an Internet access point on 

the computer.  

The second method is to use a gateway device that allows you to connect the sensor 

network to the nearest wired network that has access to the Internet. This wired network is 

usually an Ethernet network. The device has a transceiver that is compatible with the combined 

sensor network, a port for connecting to an Ethernet network, and a microcontroller that 

performs the functions of converting packets from one network to another. This method has a 

lower cost than the first and the size of such a device is small, but it needs a relatively high 

power consumption due to the fact that standard wired networks are not designed for low signal 

level and energy consumption. Also, such a device cannot guarantee the availability of an access 

point in the nearest wired network.  

The third method is to use a gateway device that is completely Autonomous and provides 

an access point to the Internet itself. This is possible when using wireless data transfer 

technologies. The device consists of one transceiver that is compatible with the sensor network 

and a second one that is compatible with a particular global wireless network that is within the 

scope of the sensor network. Such networks can serve as GSM or WiMAX. Using the GSM 

network is more economical in terms of energy consumption. 

There are also gateways that allow touch networks to access nearby Wi-Fi networks to 

find an Internet access point.  

Thus, if you need to organize a fully Autonomous geographically distributed sensor 

network, you should use the third method. If the sensor network is used as part of a large wired 

network, there is no need for its full autonomy and the first two methods can be used. 

 

 
1. What are the disadvantages of this method? 

2. What are the ways to interact with Internet things? 

3. Which microcontroller boards or microcomputers are the most suitable base for 

Internet of things systems? 

 

 

3.5. Data processing in the "Internet of things". 

 

Big data is structured and unstructured data of huge volumes and variety, as well as 

methods of processing that allow distributed analysis of information. The term Big Data 

appeared in 2008. It was first used by the editor of the journal Nature-Clifford Lynch. He talked 

about the explosive growth of world information and noted that new tools and more advanced 

technologies will help to master them. 

In simple terms, big data is a common name for large data sets and their processing 

methods. Such data is efficiently processed using scalable software tools that appeared in the late 

2000s and became an alternative to traditional databases and Business Intelligence solutions.  
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Big data analysis is performed in order to obtain new, previously unknown information. 

Such an opening is called insight, which means inspiration, a hunch, a sudden understanding 

 

Table 1. Difference of approaches 

 

Traditional Analytics Big data Analytics 

Step-by-step analysis of small data packets Processing the entire array of available data 

at once 

Editing and sorting data before processing Data is processed in its original form 

Starting with a hypothesis and testing it 

against the data 

Search for correlations across all data 

before getting the desired information 

Data is collected, processed, stored, and 

then analyzed 

Real-time analysis and processing of big 

data, as it becomes available 

 

Big data functions and tasks 

When they talk about Big Data, they mention the VVV rule — the three attributes or 

properties that big data should have: 

Volume - volume (data is measured by the size of the physical volume of documents). 

Velocity - data is regularly updated, which requires constant processing. 

Variety - a variety of data can have heterogeneous formats, be unstructured or partially 

structured. 

Table 2. Functions and tasks 

 

Function Task 

Big Data-actually arrays of raw data Storing and managing large amounts of 

constantly updated information 

Data mining — the process of processing 

and structuring data, the stage of analysis 

to identify patterns 

Structuring a variety of information, 

searching for hidden and non-obvious 

connections to bring to a common 

denominator 

Machine learning — the process of 

machine learning based on the detected 

relationships in the analysis process 

Analysis and prediction on the basis of the 

processed and structured information 

 

In 2007, a new type of machine learning — Deep learning-became popular. It allowed us 

to improve neural networks to the level of limited artificial intelligence. In normal machine 

learning, the computer extracted experience through the programmer's examples, and in Deep 

Learning, the system itself creates multi-level calculations and draws conclusions 

 

Big data sources include: 

* Internet social networks, blogs, media, forums, websites, Internet of things (IoT). 

* Corporate data-transactional business information, archives, databases. 

* Readings of devices-sensors, instruments, as well as meteorological data, cellular data, 

etc. 

At the same time, we cannot say that there are separate types of big data — the essence of 

the method is that it combines a variety of data types and extracts new, previously inaccessible 

information from them. To function correctly, a big data system must be based on certain 

principles: 
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* Horizontal scalability-any system that processes big data must be extensible. If the 

data volume increases by 2 times, the number of servers in the cluster should also be increased 

by 2 times. 

* Fault tolerance — a necessary condition for a large number of machines that will 

inevitably fail. 

* Data locality — to reduce costs, data must be processed on the same server where it is 

stored. 

Big data is used most actively in the financial and medical industries, high-tech and 

Internet companies, as well as in the public sector. 

Everyone who deals with big data can be divided into several groups: 

* Infrastructure providers-solve data storage and preprocessing tasks. For example: 

IBM, Microsoft, Oracle, Sap, and others. 

• Dataminer — the developers of the algorithms that help customers to extract valuable 

information. Among them: Yandex Data Factory, "Algomost", Glowbyte Consulting, 

CleverData, etc. 

* System integrators-companies that implement big data analysis systems on the client 

side. For example: "Force", "CROC", etc. 

* Developers of ready-made services-offer ready-made solutions based on access to big 

data. They open up the possibilities of Big Data for a wide range of users. 

Google has been In the business intelligence market since 2012, when the company 

launched Google BigQuery, a cloud-based service for real-time analysis of Big Data. A year 

later, it was integrated into Google Analytics Premium-a paid version of the counter. Google 

recently introduced Cloud Bigtable — a scalable, cloud-based database service. 

 

 
1. What is Big data? 

2. What does big data include…? 

3. What is the difference? 

 

3.6. Application of cloud technologies and service-oriented architectures in the 

"Internet of Things".  

 

Cloud computing (Cloud Computing)  

Since the Internet of things generates "big data", so there is a natural question: where to 

store it and how to process it? The answer to this question is a promising infocommunication 

technology-cloud computing (CC, Cloud Computing).  

Cloud computing involves renting services and resources to store and process data on a 

global network instead of your own infrastructure. CC systems should have five main 

characteristics: self-service on demand, broadband network access, resource pool, ability to 

quickly reconfigure or expand, and measurable service. There are four models for developing 

cloud infrastructure (so-called "clouds»): 

1. Private cloud (Eng. private cloud is an infrastructure designed to be used by a single 

organization that includes multiple customers (for example, divisions of a single organization), 

as well as customers and contractors of the organization. A private cloud can be owned, 

managed, and operated by the organization itself or by a third party (or a combination of both), 

and it can physically exist both within and outside the owner's jurisdiction.  

2. Public cloud (Eng. public cloud is an infrastructure designed for free use by the 

General public. The public cloud can be owned, managed, and operated by commercial, 

scientific, and government organizations (or a combination of both). The public cloud physically 

exists in the jurisdiction of the service provider owner.  
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3. Hybrid cloud (Eng. hybrid cloud is a combination of two or more different cloud 

infrastructures (private, public, or public) that remain unique objects but are linked by 

standardized or private data and application technologies.  

4. Public cloud (Eng. community cloud is a type of infrastructure designed to be used by 

a specific community of consumers from organizations that share common tasks (such as 

missions, security requirements, policies, and compliance with various requirements). A public 

cloud may be co-owned, managed, and operated by one or more of the community or third-party 

organizations (or any combination thereof), and it may physically exist both within and outside 

the owner's jurisdiction. 

The various SS services, generally referred to as XaaS (X as a Service), can be classified 

into three main classes: 

– "infrastructure as a service" (IaaS, Infrastructure as a Service) - rental of server capacity 

and storage capacity of data centers (data centers); 

– "software as a service" (SaaS, Software as a Service) - rental of software 

(SOFTWARE) that runs "from the cloud»; 

– "platform as a service" (PaaS, Platform as a Service) - renting a SOFTWARE 

development platform by collective or individual developers.  

All other services of SS systems (for example, BPaaS - "business process as a service" or 

VSaaS - "video surveillance as a service"), can be, one way or another, attributed to the three 

above classes of cloud services. 

Fog Computing can also be used for Internet of things technologies. "Fog" refers to the 

approach of the "cloud" to the earth, in this case, "fog" is a kind of cloud services located not 

somewhere in inaccessible heights, but in the environment around us. In other words, Fog 

Computing is not an alternative, but an addition to Cloud Computing, and there may be 

situations where they work together (for example, running an analytical application), in which 

case Cloud will provide a Fog service. 

Cloud computing complements cloud computing and enables smart things to interact with 

cloud data centers in a three-level hierarchical structure. The top level is occupied by thousands 

of cloud data centers that provide the resources needed to run serious, such as analytical, IOT 

software applications. At the lower level are tens of thousands of distributed data centers that 

contain the" intelligence " of Fog Computing, and at the lower level are millions of computing 

devices of smart things.  

Fog Computing can be defined as a highly virtualized platform that supports the three 

main types of services that make up M2M machine-to-machine communications: computing, 

storage, and networking. Fog Computing's mission is to enable billions of devices to interact 

with each other and with cloud data centers.  

The Fog Computing paradigm differs from Cloud Computing in a number of ways.  

1. The distribution of computing power and real time. Significant computing resources 

can be placed on the edge of the Network, and should not be dependent on the coordinates of the 

place where the device is, and thus work in real-time implies low latency when communicating 

to the same in Fog Computing can be a convergence of the two existed for a long time 

independently from other systems — business management and technological systems.  

2. The geographical distribution of the components.The service distribution model in Fog 

Computing is less centralized than for clouds, and individual devices can be linked by data 

streams and provide "heavy" services to each other.  

3. Large amount of external data. Devices equipped with multiple sensors can generate 

huge amounts of data in real time. 

 4. Complex topology. Millions of geographically distributed nodes can create diverse 

and non-deterministic connections.  

5. Mobility and heterogeneity.  

Device mobility will require the use of alternative protocols, such as the LISP routing 

Protocol (Locator/ID Separation Protocol), which allows IP address functionality to be divided 
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into two parts: host IDs and routing locators. The concept involves installing tunnel routers that 

will add LISP headers to information packets as they move through the network. 

 
1. Machine-to-machine communications M2M. General principles, standardization. 

2. Industrial networks for M2M implementation: Current state and prospects of 

M2M application. 

3. Standards and protocols for data transmission in the IoT. 

 

3.7. Problems of IoT system implementation  

 

IOT implementation problems  

 

The widespread adoption of the Internet of things is hindered by complex technical and 

organizational problems, in particular those related to standardization. There are no uniform 

standards for the Internet of things yet, which makes it difficult to integrate the solutions offered 

on the market and in many ways hinders the emergence of new ones. The greatest obstacle to 

global implementation is the vagueness of the Internet of things concept and the large number of 

regulators and their regulations. 

The factors that slow down the development of the Internet of things include the 

complexity of the transition of the existing Internet to the new, 6th version of the network 

Protocol IP, especially the need for large financial costs on the part of telecommunications 

operators and service providers to upgrade their network equipment. 

 If technological platforms for the Internet of things have already been practically created, 

then, for example, legal and psychological problems are still in their infancy, as well as problems 

of interaction between users, data, and devices. One of the problems is data protection in such 

global networks. There is also a serious problem with the invasion of privacy by the Internet of 

things. The ability to track the location of people and their property raises the question of who 

will have this information. Who will be responsible for storing the information collected by 

"smart things"? To whom and under what conditions will this information be provided? Can it be 

collected without the person's consent? All these questions are still open.  

Also, for the full functioning of such a network, the autonomy of all "things" is 

necessary, i.e. the sensors must learn to receive energy from the environment, and not work from 

batteries, as is happening now.  

In addition, with the advent of the Internet of things, there will be a need to change the 

generally accepted and proven business processes and strategies, which can lead to significant 

financial costs and risks.  

The main drivers and problems of implementing the Internet of things are shown in the 

table. 1. However, all these disadvantages are not significant in comparison with what 

opportunities the Internet of things can give to mankind. Therefore, sooner or later, humanity 

will inevitably make extensive use of IoT technologies. But to successfully implement these 

technologies, you need to know them. A brief overview of the technical features of the various 

components of the Internet of things and devoted to the remaining chapters of the book. 

 

 

Cases of application  

 

IoT platforms are used by suppliers and manufacturers of smart devices to equip their 

products with remote control functions, real-time monitoring, setting up alerts and notifications, 

integration with smartphones and other devices.  

IOT platforms are also widely used to optimize the performance of companies in the 

industrial sector (the so-called IIoT) through intelligent equipment maintenance, sensor data 
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collection and real-time analysis. In addition, IoT platforms are used in the creation of smart city 

systems to provide various services to private and public companies, end customers.  

Such services include security on city streets and buildings, environmental monitoring, 

intelligent network monitoring, etc.  

 
1. Problems of IoT system implementation 

2. Why does device interconnection play a key role in building Internet of things 

systems? 

3. What types of information processing allows you to perform solutions based on 

various microcontroller boards and microcomputers? 

4. What are the main components of the microcomputers used to develop IoT 

devices?  

5. Which microcontroller boards or microcomputers are the most suitable base for 

Internet of things systems? 

6. What are the system software requirements for Internet of things devices? 

7. What is the standard interface? 

 

3.8. Information security in IoT systems 

 

All objects within the Internet of things are involved in network interaction, and in the 

case of the industrial Internet of things, these objects can serve critical infrastructure-power 

grids, transport systems, water pipelines. At the same time, IOT devices collect a huge amount of 

different data. All this makes them a potential target for industrial espionage, DoS attacks, and 

other malicious activities.  

The main challenge for developers of security systems in the Internet of Things market is 

to predict the next step in the development of the industry and have time to protect it before a 

new technological invention becomes the object of attention of cybercriminals.  

Analytical Agency IOT Analytics, which is engaged in research in the field of IoT, M2M, 

and Industry 4.0, identifies 4 levels of architecture and 6 principles of security of the Internet of 

Things. 

LEVELS OF SECURITY ARCHITECTURE:  

1. Device security  

2. Connection security  

3. The security of cloud storage  

4. Lifecycle management security  

The PRINCIPLES of SECURITY of the Internet of THINGS: security Level device:  

1. Intelligence and logic of the device a Reliable and secure connection must be backed 

up by a "smart" device that must support security, encryption, authentication, timestamps, 

caching, proxy, firewall, etc. The devices must be stable and function in conditions of limited 

support.  

2. Data processing inside the device Using smart devices means that over time the device 

evolves and becomes more powerful/convenient/ useful. For example, machine learning 

algorithms now allow smart devices to process streaming video in ways that were unpredictable 

and technically impossible a few years ago. Processing data inside a device means that smart 

devices are able to process data locally before it is sent to the cloud, eliminating the need to 

redirect large amounts of video to the cloud. 

 

The security level of the connection  

3. Device-initiated connections Allowing a connection to a device from the Internet is a 

bad idea. The device must initiate a connection to the cloud. However, it should not allow 



INTERNET OF THINGS  

32 
 

incoming connections. Also, a connection to the cloud can create a bidirectional channel, thus 

allowing remote control of the IoT device.  

4. Monitoring messaging with an IoT device (regardless of whether it comes from or is 

directed to the device) should be handled with caution. Lightweight message-based protocols 

have several significant advantages, such as dual encryption, sequential execution, and filtering, 

which make them a good choice for IOT Devices. If message labeling works correctly, each 

message will be processed in accordance with the proper security policy.  

 

The security level of cloud storage  

5. Identification, authentication, and encryption users almost always use a password to 

access cloud services. In some cases, double authentication is applied, and a generated one-time 

password is added to the persistent password. Password is a common authentication method in 

the world of people, but in the world of machines, it is much more reliable to use electronic 

certificates when accessing cloud services. E-certificates use an asymmetric authentication 

system that is based on encryption and is designed not only to authorize a transaction, but also to 

pre-encrypt the channel between the cloud and the device. The electronic certificate also 

provides cryptographic identification, which is very difficult to implement using a combination 

of username/password. 

 

 The level of security lifecycle management  

6. Remote control and timely device updates Remote control or the ability to send 

commands to a device throughout its life cycle is a rather sensitive but significant function. 

Remote control is necessary to provide remote device diagnostics, configure new configurations, 

update SOFTWARE, restore files, reinstall machine learning algorithms, add new features, etc. 

the Key factor for secure updates and remote control is the prohibition of incoming connections 

(see principle-3), the availability of bidirectional connections, correct security functions (see 

principle-1), the use of message-based protocols as a means of communication (see principle-4), 

and the correct use of the device. 

 

 
 

1. What is information security in IoT systems? 

2. What is the security level of the connection? 

3. What are the cases of application?  

4. Why does device interconnection play a key role in building Internet of things systems? 

5. What types of information processing allows you to perform solutions based on various 

microcontroller boards and microcomputers? 
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IV. IOT IN THE WORLD 

 

International analytical Agency Gartner predicts that by the end of 2017 there will be 8.4 

billion devices connected to the Internet in the world. Compared to 2016, their number will grow 

by 31%. It is expected that by 2020 the number of IoT devices will reach 20.4 billion units. By 

the end of 2017, the volume of the Internet of things market in monetary terms will be 1.7 trillion 

US dollars against 1.4 trillion US dollars in 2016.  

Gartner estimates that global spending on IoT services, including professional, consumer 

and communications services, will reach 273 billion US dollars in 2017. Solutions focused on 

specific vertical markets, such as the production of peripherals, process sensors for power plants, 

and medical instruments, are expected to drive the use of IoT systems in 2017.  

Gartner predicts that if in 2016, spending on IOT devices amounted to $ 532.5 billion., in 

2017, they will increase to 725.7 billion US dollars. By 2020, the cost of purchasing IoT devices 

and subscription services will almost double, reaching 1.5 trillion US dollars.  

Most analysts identify the following number of industries that will benefit most from the 

introduction of IIoT technologies: housing, transport, mining, manufacturing, healthcare, 

renewable energy, smart cities.  

Ovum forecasts that in 2019, the total number of connected devices in the world will 

reach about 530 million units, with the largest number of such devices will be in the energy and 

housing, transport, industry, health and trade. Among the main drivers of growth, Ovum 

highlights the continuing decline in the cost of sensors and equipment, communication services, 

data processing and system integration.  

Iiot RESEARCH 2017 according to the IDC report released in January 2017, global 

business spending on IOT technologies in 2016 reached 737 billion US dollars most often, 

companies invest in the purchase of equipment, SOFTWARE, IoT services and IoT connections. 

IOT Analytics researchers in June 2017 reported that at the end of 2016, there were 450 IoT 

platforms in the world, which is 25% more than in 2015. Most developers are based in the 

United States and focus on supporting IOT solutions in industrial production (32%), smart cities 

(21%), and smart homes (21%).  

According to Machina Research and Nokia, the revenues of the global industrial Internet 

of things market will reach 484 billion euros in 2025. The main areas of application will be 

transport, industry, housing, health and applications for "Smart home". At the same time, the 

main revenue will fall on applications, Analytics and services for end users. 

 The total market size of the Internet of things (user and enterprise) in 2025, Machina 

Research and Cisco estimate at 4.3 trillion US dollars. 

Morgan Stanley, based on a survey of top managers of leading global companies, 

identified the main factors limiting the introduction of IIoT technologies. 

Despite the existing constraints, more than 70% of respondents surveyed by Morgan 

Stanley reported that the introduction of IIoT technologies is important for the development of 

their companies. Also, the majority of respondents noted that in the near future they expect an 

increase in investment in the introduction of IIoT technologies from the current 8% of the total 

budget of the company to 18%. 

 
1. What is Internet of things in Telecom? 

2. What is IoT - the industrial Internet of things? 

3. What is the typology of state IoT support programs abroad 2019? 

4. What is the typology of state IoT support programs abroad? 

5. How is the global Internet of Things market? 

6. What to expect from the Internet of things market 2025? 

7. What is the number of IoT devices in the world. 

8. What is market size Internet of things in EMEA 
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V. The main trends in the development of the "Internet of Things" in Kazakhstan. 

 

In what form is the Internet of things in Kazakhstan? 

 

In Kazakhstan, people have been talking about the Internet of things for a long time, but 

the importance of developing this sphere was appreciated by the state and took control of several 

projects under the auspices of IoT development. Minister for investment and development 

Zhenis kassymbek recently announced that by the end of 2017, his Ministry will provide a plan 

for the transition of industrial enterprises to "Industry 4.0" technologies, which involves the 

introduction of such elements as Autonomous equipment, the Internet of things and Big Data. 

According to Azamat Mazabekov, General Director of Phoenix Contact Kazakhstan LLP, 

a subsidiary of the German manufacturer of electrical equipment for industrial sectors, the 

industry is becoming more digital and mobile. 

"It is usually a whole network of different plants is involved in production, starting from 

suppliers of raw materials and ending with machines that directly produce products. We can say 

that before there was a dependence on suppliers of different levels. Technology Industry 4.0 puts 

the goal of rapid reconfiguration of production, says Azamat Mussabekov. — For example, in 

Germany we have reached such a level that the plant can change the direction of production in 

30 minutes and start producing completely different products. Special automation equipment sets 

up commands to reconfigure machines, which was previously impossible. This is the principle of 

the industrial Internet of things." 

Currently, IoT systems are being implemented in housing and public transport. A pilot 

project called Smart City has been launched in four cities of Kazakhstan — Astana, Shymkent, 

Almaty and Aktobe. The Ministry of investment and development of the Republic of 

Kazakhstan, represented by the Unified state Fund of normative technical documents, has 

developed regulations for the implementation of these projects. 

In particular, in 2015-2016, 9 fundamental national standards were developed, which lay 

down the basic policy and concept. These standards cover key areas of the urban environment: 

guidelines for creating smart city and community development strategies, smart utility 

infrastructure, guidelines for creating data interaction models, and others. 

"These and other documents are aimed at the development of urban infrastructure, 

transport, energy conservation, and the introduction of other" smart "projects," said Yevgeny 

Tskhai, head of the Unified state Fund of normative technical documents. "The implementation 

of the Smart City project represents qualitatively new approaches to solving these problems 

through the wide application of information and communication technologies for the integrated 

use of urban services, providing quality services and ensuring maximum safety of urban life." 

According to him, standardization in Kazakhstan is on the verge of changes, as a new law 

is being developed that not only describes the standards, but also brings standardization into a 

separate regulatory system, which will increase the export of domestic goods, provide a positive 

economic effect and help attract investment in the country‘s economy. In 2017, it is planned to 

develop 7 more documents, next year — 3. The task of the state is to ensure the implementation 

of the program for the development of smart cities. 

From a practical point of view, a number of projects in the housing sector are currently in 

beta testing, which is often criticized for low efficiency and opacity. For example, in Astana, 

applications are being implemented for interaction between residents of the capital and the KSK. 

All this is done in order to simplify and make transparent the activities of cooperatives of 

apartment owners. 

On the other hand, the method of collecting data on services consumed is improving. The 

Kazakhstan company "Orion System" has developed its own metering devices for hot and cold 

water, gas and electricity consumption. Data is transmitted through networks based on the open 

standard LoRaWAN (Long Range Wide-Area Networks-energy-efficient long-range networks). 
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Such devices have proved to be in demand among utility providers, as they will allow the latter 

to find losses in the consumption of services and thereby increase the efficiency of their own 

activities. 

Andrey Zyryanov, commercial Director of Orion System, claims that LoRaWAN 

technologies developed specifically for M2M-interaction (Machine-to-Machine — machine 

interaction) allow you to connect a large number of IoT devices that transmit a small amount of 

data per month, freeing the existing cellular networks from the load. "Now we are passing a pilot 

project in a number of cities of Kazakhstan: about 200 radio modems have been installed in 

Astana to account for hot and cold water, electricity and gas, in Shymkent — about 55 radio 

modems, in Almaty — about 40, — says Andrey Zyryanov. - It is worth noting that Nur-Sultan 

and Shymkent are very advanced cities in this respect, and not only for Kazakhstan. The 

management of these megacities is interested in the development of the Smart City project." 

In the housing sector, both the state and private companies are suffering huge losses due 

to weak process automation. In addition, for the end user, the cost of resources is relatively 

cheap, so low-cost solutions are becoming relevant for utilities — no one is ready to go to large 

investments, according to the commercial Director of "Orion System". He argues that the 

prospects for these systems are not only in the housing and utilities sector, but also in the oil and 

gas industry, which today also launched pilot options and final implementations yet. 

Changes are also taking place in the energy sector, which is also being transformed from 

traditional analog to digital. "In Europe, this process began a few years ago, and in Kazakhstan, 

the transition from analog to digital signals is just coming," Azamat Mazabekov said. 

 

Huawei expects 5G in Kazakhstan by 2020 

 

It is not superfluous to note cellular communication, whose standards will also play a key 

role in the spread of the Internet of things. One of the leaders in hardware production, Huawei is 

actively involved in the creation of networks based on 5G. According to Andrey Zheltikov, 

Director of government relations at Huawei technologies Kazakhstan LLP, today the world is on 

the threshold of a new technological revolution in wireless networks-the fifth generation of 

cellular communication (5G), closely related to the development of the Internet of things. 

"Its main difference from previous generations (3G and 4G) is a huge (over 10 Gbit/s) 

data transfer speed, and, accordingly, the response," he said. — But in the context of using 5G 

IOT devices, speed is still not a determining factor. In the first place here are the reliability of the 

network, the minimum signal delay and the possibility of mass connection of various "smart" 

devices with their specific tasks and the continuity of their interaction." 

Huawei predicts that the first 5G networks will be ready for commercial deployment in 

the world starting in 2020. "We hope that the communication network of the latest generation 5G 

will appear in Kazakhstan by this time, and we are making every effort to bring this moment 

closer, but here it is important to prepare and smooth timely transition," said Andrey Zheltikov. 

It is known that the national operator Kazakhtelecom is building a wireless network of 

LPWAN standard using domestic equipment based on LoRaWAN technology. Such networks 

have low power consumption and wide territorial coverage. By the end of the year, it is planned 

to cover three cities with the network, and next year the whole of Kazakhstan. "On the basis of 

this wireless network, various GPS trackers, motion sensors," smart "traffic lights and" smart" 

lighting can work-the possibilities are not limited, since cellular networks do not allow you to 

realize the full potential of the Internet of things, because they use a licensed range, " says 

Andrey Zyryanov. He claims that the cost of solutions based on GSM is many times more 

expensive. 

It should be noted that among the CIS countries, Kazakhstan is the leader in the 

implementation of M2M-interaction solutions. 
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The Internet of things is building smart and safe cities 

 

The concept and principles of IoT go far beyond the described projects: it can be noted 

that both in the world and in Kazakhstan, projects are being created in the field of public 

transport, medicine and education. Huawei, for example, is actively working on the study and 

development of this promising area. The company's specialists have developed a number of 

solutions, such as "Smart city", "Safe city", "Smart education", "Smart power grids", 

implemented in more than 30 countries. 

For example, the Safe city cameras provide high-quality video footage captured during 

the day and at night, even if the objects are moving quickly. In the capital of Tajikistan, 

Dushanbe, for 3 months of operation of solutions for "Safe city", the number of accidents 

decreased by 50%, more than 150 thousand traffic violations and more than 300 violations of 

public order rules were found. Such a project has also helped to significantly improve the 

security situation in Venezuela, which is problematic from this point of view. 

One of the most promising and interesting projects in the development and 

implementation of smart services is telemedicine. The Internet of things offers multi-channel 

telemedicine equipment for conducting medical consultations in remote and hard-to-reach 

places, mobile patient bypass, displaying information about the patient's medical history and 

describing surgical operations in HD format. Such projects provide technical support around the 

clock 7 days a week and timely treatment for seriously ill patients. For example, the telemedicine 

solution was implemented in the Chinese province of Hynan, where about 170 million people 

live. 

According to Azamat Mazabekov, now the goal for industrial enterprises is a product that 

will be produced exactly to the needs of the client. "This is happening very quickly: before there 

was automation inside the plant, now an entire network of plants and even regions is being 

automated" he said. — If we talk about Kazakhstan, our enterprises are interested in automation, 

but the full transition to digital technologies depends primarily on macroeconomic indicators and 

requires serious investment. New solutions can allow those companies that have money, mainly 

in the oil and gas sector". 

According to Price Waterhouse Coopers, the development of the Internet of things in the 

world was made possible by four technological trends: lower cost of computing power, lower 

cost of data transmission, a rapid increase in the number of "connected" devices, the 

development of cloud technologies and Big Data systems. Research by Price Waterhouse 

Coopers has found that companies ' expectations of IoT implementation differ depending on the 

industry, but first of all, businesses expect to reduce costs, and only then increase profits and 

reduce various kinds of risks. PWC analysts note that the introduction of Internet of things 

technologies is quite complex and requires a clear strategy, implementation plan and a 

comprehensive assessment of risks and benefits. 

 

 
1. How is IoT developed in Kazakhstan? 

2. Do IoT and BigData have a future in Kazakhstan? 

3. How to organize the work of the Data Science Department? 

4. What are new horizons for the development of the Internet of things in Kazakhstan? 

5. IoT World Summit Eurasia, dedicated to the development of the "Internet of things".  

6. Kcell and Ericsson pilot the NB-IoT network. 

7. QazTech Ventures is working on the implementation of IoT technologies in 

Kazakhstan. 
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PRACTICE 

1.Installing and configuring Arduino in Windows 

2.Arduino connection and programming  

3. Introduction to the Arduino UNO and the Arduino IDE development environment 

4.Arduino.  "Hello World!"the program on the arduino 

5.Connecting analog sensors to Arduino 

6.Connecting analog sensors to Arduino, reading sensor readings 

7.Using the BMP180 pressure sensor 

8. Development of a device for ECOIMPACT IoT based on an Arduino microcontroller 

9. Connecting the device to the local ECOIMPACT server 

10. Connecting to WiFi using the ESP8266 NodeMCU microcontroller 

11. Development of IoT devices using Bluetooth LE 

12.Lamp with push-button control 

13.  Lamp with push-button control 

14. Orange Pi 2G 

15. «Modeling. Creating a 3D model in Sketch Up» 

SIW 

1. Robot vacuum cleaner 

2. Face recognition and tracking system on Arduino. 

3. Automated system for aquarium 

4. Greenhouse for plants 
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1. INSTALLING AND CONFIGURING ARDUINO IN WINDOWS 

 

Hardware part 

The Arduino Board consists of an Atmel AVR microcontroller (ATmega328 and 

ATmega2560 in new versions and ATmega168 in old versions) and an element binding for 

programming and integration with other circuits. Each Board must have a 5 V linear voltage 

stabilizer and a 16 MHz quartz oscillator (in some versions, a ceramic resonator). The 

microcontroller is pre-flashed loader, so an external programmer is not needed. 

 

 
Figure 8. Arduino UNO R3 

 

At the conceptual level, all boards are programmed via RS-232 (serial connection), but 

the implementation of this method differs from version to version. The Serial Arduino Board 

contains a simple inverting circuit for converting RS-232 signal levels to TTL levels, and Vice 

versa. Current boards like Diecimila are programmed via USB, which is done thanks to a USB-

to-serial Converter chip like FTDI FT232. In some variants, such as the Arduino Mini or 

unofficial Boarduino, programming requires the connection of a separate USB-to-serial Board or 

cable. 

Arduino boards allow you to use most of the I/O pins of the microcontroller in external 

circuits. For example, the UNO Board has 14 digital inputs/outputs ("LOW" -0V and "HIGH" -

5V), 6 of which can produce a PWM signal, and 6 analog inputs(0-5V). These pins are 

accessible at the top of the Board via 0.1-inch "Mama" type connectors. Several external 

expansion boards known as "shields" are available on the market. 

 

Software 

The Arduino integrated development environment is a cross-platform Java application 

that includes a code editor, compiler, and firmware transfer module to the Board. 

 

 
 

Figure 9. Arduino integrated development environment 

  

http://webstm32.sytes.net/user-files/arduino_uno_large.JPG
http://webstm32.sytes.net/user-files/aprog.jpg
http://webstm32.sytes.net/user-files/cxuno.pdf
http://webstm32.sytes.net/user-files/arduino_uno_large.JPG
http://webstm32.sytes.net/user-files/aprog.jpg
http://webstm32.sytes.net/user-files/arduino_uno_large.JPG
http://webstm32.sytes.net/user-files/aprog.jpg
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The development environment is based on the Processing programming language and is 

designed for programming by beginners who are not familiar with software development. The 

programming language is similar to that used in the Wiring project. Strictly speaking, this is 

C/C++, supplemented by some libraries. Programs are processed using a preprocessor and then 

compiled using AVR-GCC.  

 

1.  Installation Arduino IDE 

 

First, you need to install the integrated development environment Arduino — Arduino 

IDE on your computer. 

Installing the Arduino IDE using the installer will save you from most of the potential 

problems with the drivers and software environment. 

2. Running the Arduino IDE 

 

After you have downloaded and installed the Arduino IDE 

 

 
Figure 10. Arduino IDE 

 

Before us is the Arduino IDE window. Please note — we have not yet connected our 

Arduino Uno Board to the computer, and in the lower right corner there is already an inscription 

"Arduino Uno on COM1". So the Arduino IDE tells us that it is currently configured to work 

with the target Arduino Uno Board. And when the time comes, the Arduino IDE will look for the 

Arduino Uno on the COM1 port. 

We will change these settings later. 

Did something go wrong? 

Arduino IDE does not start? The JRE (Java Runtime Environment) is probably not 

installed correctly on the computer. Refer to step (1) to reinstall the Arduino IDE: the installer 

will do all the work of deploying the JRE. 

3. Connecting an Arduino to a computer 

After installing the Arduino IDE, it's time to connect the Arduino Uno to your computer. 

 
Figure 11. Arduino Uno 

http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%BF%D1%80%D0%B5%D0%B4%D1%83%D0%BF%D1%80%D0%B5%D0%B6%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5_com1.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:arduino_leds.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%BF%D1%80%D0%B5%D0%B4%D1%83%D0%BF%D1%80%D0%B5%D0%B6%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5_com1.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:arduino_leds.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%BF%D1%80%D0%B5%D0%B4%D1%83%D0%BF%D1%80%D0%B5%D0%B6%D0%B4%D0%B5%D0%BD%D0%B8%D0%B5_com1.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:arduino_leds.png
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Connect the Arduino Uno to the computer via a USB cable. You will see the "ON" led on 

the Board light up and the "L" led blink. This means that the Board is powered up, and the 

Arduino Uno microcontroller has started to run the factory-stitched program "Blink" (led 

flashing). 

To configure the Arduino IDE to work with the Arduino Uno, we need to know what 

COM port number the Arduino Uno computer assigned. To do this, go to the" device Manager 

"Windows and open the tab" Ports (COM and LPT)". We should see the following picture: 

This means that the operating system recognized our Arduino Uno Board as a COM port, 

selected the correct driver for it, and assigned this COM port number 7. If we connect another 

Arduino Board to the computer, the operating system will assign it a different number. 

Therefore, if you have multiple Arduino boards, it is very important not to get confused about 

the COM port numbers 

 

Configuring the Arduino IDE to work with the Arduino Uno 

 

Now we need to tell the Arduino IDE that the Board it is going to communicate with is 

on the COM port "COM7". 

To do this, go to the menu "Tools" → "Serial port" and select the port "COM7". Now the 

Arduino IDE knows — something is on the "COM7" port. And with this "something" she will 

soon have to communicate. 

 
Figure 12. The Tools Menu 

 

To make sure that the Arduino IDE has no doubts, you must explicitly state: "We will use 

the Arduino Uno!". To do this, go to the menu "Tools" → "Board" and select our "Arduino 

Uno". 

 

 
Figure 13. Service - > Fee 

5. Loading the first sketch 

The environment is configured, the Board is connected. Now you can proceed to loading 

the sketch. 

The Arduino IDE contains a lot of ready-made examples in which you can quickly see 

the solution of a problem. There is a simple example of "Blink" in it. Let's choose him. 

http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%B2%D1%8B%D0%B1%D0%BE%D1%80_com-%D0%BF%D0%BE%D1%80%D1%82%D0%B0.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%B2%D1%8B%D0%B1%D0%BE%D1%80_%D0%BF%D0%BB%D0%B0%D1%82%D1%8B.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%B2%D1%8B%D0%B1%D0%BE%D1%80_com-%D0%BF%D0%BE%D1%80%D1%82%D0%B0.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%B2%D1%8B%D0%B1%D0%BE%D1%80_%D0%BF%D0%BB%D0%B0%D1%82%D1%8B.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%B2%D1%8B%D0%B1%D0%BE%D1%80_com-%D0%BF%D0%BE%D1%80%D1%82%D0%B0.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%B2%D1%8B%D0%B1%D0%BE%D1%80_%D0%BF%D0%BB%D0%B0%D1%82%D1%8B.png
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Figure 14. File «Blink». 

 

 Slightly modify the code to see the difference with the factory led flashing. 

Instead of a line: 

  Delay (1000);   

write: 

  delay (100);   

Full code version: 

/* 

  Flicker 

  Turns on the led for one second, then turns off for one second, several times. 

  

  This example code is in the public domain. 

 */  

// Pin 13 has an LED connected on most Arduino boards. 

// give it a name: 

int led = 13; 

  

// the setup routine runs once when you press reset: 

void setup() {                 

  // initialize the digital pin as an output. 

  pinMode(led, OUTPUT);      

} 

  

// the loop routine runs over and over again forever: 

void loop() { 

  digitalWrite(led, HIGH);   // turn the LED on (HIGH is the voltage level) 

  delay(100);               // wait for a second 

  digitalWrite(led, LOW);    // turn the LED off by making the voltage LOW 

  delay(100);               // wait for a second 

} 

 

 

Now the "L" led should light up and go out for a tenth of a second. That is 10 times faster 

than the factory version. 

Let‘s upload our sketch to the Arduino Uno and check if it's true? After loading, the led 

will flash faster. It means that everything worked out. Now you can safely move on to 

"Experiments". 

 

Arduino: Board selection, connection and first program 

http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%B2%D1%8B%D0%B1%D0%B8%D1%80%D0%B0%D0%B5%D0%BC_%D0%BC%D0%B0%D1%8F%D1%87%D0%BE%D0%BA_.png
http://wiki.amperka.ru/_media/arduino-%D0%B1%D1%8B%D1%81%D1%82%D1%80%D1%8B%D0%B9-%D1%81%D1%82%D0%B0%D1%80%D1%82:%D0%B2%D1%8B%D0%B1%D0%B8%D1%80%D0%B0%D0%B5%D0%BC_%D0%BC%D0%B0%D1%8F%D1%87%D0%BE%D0%BA_.png
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Figure 15. Arduino 

 

Arduino is an open source electronic platform that allows you to interact with the world 

around you. Thanks to it, you can create everything that comes to mind-from simple electronic 

toys and automation of everyday life to the electronic filling of a combat robot for competitions, 

controlled by the power of thought. 

 

What does Arduino consist of? 

At the hardware level, this is a series of mounted boards, the brain of which is the AVR 

family of microcontrollers. 

Boards have everything you need on Board for comfortable work, but their functionality 

is often not enough. To make your project more interactive, you can use various modules and 

extension boards that are compatible with the Arduino platform. This includes sensors 

(temperature, lighting, moisture, gas / smoke, atmospheric pressure), input devices (keyboards, 

joysticks, touch panels) and output devices (segment indicators, LCD / TFT displays, led 

matrices). 

At the software level, the Arduino platform is a free development environment for the 

Arduino IDE. Microcontrollers should be programmed in C++, with some differences and easing 

created for quick adaptation of beginners. The development environment takes over the 

compilation of the program code and firmware of the microcontroller. 

There is also s4a.cat -service based on Scratch, which allows you to more clearly conduct 

development on Arduino. It is suitable for teaching children, as well as if you just want to create 

a simple device without learning the Arduino programming language and various 

documentation. For other cases, it is better to stick to the traditional development process. 

 

Do you need to be able to solder? 

Knowledge in the field of electrical installation is welcome, but not mandatory. Simple 

Arduino-based devices are often made as a layout. For this purpose, a solderless breadboard is 

used, on which the modules are switched with the Arduino Board using jumpers. 

 

 
 

Figure 16.400-hole breadboard 
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There are also sets that include the Arduino Board (original or from a third-party 

manufacturer), the layout Board, jumpers and various radio elements, sensors, modules. For 

example, this: 

 

 
 

Figure 17. charges 

By manufacturer 

There are both official versions of Arduino boards and third-party boards. The original 

boards are of high quality product, but the price is also higher. They are made only in Italy 

and the United States, as evidenced by the inscription on the Board itself. 

On the example of the most popular Board Arduino UNO: 

Original Board. It is delivered only in a branded box, has the company logo, on the ports 

of the Board — marking. The price from the manufacturer is 20 €. 

 

 
Figure 18. Original Board 

 

Original Arduino UNO Board.   

The fee from the third-party manufacturer. The quality is worse, but the price starts from 150 

rubles. The quality of the Board may affect its performance in the future. Although this is rare, 

but the Board may not work "out of the box" - it all depends on the integrity of the manufacturer 

and the seller. To work with such boards, you need the CH340 driver, which is freely available. 

In all other respects, the development process is identical to the development process on the 

original boards. 

 
Figure 19. Arduino UNO Board from a third-party manufacturer. 

As intended 

The UNO Board has enough ports for most projects. However, sometimes UNO 

capabilities may not be sufficient, and sometimes they may be redundant. For this reason, both 
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original and third-party manufacturers produce a large number of boards that differ in the 

characteristics of the microcontroller, the number of ports and functionality. 

 

 

 
 

Figure 20. Various Arduino boards. 

 

The most popular of them: 

* Arduino Nano-the difference with UNO is only in the design. Nano is smaller. 

* Arduino Mega-Board based on a powerful microcontroller. It has a large number of ports. 

* Arduino Micro-has built-in support for USB connection, and therefore can be used as a HID 

device (keyboard, mouse, MIDI device). 

* Arduino Ethernet-has the ability to connect to the network via an Ethernet wire. The Board 

also has a slot for microSD cards. 

* Arduino Mini-slightly inferior to UNO in performance. The advantage of the Board is its 

miniature design. 

• Arduino Due is a Board based on a 32-bit ARM microcontroller. Has a performance advantage 

over the rest. 

* Arduino LilyPad-the form factor allows the Board to be used in garments and textiles. 

* Arduino Yún — " it was necessary to put Linux...". It has support for the Linux distribution, 

built-in support for Ethernet and Wi-Fi, a slot for microSD. Like Micro, it has built-in support 

for USB connection. 

SOFTWARE installation 

After selecting the necessary Board, you need to install the free Arduino IDE 

development environment, which can be found on the official website, as well as, if necessary, 

the CH340 driver. 

The Arduino Create cloud platform has recently opened, which covers most of the 

development stages (from idea to build). You do not need to install anything on your computer, 

the platform takes care of everything you need. In the first place — an online code editor. 

Arduino Create has access to training materials and projects. You will be able to 

communicate with professionals and help beginners. 
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Figure 21. Arduino IDE development environment 

 

 Features of programming on the Arduino platform 

Terms 

 Software code for Arduino is called sketches. Sketches have two main methods: setup() 

and loop (). The first method is automatically called after enabling / resetting the 

microcontroller. It initializes ports and various modules and systems. The loop() method is called 

in an infinite loop throughout the entire operation of the microcontroller. 

 Ports are an integral part of any microcontroller. Through them, the interaction of the 

microcontroller with external devices. On the software side, ports are called pins. Any pin can 

work in the input mode (for further reading the voltage from it) or in the output mode (for further 

setting the voltage on it). 

 Any pin works with two logical States: LOW and HIGH, which is equivalent to a 

logical zero and one, respectively. Some ports have a built-in ADC, which allows you to read the 

analog signal from the input (for example, the value of an alternating resistor). Also, some pins 

can work in PWM mode, which allows you to set the analog output voltage. Usually the pin 

functionality is indicated on the label of the Board itself. 

Main function 

 For basic work with the Board, the Arduino library has the following functions: 

* pinMode (PIN, type) — specifies the purpose of a specific pin PIN (value type INPUT-input, 

OUTPUT-output); 

* digitalWrite(PIN, state) - sets the logical state of the PIN output (state LOW-0, HIGH-1); 

* digitalRead (PIN) - returns the logical state from the PIN input (LOW-0, HIGH-1); 

* analogWrite (PIN, state) - sets the analog voltage at the PIN (state) output between 0 and 255); 

* analogRead (PIN) - returns the value of the analog signal level from the PIN input (limits 

depend on the bit depth of the built-in ADC. Typically, the bit depth is 10 bits, so the return 

value is between 0 and 1023); 

* delay (ms) - pauses the sketch execution for a specified number of milliseconds; 

* millis () — returns the number of milliseconds after the start of the microcontroller. 

Otherwise, the programming process in Arduino is the same as in standard C++. 

Six 

Writing the first program 

Instead of all the usual Hello World's in Arduino decided to run a sketch Blink, which can be 

found in The file→Examples→01.Basics→Blink. There you can also find many other 

educational sketches on different topics. 

Almost all boards have an led, the pin number of which is contained in the variable 

LED_BUILTIN. It can be used for debugging purposes. In the next sketch, an example of 

controlling such an led will be considered. 

Consider the blink sketch: 

// This function starts when the microcontroller starts 

void setup() { 

  // Assign pin output. The LED_BUILTIN pin has a built-in led placed on the Board 

 

pinMode(LED_BUILTIN, OUTPUT); 

} 

// This function is called cyclically 

void loop() { 

  digitalWrite(LED_BUILTIN, HIGH); / / Turn on the led (supply it with logic 1-the 

supply voltage of the microcontroller) 

  delay(1000); / / Waiting for a second 

  digitalWrite(LED_BUILTIN, LOW); / / Turn off the led (supply it with a logical 0-

ground voltage) 
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  delay(1000); / / Waiting for a second 

} 

Insertion 

After writing, you need to "pour" the sketch on the microcontroller. As already 

mentioned, the Arduino platform takes over the entire process of firmware microcontroller - you 

only need to connect the Board to the computer. 

Before flashing the microcontroller, you need to select your Board from the list in the 

IDE. This is done in the Tools→Payment tab. Most of the existing boards are already there, but 

if necessary, you can add others through the Board Manager. 

After that, you need to connect the Arduino Board to any USB port on your computer and 

select the appropriate port in the Tools tab→Port. 

Now you can start flashing the microcontroller. To do this, just click the Download 

button, or go to the Sketch→Download tab. After clicking, the code will be compiled, and if 

there are no compilation errors, the firmware of the microcontroller will start. If all the steps are 

completed correctly, the led on the Board will flash with a period and an interval of 1 second. 

Data exchange with a computer 

All Arduino boards have the ability to exchange information with the computer. The 

exchange takes place over a USB cable — no additional "buns" are required. We need a Serial 

class that contains all the necessary functions. Before working with the class, you must initialize 

the serial port and specify the data transfer rate (by default, it is 9600). To send text data, the 

well-known print() and println () methods exist in the Serial class. Consider the following sketch: 

void setup() { 

  Serial.begin(9600); / / Initialize the serial port at 9600 baud 

} 

void loop() { 

  Serial.println ("T for Tproger"); / / Send a message on the serial port and translate to a 

new line 

  delay(1000); / / Waiting for a second 

} 

The Arduino IDE has a port Monitor. You can run it through The tools→port Monitor. 

After opening it, make sure that the Monitor is running at the same speed that you specified 

when initializing the serial port in the sketch. This can be done in the lower panel of the Monitor. 

If everything is correctly configured, a new line "T for Tproger" should appear every second in 

the Monitor. You can use data exchange with your computer to debug your device. 

 

 
Figure 22. Tools→Monitor 

 

Information on the computer side can not only be received, but also sent. To do this, 

consider the following sketch: 

void setup() { 

  Serial.begin(9600); / / Initialize the serial port at 9600 

  pinMode(LED_BUILTIN, OUTPUT); / / Initialize port with led as output 

} 

void loop() { 

  if (Serial.available () > 0) / / If the buffer has a byte to read, then... 

    switch (Serial.read ()) { // Read bytes from the buffer 

      case '1': digitalWrite(LED_BUILTIN, HIGH); / / If the byte is '1' - turn on the led 
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        break; 

      case '0': digitalWrite(LED_BUILTIN, LOW); / / If the byte is '0' - turn off the led 

        break; 

      case 'T': Serial.println ("proger"); / / If the byte is equal to 'T' - send the text "proger" on 

the serial port" 

    }   

} 

Flash the microcontroller and return to the port Monitor. Enter 1 in the upper field and 

click Send. After that, the led on the Board should light up. Turn off the led by sending 0 

from the Monitor. If we send the t character, we should get the string "proger" in response. 

This way you can send information from the computer to the Arduino and back. Similarly, 

you can implement a connection between two Arduino. 

Eight 

And how to connect modules? 

To work with sensors and modules, their manufacturers create special libraries. They serve 

for easy integration of modules into your system. You can connect the library using a zip file 

or using the Library Manager. 

However, a large number of sensors are binary, i.e. you can read information from them 

with a simple function digitalRead (). 

 

2. ARDUINO CONNECTION AND PROGRAMMING 

 

Does learning about microcontrollers seem complicated and incomprehensible? Before 

the advent of Arudino-it was really not easy and required a certain set of programmers and 

other equipment. 

 

 
Figure 23. Arduino 

 

What is Arduino? 

This is a kind of electronic constructor. The initial goal of the project is to allow people to easily 

learn how to program electronic devices, while devoting minimal time to the electronic part. 

Assembly of complex circuits and connection of boards can be carried out without a 

soldering iron, and with the help of jumpers with detachable connections "dad" and "mom". Thus 

it can be connected as hinged elements, and expansion boards, which in the lexicon of 

arduinschikov called simply "Shields" (shield). 

 

http://electrik.info/img/arduino3.jpg
http://electrik.info/img/arduino3.jpg
http://electrik.info/img/arduino3.jpg
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Figure 24. shield 

What is the first Arduino Board to buy for a beginner? 

The base and most popular Board is the Arduino Uno. This fee is the size of a credit card. 

Rather large. Most of the shields that are on sale are perfect for it. There are sockets on the Board 

for connecting external devices. 

 

 
 

Figure 25. Atmega328. 

 

In domestic stores in 2017, its price is about 4-5 dollars. On modern models, its heart is 

the Atmega328. 

 
 

Figure 26. Arduino UNO 

 

The image of the Arduino Board and decoding the functions of each pin, Arduino UNO 

pinout. The microcontroller on this Board is a long chip in the dip28 case, which means that it 

has 28 legs. 

The next most popular fee is almost two times cheaper than the previous one-2-3 dollars. 

This is an Arduino Nano Board. The current boards are built on the same Atmega328, they are 

functionally similar to UNO, the differences in size and the solution of matching with USB, 

more on this later. Another difference is that to connect to the Board devices provided plug, in 

the form of needles. 

 

http://electrik.info/img/arduino1.gif
http://electrik.info/img/arduino1.gif
http://electrik.info/img/arduino1.gif
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Figure 27. Plug 

The number of pins (legs) of this Board is the same, but you can see that the 

microcontroller is made in a more compact case TQFP32, in the case added ADC6 and ADC7, 

the other two "extra" legs duplicate the power bus. Its size is quite compact-about the size of 

your thumb. 

Aruino Nano pinout  

The third most popular Board is the Arduino Pro Mini, it does not have a USB port for 

connecting to a computer, as I will tell you later. 

 

 
 

Figure 28. Size comparison of Arduino Nano and Pro Mini 

 

This is the smallest Board of all considered, otherwise it is similar to the previous two, 

and its heart is still Atmega328. We will not consider other boards, since this is an article for 

beginners, and the comparison of boards is the subject of a separate article. 

Arduino Pro Mini pinout, in the upper part of the connection diagram USB-UART, pin 

"GRN" - divorced on the reset circuit of the microcontroller, can be called differently, for what it 

is necessary you will learn further. 

Overall results: 

If UNO is convenient for layout, then Nano and Pro Mini are convenient for final 

versions of your project, because they take up little space. 

How to connect an Arduino to a computer 

The Arduino Uno and Nano are connected to the computer via USB. In this case, there is 

no hardware support for the USB port, it uses a level conversion scheme, usually called USB-to-

Serial or USB-UART (rs-232). At the same time, a special Arduino loader is stitched into the 

microcontroller, which allows you to flash on these buses. 

The Arduino Uno implements this binding on a microcontroller with support for USB-

ATmega16U2 (AT16U2). It turns out that an additional microcontroller on the Board is needed 

to flash the main microcontroller. 

In the Arduino Nano, this is implemented by the FT232R chip, or its ch340 counterpart. 

This is not a microcontroller — it is a level Converter, this fact makes it easier to build an 

Arduino Nano from scratch with your own hands. 

Usually the drivers are installed automatically when the Arduino Board is connected. 

However, when Chinese copy of the Arduino Nano was bought, the device was identified, but it 
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did not work, on the Converter was pasted a round sticker with data about the release date, it is 

unknown whether this was done on purpose, but when it was peeled off, the marking CH340 was 

seen. 

Before that, the author did not come across this and thought that all USB-UART 

converters are assembled on FT232. The author had to download the drivers, they are very easy 

to find by searching for "Arduino ch340 drivers". After a simple installation - everything 

worked! 

The microcontroller can be powered through the same USB port, i.e. if you connect it to 

the adapter from a mobile phone-your system will work. 

 

 

3. INTRODUCTION TO THE ARDUINO UNO AND THE ARDUINO IDE 

DEVELOPMENT ENVIRONMENT 

task: 

- Explore the Arduino Board; 

- Learn the Arduino Programming environment; 

- Demonstrate the work with the program Arduino On the example of laboratory work; 

- Answer control questions; 

- Issue a report. 

Theoretical part 

The image of the Arduino Board is Shown 

 
Figure 29.  ArduinoUNO 

 

General information 

The Arduino UNO Controller is built on the ATmega328. The platform has 14 digital 

inputs/outputs (6 of which can be used as PWM outputs), 6 analog inputs, a 16 MHz crystal 

oscillator, a USB connector, a power connector, an ICSP connector, and a reset button. To work, 

you must connect the platform to the computer via a USB cable, or supply power using an 

AC/DC adapter or battery. 

Unlike all previous boards that used the FTDI USB microcontroller for USB 

communication, the new Arduino Uno uses the ATmega8U2 microcontroller. 

Table 3. Characteristics 

 

Microcontroller ATmega328 

Operating voltage 5 В 

Input voltage (recommended) 7-12 В 

Input voltage (limit) 6-20 В 

Digital Inputs/Outputs 14 (6 of which can be used as PWM outputs) 

Analog input 6 
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Direct current through input / output 40 мА 

Constant current for 3.3 V output 50 мА 

Flash memory 32 KB (ATmega328) of which 0.5 KB is used 

for the loader 

RAM 2 Кб (ATmega328) 

EEPROM 1 Кб (ATmega328) 

Clock frequency 16 MHz 

 

Arduino Uno circuit diagram 

The schematic diagram is presented in Appendix B 

 Food 

The Arduino Uno can be powered via a USB connection or from an external power 

supply. The power supply is selected automatically. 

External power (not USB) can be supplied via an AC/DC voltage Converter (power 

supply) or a rechargeable battery. The voltage Converter is connected via a 2.1 mm connector 

with a Central positive pole. The battery wires are connected to the GND and Vin terminals of 

the power connector. 

The platform can operate with an external power supply from 6 V to 20 V. If the power 

supply voltage is lower than 7 V, the 5V output can output less than 5 V, and the platform can 

work unstable. When using a voltage higher than 12 V, the voltage regulator may overheat and 

damage the Board. Recommended range from 7 V to 12 V. 

Power outputs: 

* VIN. The input is used to supply power from an external source (in the absence of a 5V USB 

connector or other regulated power supply). The supply voltage is supplied through this pin. 

* 5V. Adjustable voltage source used to power the microcontroller and components on the 

Board. Power can be supplied from the VIN output via a voltage regulator, or from a USB 

connector, or other regulated 5 V voltage source. 

• 3V3. 3.3 V output voltage generated by the built-in controller on the Board. The maximum 

current consumption is 50 mA. 

• GND. The conclusions of the ground. 

Memory 

The ATmega328 microcontroller has 32 KB of flash memory, of which 0.5 KB is used for 

bootloader storage, as well as 2 KB of RAM (SRAM) and 1 KB of EEPROM (which is read and 

written using the EEPROM library). 

 

Inputs and Outputs 

Each of the 14 digital UNO pins can be configured as an input or output using the 

pinMode(),digitalWrite(), and digitalread () functions . The pins work at a voltage of 5 V. Each 

pin has a load resistor (disabled by default) of 20-50 k Ohm and can pass up to 40 mA. Some 

conclusions have special functions: 

* Serial bus: 0 (RX) and 1 (TX). The pins are used to receive (RX) and transmit (TX) TTL data. 

These pins are connected to the corresponding pins of the ATmega8U2 USB-to-TTL serial bus 

chip. 

* External interrupt: 2 and 3. These pins can be configured to call an interrupt either on the lower 

value, on the front or back edge, or when the value changes. For more information, see the 

description of theattachinterrupt () function. 

* PWM: 3, 5, 6, 9, 10, and 11.Any of the pins is provided with an 8-bit resolution using the 

analogwrite () function. 

* SPI: 10 (SS), 11 (MOSI), 12 (MISO), 13 (SCK). By means of these pins, SPI communication 

is carried out, for which the SPI library is used. 

* LED: 13. Built-in led connected to digital output 13. If the value on the output has a high 

potential, the led is lit. 
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The Uno platform has 6 analog inputs (designated as A0 .. A5), each with a resolution of 10 bits 

(i.e. can take 1024 different values). Standard outputs have a measurement range of up to 5 V 

relative to the ground, but it is possible to change the upper limit by means of the AREF output 

and the analogReference () function. Some conclusions have additional functions: 

* I2C: 4 (SDA) and 5 (SCL).Through the pins, an I2C (TWI) connection is made, which is 

created using the Wire library. 

An additional pair of pins on the Board: 

• AREF.The reference voltage for the analog inputs. Used with the analogreference () function. 

* Reset. A low signal level on the output resets the microcontroller. It is usually used to connect 

the reset button on the expansion Board, which closes access to the button on the Arduino Board 

itself. 

Communication 

Several devices are installed on the Arduino Uno platform to communicate with a 

computer, other Arduino devices, or microcontrollers. The ATmega328 supports a UART TTL 

(5V) serial interface supplied with pins 0 (RX) and 1 (TX). The ATmega8U2 chip installed on 

the Board directs this interface via USB, programs on the computer side "communicate" with the 

Board via a virtual COM port. ATmega8U2 firmware uses standard USB COM drivers, no 

exterior drivers are required, but on Windows you will need to connect the file ArduinoUNO.inf.  

Arduino serial monitor allows you to send and receive text data when connected to the platform. 

The RX and TX LEDs on the platform will flash when transmitting data via the FTDI chip or 

USB connection (but not when using serial transmission via pins 0 and 1).  

With the SoftwareSerial library, it is possible to create a serial data transfer through any 

of the UNO digital pins. 

The ATmega328 supports I2C (TWI) and SPI interfaces. The Arduino includes the Wire 

library for easy use of the I2C bus. 

Programming 

The platform is programmed via Arduino SOFTWARE. From the Tools > Board menu, 

select "Arduino Uno" (according to the installed microcontroller). Detailed information can be 

found in the reference and instructions on the developer's website. 

The ATmega328 microcontroller comes with a recorded bootloader, making it easy to 

write new programs without using external programmers. Communication is carried out by the 

original STK500 Protocol. 

It is possible not to use the loader and program the microcontroller via ICSP pins (in-circuit 

programming). 

Automatic (software) reboot 

UNO is designed in such a way that before writing a new code, the reboot is performed 

by the Arduino program itself on the computer, and not by pressing a button on the platform. 

One of the DTR lines of the ATmega8U2 chip that control the data flow (DTR) is connected to 

the reset pin of the ATmega328 microcontroller via a 100 nF capacitor. Activating this line, i.e. 

giving a low-level signal, restarts the microcontroller. The Arduino program, using this function, 

loads the code with a single click of the Upload button in the programming environment itself. 

The low-level DTR signal is coordinated with the start of code writing, which reduces the 

bootloader timeout. 

The function has another application. UNO reboots every time you connect to an Arduino 

program on a Mac X or Linux computer (via USB). The boot loader runs for the next half-

second after the reboot. During programming, the first few bytes of code are delayed to prevent 

the platform from receiving incorrect data (all but the new program code). If you are debugging a 

sketch written to the platform on a one-time basis, or entering any other data at the first start, 

make sure that the program on the computer waits for a second before transmitting the data. 

On Uno, it is possible to disable the automatic reload line by breaking the corresponding 

line.   The chip contacts at both ends of the line can be connected for recovery purposes. The line 
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is marked "RESET-EN". It is also possible to disable the automatic reset by connecting a 110 

Ohm resistor between the 5 V source and this line. 

Current protection of the usb connector 

The Arduino UNO has A self-repairing fuse (automatic) that protects the computer's USB 

port from short-circuit and overcurrent currents. Although almost all computers have similar 

protection, however, this fuse provides an additional barrier. The fuse is triggered when a current 

of more than 500 mA passes through the USB port and opens the circuit until normal current 

values are restored. 

 Physical characteristic 

The length and width of the Uno PCB are 6.9 and 5.3 cm, respectively. The USB 

connector and power connector go beyond these dimensions. Four holes in the Board allow you 

to fix it on the surface. The distance between digital pins 7 and 8 is 0.4 cm, although it is 0.25 cm 

between the other pins 

Arduino development environment 

 
Figure 30. ArduinoIDE software editor window 

 

The Arduino development environment consists of a built-in text editor for software 

code, a message area, a text output window(console), a toolbar with buttons for frequently 

used commands, and several menus. To download programs and communicate, the 

development environment is connected to the Arduino hardware. 

A program written in the Arduino environment is called a sketch. The sketch is written in 

a text editor that has tools for cutting/inserting, searching / replacing text. When saving and 

exporting a project, explanations appear in the message area, and errors may also be 

displayed. The text output window (console) shows Arduino messages that include full error 

reports and other information. 

 Toolbar button 

The toolbar buttons allow you to check and record the program, create, open and save a 

sketch, and open serial bus monitoring: 

 Verify/Compile program code checking for errors, compilation. 

 Stop stops monitoring the serial bus (Serial monitor) or dimming other buttons. 

 New creating a new sketch. 

 Open the access menu for all sketches in Notepad. Opens by clicking in the current window. 

Note: due to an error in Java, this menu cannot be scrolled; if you need to open a sketch from 

this list, go to the File | Sketchbook menu. 

 Save save the sketch. 

 Upload to I/O Board Compiles the program code and uploads it to the Arduino device. The 

download description is given below. 

 Serial monitor Opens serial bus monitoring (Serial monitor). 
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Additional commands are grouped into five menus: File, Edit, Sketch, Tools, Help. The 

availability of the menu is determined by the work that is currently being performed. 

Edit 

* Copy for discourse Copies to the clipboard suitable for posting on the forum sketch code 

with syntax highlighting. 

* Copy as HTML Copies the sketch code to the clipboard as HTML code to be placed on 

web pages. 

Sketch 

* Verify / Compile check the sketch for errors. 

* Import library Adds the library to the current sketch by inserting the #include Directive into 

the sketch code. For more information, see the library descriptions below (Libraries). 

* Show Sketch folder Opens the folder containing the sketch file on the desktop. 

* Add File...Adds a file to the sketch (the file will be copied from the current location). The 

new file appears in a new tab in the sketch window. The file can be deleted from the sketch 

using the bookmarks menu. 

Tools 

* Auto Format this option optimizes the code, for example, lines up the opening and closing 

brackets vertically and places a statement between them. 

* Board select the platform used. The list with the description of the platforms is provided 

below. 

* Serial Port the Menu contains a list of serial data transfer devices (real and virtual) on the 

computer. The list is updated automatically every time you open the Tools menu. 

* Burn Boot loader points in this menu allow you to write the Bootloader to the 

microcontroller on the Arduino platform. This action is not required in the current work with 

Arduino, but it is useful if you have a new ATmega (without the loader). Before recording, 

we recommend that you check the correct platform selection from the menu. When using an 

AVR ISP, you must select the appropriate port for the programmer from the Serial Port 

menu. 

 

Serial bus monitoring (Serial Monitor) 

Displays data sent to the Arduino platform (USB card or serial bus card). To send data, 

enter the text and press the Send or Enter button. Then select the transfer rate from the drop-

down list corresponding to the value Serial.begin in the sketch. On Mac or Linux, the Arduino 

platform will restart (the sketch will start over) when the serial bus monitoring is connected. 

It is possible to exchange information with the platform via Processing, Flash, MaxMSP, 

etc. (see the interface descriptions page for details). 

 

 Settings 

Some settings are changed in the Preferences window(the Arduino menu on Mac or File 

on Windows and Linux). The rest of the settings are located in the file whose location is 

specified in the Preferences window. 

 The basics of Arduino programming 

 Syntax 

1 . Each expression ends with a character; a semicolon. For example: a = b+c; 

2. The body of functions and compound operators (if, else, for, while) is separated by curly 

brackets (similar to BeginEnd in Pascal). For example: if (a>0) { b = a+1; }  

3. Strings are separated by regular double quotes." Example: println(―some text‖); 

 4. Symbols are separated by single quotes: symbol = ‗a‘;  

5. Libraries are connected using the construction: #include <math.h>  

6. Commentaries in the program start with the characters / / two straight slashes. Example: //this 

is my program 

Data type 
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Variable Declaration in c++ is performed using a construction of the form: variable type 

variable name; Example: int x, y; / / two variables x and y are declared, having an integer type 1 . 

Integers byte from 0 to 255 int from 32 768 to 32 767 word from 0 to 65535 long from 2 1 47 

483 648 to 2 1 47 483 647 2. Fractional float numbers from 3.4028235 E+38 to 3.4028235 E+38 

double are equivalent to float in the current version of Arduino 3. Arrays Arrays in c++ are 

defined by a construction of the type: element type_name [size]; Example: int numbers[10]; / / 

specifies an array of ten integers 4. Strings and char characters; Strings in c++ are arrays with 

elements of the char type. Example: char my_str[10]; / / string of ten characters 5. Other types 

void is an empty type; boolean false is true (false or true). 

 Operating personnel 

1 . Comparison operators = = equality != inequality < less than <= less than or equal to > more 

>= greater than or equal to  

2. If(a>0) { ... commands executed if the condition is true }e lse { ... commands executed 

otherwise } 

 3. Cycles for (k=0; k<3; k=k+1) { ... commands executed at each step of the cycle } in 

parentheses, the initial value of the iterator k=0; the condition for continuing the cycle k<3 (as 

long as the iterator is less than three); the action on the iterator during each step k=k+1 (increase 

by one at each step). 

 Functions 

function_type function_name (arguments) { commands executed within the function return 

function result_function;} function_type return value type. For example, the standard sin 

function has a float return type. function name 

 

4. ARDUINO.  "HELLO WORLD!" THE PROGRAM ON THE ARDUINO 

 

For the first lesson, we do not need anything except the Arduino itself and the usb cable 

to it. 

How banal it will sound, but let's say with the help of Arduino " Hello World!". With this simple 

experiment, we will take our first step into the world of Arduino. 

 

For the lesson we will need : 

1. Arduino uno controller 

2. USB cable (in most cases, it comes with the controller) 

First, we need to connect the Arduino to the computer, and then write the program code in this 

environment "Hello World!". Copy it and paste it into the previously installed IDE. 

int val; / / Set the variable val to track the keystroke 

int ledpin = 13; / / set the digital input/output interface 13 - this is our led 

 

void setup () 

{ 

  Serial.begin (9600); / / Set the com port exchange rate to 9600 

  pinMode (ledpin, OUTPUT); / / Set ledpin = 13 as the output interface 

} 

 

void loop () 

{ 

  val = Serial.read (); / / Read the command sent from the computer via the Arduino IDE console 

  if (val == 'R') / / Set the condition letter to the letter "R", when you press it in the console will 

light up the led and the line " Hello World!" 

{ 

digitalWrite (ledpin, HIGH); / / Turn on the led on the 13 output of the Board 

delay (500); 



INTERNET OF THINGS  

56 
 

digitalWrite (ledpin, LOW); / / Turn off the led on the 13 output of the Board 

Serial.println ("Hello World!"); / / Write to the console " Hello World!" 

} 

} 

Or you can pour it into the Arduino directly from the browser from the below suggested window. 

In this case, you must first install the drivers for your Board. 

 

int val; / / Set the variable val to track the keystroke 

int ledpin = 13; / / set the digital input/output interface 13 - this is our led 

 

void setup () 

{ 

  Serial.begin (9600); / / Set the com port exchange rate to 9600 

  pinMode (ledpin, OUTPUT); / / Set ledpin 13 as the output interface 

} 

 

void loop () 

{ 

  val = Serial.read (); / / Read the command sent from the computer via the Arduino IDE console 

  if (val == 'R') / / Set the condition letter to the letter "R", when you press it in the console will 

light up the led and the line " Hello World!" 

{ 

digitalWrite (ledpin, HIGH); / / Turn on the led on the 13 output of the Board 

delay (2000); 

digitalWrite (ledpin, LOW); / / Turn off the led on the 13 output of the Board 

Serial.println ("Hello World!"); / / Write to the console " Hello World!" 

} 

} 

The data code waits for a signal in the form of the letter "R" to be sent to the virtual com 

port of the arduino, then the built-in led on the Board (output number 13 of the Board) is lit for 

2000ms (2 seconds), and then in the monitor of the Arduino port UNO returns us the inscription 

" Hello World!" 

Let's analyze the program code. 

In the first two lines, our variables val and ledpin are set, and the second variable is immediately 

assigned the value 13 - this is the number of the output on which the built-in led on the Board is 

located. 

Next, in the mandatory void setup () procedure, use the Serial command.begin (9600) we 

set the speed of data exchange with our Board. While we do not plan to transfer large amounts of 

data, so we will set a small speed of 9600, which will have a positive impact on the stability of 

data exchange with the computer. The pinMode (ledpin, OUTPUT) command tells the 

microcontroller that pin 13 (ledpin variable) is intended for information output, in our case we 

will turn on and off the voltage on the led. 

The main code of the program is executed in the mandatory void loop () procedure, it 

executes the code inside it in a circle to infinity. 

Read data from the com port-val = Serial.read (); 

If the com port has the letter R - if (val == 'R') 

that 

Turn on the led on the 13 output of the Board-digitalWrite (ledpin, HIGH); 

for 2 seconds-delay (2000); 

Turn off the led on the 13 output of the Board-digitalWrite (ledpin, LOW); 

Writing in com port Hello World! - Serial.println ("Hello World!"); 
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5.  CONNECTING ANALOG SENSORS TO ARDUINO 

 

There are a huge number of sensors available for the Arduino platform. This article will 

focus on analog sensors. They are so called because the signal at their output is measured by the 

value of the voltage. Arduino converts analog signal values to digital using the built-in ADC 

(Analog-to-digital Converter) with a 10-bit capacity (most boards). The number of possible 

voltage values in this case will be equal to 1024: from 0 (0 V) to 1023 (5 V). The minimum 

possible recorded voltage change will be 5V/1024 = 0.004883 V (4.883 mV).The bit depth is not 

always 10 bits, for example, the Arduino Due ADC is 12-bit (4096 values). 

 Usually these sensors have the following outputs: 

– G (GND).Minus the supply voltage. 

– V (VTG or +5V, VCC).Plus the supply voltage.   

– S (AO (Analog Output), SIG, OUT).Analog output. 

Connecting to Arduino 

G connects to ground (GND pin). V is connected to the +5V or 3V3 pin (read the sensor 

description). S is connected to a software-defined analog pin (not all Arduino pins can receive an 

analog signal), and the status of this pin is read in the Arduino IDE using the analogRead () 

function. 

 
Figure  31. Arduino 

Sample program code for reading sensor readings. The sensor readings will be output to 

the computer's serial port. You can view them using the port monitor in the Arduino IDE. 

Connecting analog sensors to ArduinoArduino 
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const int analogPin = 0; 

  

void setup() { 

  

  Serial.begin(9600);    

  

  Serial.println("Analog Sensor Test");  

  

  Serial.println();   

} 

  

void loop() { 

  

  int analogValue = analogRead(analogPin  

  Serial.println(analogValue);                

  delay(500); 

  

} 

https://voltiq.ru/wp-content/uploads/connect-digital-sensors-to-arduino-1.jpg
https://voltiq.ru/wp-content/uploads/connect-digital-sensors-to-arduino-1.jpg
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In the program, you can control any parameters when changing the state of the sensors. 

So now let's give a more obvious example.  When a value less than 500 is received from the 

sensor, the Arduino Board's built-in led (pin 13) will light up. 

 Connecting analog sensors to ArduinoArduino 

const int analogPin = 0; 

 void setup() { 

 } 

 void loop() { 

  

  int analogValue = analogRead(analogPin);    

    if (analogValue < 500)  

  {  

     digitalWrite(13, HIGH);  

  }  

  

  else   {    

     digitalWrite(13, LOW);   

  }     

   delay(100); 

 } 

Please note! Sensors have different output voltage ranges. When making programs, you need to 

take this into account. The highest value is not always 1023. 

 
Figure 32. combined sensors 

 

There are also combined sensors. They have both digital and analog outputs. When a certain 

value is reached on the analog output, the signal on the digital output reverses the value. These 

are, for example, volume sensors. 

 

6. CONNECTING ANALOG SENSORS TO ARDUINO, READING SENSOR 

READINGS 

 

Sensors are used to measure quantities, environmental conditions, and reactions to changes in 

States and positions. At their output, there may be both digital signals consisting of ones and 

zeros, and analog signals consisting of an infinite set of voltages in a certain interval. 

Both digital and analog inputs of the microcontroller can be used to read digital values, in our 

case on the Arduino Board. Analog sensors must be connected via an analog-to-digital Converter 
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(ADC). ATMEGA328, which is installed in most ARDUINO boards, contains a built-in ADC in 

its circuit. You can choose from as many as 6 analog inputs. 

If this is not enough, you can use an additional external ADC to connect to the digital inputs, 

but this will complicate the code and increase its volume, due to the addition of processing 

algorithms and ADC control. The topic of analog-to-digital converters is wide enough that you 

can make a separate article or cycle about them. It is easier to use a Board with a large number of 

them or multiplexers. Let‘s look at how to connect analog sensors to an Arduino. 

 
 

Figure  33. Analog sensor 

 

General scheme of analog sensors and their connection 

The sensor can even be an ordinary potentiometer. In fact – it is a resistive position 

sensor, which is used to control the level of liquids, the angle of inclination, and the opening of 

something. It can be connected to an Arduino in two ways.  

 

 
 

Figure 34. Diagram of analog sensors and their connection 

 

The circuit above will allow you to read values from 0 to 1023, due to the fact that all the 

voltage falls on the potentiometer. Here the principle of the voltage divider works, in any 

position of the engine, the voltage is distributed over the surface of the resistive layer linearly or 

on a logarithmic scale (depends on the potentiometer), the part of the voltage that remains 

between the output of the slider (sliding contact) and the ground (gnd) falls on the input. On the 

breadboard this connection looks like this: 

 
Figure 35. Connection options 
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The second option is connected according to the scheme of the classical resistive divider, 

here the voltage at the point of maximum resistance of the potentiometer depends on the 

resistance of the upper resistor. 

 

 
Figure 36. Connection 

 

In General, the resistive divider is very important not only in the field of working with 

microcontrollers, but also in electronics in General. Below you can see the General scheme, as 

well as the calculated ratios for determining the value of the stress on the lower arm. 

 

 
 

Figure 37. Connection 

 

This connection is typical not only for the potentiometer, but for all analog sensors, 

because most of them work on the principle of changing the resistance (conductivity) under the 

influence of external sources-temperature, light, radiation of various kinds, etc. 

Below is the simplest connection diagram of a thermistor, in principle, on its basis you 

can make a thermometer. But the accuracy of its readings will depend on the accuracy of the 

table of conversion of resistance to temperature, the stability of the power supply and the 

coefficients of change in resistance (including the upper arm resistor) under the same 

temperature. This can be minimized by selecting the optimal resistances, their power and 

operating currents. 
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Figure 38. The simplest connection diagram of a thermistor 

 

In the same way, you can connect photodiodes, phototransistors as a light sensor. Photo 

electronics has found applications in sensors that determine the distance and presence of an 

object, one of these we will consider later. 

 

 
Figure 39. to connect photodiodes 

The picture shows the connection of the photoresistor to the Arduino. 

 
 

 

Figure 40. Connecting a photoresistor to an Arduino 

Program part 

All analog signals are read from the same ports using the analogRead () command. It is 

worth noting that the Arduino UNO and other models on the 168 and 328 ATmega 10-bit ADC. 

This means that the microcontroller sees the input signal as a number from 0 to 1023-a total of 

1024 values. If we consider that the supply voltage is 5 volts, the input sensitivity: 

5/1024=0.0048 V or 4.8 mV 

That is, with a value of 0 at the input, the voltage is 0, and with a value of 10 at the input-

48 mV. 
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In some cases, to convert the values to the desired level (for example, for transmission to the 

PWM output), 1024 is divided by a number, and as a result of division, the necessary maximum 

should be obtained. More clearly, the map function works (source, LF, HF, VHF, VHF), where: 

• bass – the lower number to the transformation function; 

* RF-upper; 

* VHF-lower number after processing by the function (output); 

* VHF-upper 

PP Practical application for converting a function of the input value for transmission to 

PWM (maximum value 255, for converting data from the ADC to the PWM output 1024 divided 

by 4): 

Option 1 – the division. 

int x; 

x = analogRead(pot) / 4; 

// a number from 0 to 1023 will be received 

// divide it by 4, you get an integer from 0 to 255 analogWrite (led, x); 

Option 2-the MAP function-opens up more possibilities, but more on that later. 

void loop() 

{ int val = analogRead(0); 

val = map(val, 0, 1023, 0, 255); 

analogWrite(led, val); } 

Or even shorter: 

analogWrite (led, map(val, 0, 1023, 0, 255)) 

Not all sensors have 5 Volts at the output, i.e. the number 1024 is not always convenient 

to divide to get the same 256 for the PWM (or any other). It can be both 2 and 2.5 volts and other 

values when the maximum of the signal is, for example, 500. 

Popular analog sensors 

The General view of the sensor for Arduino and its connection is shown below: 

 

 
Figure 41. General view of the sensor for Arduino and its connection. 

 

Usually there are three outputs, there may be a fourth – digital, but these are features. 

Decoding of analog sensor pin designations: 

* G-minus power, common bus, ground. Can be denoted as GND, «-»; 

* V-plus power supply. Can be designated as Vcc, Vtg, «+»; 

* S-output signal, possible symbols-Out, SGN, Vout, sign. 

Beginners for the development of reading the value of sensors choose projects of various 

thermometers. These sensors are available in digital versions, such as DS18B20, and analog-all 

kinds of chips such as LM35, TMP35, TMP36 and others. Here is an example of a modular 

design of such a sensor on the Board. 
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Figure 42. Chips 

 

The accuracy of the sensor from 0.5 to 2 degrees. Built on the TMP36 chip, like many of its 

analogues, its output values are equal to 10 mV / °C. At 0°, the output signal is 0 V, and then 

added to 10 mV per 1 degree. That is, at 25.5 degrees, the voltage is 0.255 V, there may be a 

deviation within the error and the proper heating of the IC crystal (up to 0.1°C) 

However, for the quality of thermometer you cannot simply read the values and display them 

on LCD indicator, or serial port for communication with PC, for the stability of the output signal 

of the whole system we need to average the values from the sensors, both analog and digital to a 

certain extent, while not degrading their performance and accuracy (there is a limit). This is due 

to the presence of noise, interference, unstable contacts (for resistive sensors based on the 

potentiometer, see the fault of the water level sensor or fuel tank in the car). 

Codes for working with most sensors are quite voluminous, so I will not give them all, they 

are easy to find in the network on the request "name sensor + Arduino". 

The next sensor that is often used by Arduino robot builders is the line sensor. It is based 

on photoelectronic devices, such as phototransistors. 

 

 
 

Figure 43. The sensor line 

 

With their help, the robot that moves along the line (used in automated production for the 

delivery of parts) determines the presence of a white or black stripe. In the right part of the 

picture you can see two devices similar to LEDs. One of them is an led that can emit in the 

invisible spectrum, and the second is a phototransistor. 

Light is reflected from a surface if it is dark-the phototransistor does not receive the 

reflected stream, and if light receives and it opens. The algorithms that you put in the 

microcontroller process the signal and determine the correctness and direction of movement and 

correct them. Similarly, arranged and optical mouse, which you probably hold in your hand 

reading these lines. 

An adjacent sensor will be added -a distance sensor from the company Sharp, also used in 

robotics, as well as in the conditions of monitoring the position of objects in space (with the 

corresponding TX error). 
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Figure 44. Distance sensor 

 

Works on the same principle. Libraries and examples of sketches and projects with them in 

large numbers are on sites dedicated to Arduino. 

Conclusion 

The use of analog sensors is very simple, and with the easy-to-learn Arduino programming 

language, you will quickly learn simple devices. This approach has significant disadvantages in 

comparison with digital counterparts. This is due to a large spread of parameters, which causes 

problems when replacing the sensor. You may need to edit the source code of the program. 

However, some analog devices are composed of reference voltage sources and current 

stabilizers, which has a positive effect on the final product and repeatability of devices in mass 

production. All problems can be avoided by using digital devices. 

Digital circuitry as such reduces the need for tuning and adjusting the circuit after Assembly. 

This gives you the opportunity to build several identical devices on the same source code, the 

parts of which will give the same signals, with resistive sensors this is rare. 

 

7. USING THE BMP180 PRESSURE SENSOR 

 

Learn how to use the BMP180 pressure sensor with an Arduino Board 

1. Install libraries to work with the BMP180 sensor 

2. Assemble the installation and develop a sketch for Arduino to read the BMP180 sensor 

Tools for performing work 

1. Computer with Internet connection 

2. Arduino Board with USB interface (for example, Arduino Uno) 

Theoretical part 

BMP180-combined sensor for measuring atmospheric pressure and temperature. The 

measured pressure range is 300-1100hPa with an accuracy of 1hPa, the temperature is 0-65 

degrees Celsius with an accuracy of 0.1 degrees. The sensor is connected to the Arduino via the 

I2C bus. depending on the manufacturer, there are several ready-made BMP180 sensor modules 

that differ in the number of pins and power supply voltage. This work uses the Gy-68 module 

with 4 pins and a supply voltage of 3.3 volts.  

Execution of work 

Installing the library for working with the BMP180 sensor 

Create a new sketch and save it with the name BMP180Test. Check whether the Board 

and port are selected correctly. Download the library to work with the sensor BMP180 "Adafruit 

BMP085 Unified" through the library Manager. 
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Build install and develop a sketch for Arduino for reading BMP180 sensor readings 

 

 
Figure 45. Connect the BMP180 sensor to the Arduino Board according to the scheme 

 

Go to the Arduino IDE. Connect the library "Adafruit BMP180 Unified". 

Before the setup() function, add the global variable bmp 

Adafruit_BMP085_Unified bmp(10085); 

In the setup() function, start the serial port and initialize the BMP180 sensor 

Serial.begin(9600);  

bmp.begin(); 

Next, in the loop() function, read the pressure value 

sensors_event_t event; 

bmp.getEvent(&event); 

Output pressure in hPa 

Serial.print("Pressure (hPa): ");  

Serial.print (event.pressure); 

Read the temperature value 

float temperature; 

bmp.getTemperature(&temperature); 

and output it 

Serial.print("Temp (*C): ");  

Serial.println(temperature); 

Adding a delay 

delay(1000); 

 

8. DEVELOPMENT OF A DEVICE FOR ECOIMPACT IOT BASED ON AN 

ARDUINO MICROCONTROLLER 

 

1. Install lib for the Protocol of interaction with the application ECOIMPACT. 

2. Development of the sketch. 

3. Checking the interaction with the device via the serial port monitor. 

 

Tools for performing work 

1. A computer with an Internet connection. 

2. Arduino Board with USB output (for example, Arduino Uno). 

Theoretical part 

In order to simplify the development of IoT devices and unify their connection to the 

ECOIMPACT platform, a simple text Protocol was developed for the interaction of the device 

with the computer through various communication channels designed for serial transmission of 

information. The Protocol is intended for the organization of interaction between two devices 

(point-to-point) through the exchange of simple text messages. Using text messages makes it 

https://ecoimpact-ple.com/images/452_dguoq2pHSDTvrSRUtO8lnA.jpeg
https://ecoimpact-ple.com/images/452_dguoq2pHSDTvrSRUtO8lnA.jpeg
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easier to develop and debug a device, as it allows you to interact with it without specialized 

software from the command line or serial port monitor.  

Execution of work 

Install lib for the Protocol of interaction with the application ECOIMPACT 

1. Download the archive with the source code at 

https://github.com/ooolms/wl_iot_framework 

2. Unzip this archive, you should see the folder wl_iot_framework. 

3. Install the library through the library Manager: select the menu item " Sketch - > 

library Management - > Add .ZIP library" and find the archive of the ARpc.zip inside the 

wl_iot_framework folder in the ArduinoIdeLibrary subfolder. 

Sketch development 

As part of the work, a sketch will be created that allows the led to flash from the 

ECOIMPACT application interface and transmits "measurements" once every half-second 

(generated two-dimensional signal (sin(t); cos (t)) ). In addition, the device will have another 

"sensor" - led flashing counter. 

To communicate with a computer via a serial port, we will create an ARpc class object 

and define two callback functions for It - one for processing commands from the PC, the second 

for sending messages to the computer. These functions will be called by the library itself if 

necessary. To uniquely identify the device it is also necessary to specify the ID and name of the 

device. And to provide the ability to control the device, you need to develop an xml description 

of the device control panel. 

Create a new sketch and save it under the name ekoimpaktest. Check that the Board and 

port are correct. Connect the arpc library to the sketch (sketch - > connect library - > arpc). The 

desired # Include < arpcdevice should appear at the beginning of the file.h>. 

Generate a unique identifier in the UUID format (for example, you can use the service 

https://www.uuidgenerator.net/version4, when you open the page at the top will be ready UUID). 

Adding two global variables for the device ID and name: 

constant type char *device name= "led_blink_test"; / / device name constant device ID 

ARpcUuid ("{xxxxxxxx-XXXX-XXXX-XXXX-xxxxxxxxxx}"); / / device ID 

xxxxxxxx-xxxx-xxxx-xxxx-xxxxxxxxxxxx replace with the resulting UUID, curly 

brackets should remain. We also define additional global variables: 

int ledPin=13; / / led pin uint32_t blinkscount = 0; / /number of blinks 

In order to make the device management interface available to the device in the future, you must 

also develop an XML description. PDF PDF-description (link from the theoretical part). Our 

scenario requires a single button that sends the "blink" command to the controller, which is 

described as follows: 

constant type char * interfaceStr=" < control><group name= \ "control device\" > < 

control name=\ "blink \" command=\ "blink\" />< / groups>< / elements>"; 

Also, to get data from the device, you need to prepare a description of the sensors. For our device 

it looks like this: 

const char *sensorsDef= " <sensors>" 

"<sensor name=\ "blinks_count\" type=\ "u32_sv\" / > " / / sensor blinks_count "< sensor 

name = \ "sin_x\" Type = \ "f32_sv_d2 \" / > " / / sensor sin_x(two-dimensional) < / Sensors>"; 

Define a class for sending messages to the PC via the serial port: 

WriteCallback class :public ARpcIWriteCallback{public: virtual void writeData(const 

char *data, unsigned long sz) { Serial.write (data, sz);} virtual void writeStr(const char *str) 

{Serial.print (str); }}wcb;  

An object of this class is used when the library needs to pass some data from the device. 

In this case, this is the data that we will see in the port monitor. Note prin println, since this 

function adds an extra line feed that will interfere with normal message processing. 
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Next we declare an object of the Armr class and pass it references to the variables and 

functions created above: 

ARpcDevice dev(300, & DSP, & device ID,device name); 

The class Defines the processing of commands passed to the device. The library will use an 

object of this class when commands are sent to the device, such as those we entered in the port 

monitor. The handler function accepts the command, the command arguments, and the number 

of arguments: 

CommandCallback class 

    :public ARpcIDevEventsCallback { 

public: 

    virtual void processCommand(constant type char *UMK, constant type char *parameter args 

[], unsigned character argsCount) 

    { 

        if (strcmp (cmd,"blink")==0)/ / BL Blink, check that there is an argument 

        { 

            digitalWrite(13, HIGH); 

            delay(500); 

            digitalWrite(13, low level); 

            ++blinksCount; 

            development.disp ().writeMeasurement ("blinks_count", String(blinksCount).c_str()); 

            development.disp ().writeOk(); 

        } 

        another Dev.disp ().writeErr ("unknown cmd"); / / unknown command 

    } 

}CCB; Here we process one command - "blink", when it comes to blink the regular led on port 

13 and pass a new "measurement" of the blink counter. 

Then a function is prepared for generating sin and cos counts 

int t=0; 

float sVal[2]; 

void writeSinVal() 

{ 

    sVal[0]=sin(0.1*t); 

    sVal[1]=cos(0.1*t); 

    dev.disp().writeMeasurementB ("sin_x", sVal, 2); 

    ++t; 

} 

300-buffer size for a single message. You cannot send a message larger than the specified 

size to the controller. 

The size of the buffer should be selected based on the available memory. On microcontrollers 

with a large amount of memory, you can use a larger buffer size. 

Enter the pin and serial port initialization in the setup() function and set the description of the 

sensors and the control interface: 

void setup() 

{ 

    Serial.begin(9600); 

    pinMode(ledPin, OUTPUT); 

    dev.disp().installDevEventsHandler(&ccb); 

    dev.disp().setControls(interfaceStr); 

    dev.disp().setSensors(sensorsDef); 

} 
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Finally, in the loop() function, you need to check the serial port for new data, pass it to 

the parser object, generate a new sin count, and then make a delay of half a second so that the 

counts are not generated too much часто.poizzzennn@mail.ru 

void loop() 

{ 

    while (Serial.available()) 

        dev.putByte(Serial.read()); 

    writeSinVal(); 

    delay(500); 

} 

Upload the resulting sketch to the microcontroller. 

Checking the interaction with the device via the serial port monitor. 

Open the port monitor. It should regularly receive the message "meas" with the new 

values of sin and cos. 

 

 
 

Figure 46. Values of sin and cos. 

 

Check that "New line" is selected at the bottom, not "No end of line". 

Write in the input field "identify" and click Send. The device info message should appear in the  

response. 

 

 
 

Pic 47.Device ID and name 

 

This message must contain the device ID and name specified in the sketch. 

 

9. CONNECTING THE DEVICE TO THE LOCAL ECOIMPACT SERVER 

 

Learn how to connect a device to a configured local ECOIMPACT server 

Work tasks 

1. Connect to a PC with a local server installed via a remote terminal and connect the device 

to the local server 

2. Create storage for values from the sensor 

3. Bind storage to the ECOIMPACT cloud 

Tools for performing work 
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1. A computer with an Internet connection. 

2. An Arduino Board with a USB output (for example, an Arduino Uno) and a loaded 

sketch from the lab work "developing a device for Alterozoom IoT". 

Theoretical part 

The local ECOIMPACT server is a self-contained Autonomous point for connecting 

devices and collecting and processing data. It also provides the ability to duplicate data coming 

to the local storage in the cloud storage ECOIMPACT. 

Execution of work 

Connect to a PC with a local server installed via a remote terminal and connect the device 

to the local server 

Note: if several people are using the same local server at the same time, you must use different 

device names by changing the sketch (replace led_blink_test, for example, with led_blink_test2, 

led_blink_test3, etc.). Accordingly, the same way to replace the device name in all the 

commands given below in the work. 

To connect to a PC with a local service installed, use the SSH Protocol (and the same 

utility under Linux). Putty is available for the Windows operating system. When connecting to a 

PC with a local server, you need to specify a username and password. 

Note: if you are using a pre-configured PC with a server, ask the administrator for the username 

and password. 

The next step is to physically connect the device to a PC with a local server using a USB 

cable. 

Then run the command in the open terminal 

wliotproxy list_identified and make sure that the device with the desired ID and name 

led_blink_test is present in the list. 

Creating storage for sensor values 

First you need to make sure that the list of sensors from the device is available. Executed 

command wliotproxy list_sensors led_blink_test and check that there are two sensors with the 

names blinks_count and sin_x. 

Create a storage for the sin_x sensor with the command 

wliotproxy add_storage led_blink_test sin_x last_n_values add_global_time --N=1000 

Here "led_blink_test" is the name of the device, " blinks_count "is the name of the sensor on the 

device," last_n_values "and" --N=100 " mean that the last 100 values will be stored, and 

add_global_time means that when writing data, you need to add a global time stamp in the local 

server. 

10. LINKING STORAGE TO THE ECOIMPACT CLOUD 

 

To bind the storage to the Ecoimpact server, you must make a preliminary preparation. 

You must log in to the remote server under the desired account (for example, 

test@example.com) wliotproxy-alterozoom-auth test@example.com 

The application will ask for the user's password during operation, and in case of 

successful authentication, it will issue a message with the user ID. By calling the same 

application without parameters, you can make sure that the user is present in the list. If 

everything is OK, you need to restart the server systemctl restart wliotproxyd 

You can then link the storage to a remote server 

wliotproxy data_export add led_blink_test sin_x alterozoom email:test@example.com 

host:ecoimpact-ple.com 

10. Connecting to WiFi using the ESP8266 NodeMCU microcontroller 

Learn how to connect to a WiFi network with an Arduino microcontroller and transfer data over 

WiFi. 

1. Add support for NodeMCU microcontroller based on ESP8266 WiFi module 

2. Develop a sketch for connecting to a WiFi network and transmitting data wirelessly. 

Tools for performing work 

mailto:test@example.com
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1. Computer with Internet connection 

2. The microcontroller NodeMCU V3 on the basis of EPS8266-12E 

Theoretical part 

The NodeMCU Board is based on the esp8266 WiFi module.  

 

 
 Figure 48. The Pinout of the Board 

 

 
Figure 49. D6 (GPIO12) 

 

Support for the Arduino IDE development environment has been added to work with this 

Board. Almost all libraries for regular Arduino also work for this Board, but its Pinout is 

different from the Pinout of Arduino boards. So, the Board has one analog input (A0), which 

runs a 10-bit ADC.  

The digital pins 0-15 of the Arduino correspond to the outputs designated GPIO1-GPIO16. 

For example, if the Arduino IDE uses pin 12, it will correspond to the pin marked on the Board 

as D6 (GPIO12). The GPIO1 — GPIO5, GPIO10, GPIO12-GPIO15 pins support PWM. 

1. Board features: 

2. support WiFi protocols 802.11 b/g/n 

3. Wi-Fi Direct( P2P), soft-AP 

4. built-in TCP/IP stack 

5. SDIO 2.0, SPI, UART 

6. built-in PLL, controllers, and power management system 

7. Rated voltage: 3.3 V 

8. Input voltage: 3.7–20V 

9. Maximum current consumption: 220 mA 

10. D9, D10-UART 

11. D1, D2 — I2C (D1-SCL(SCK), D2 - SDA) 

12. D5–D8-SPI 

13. The main site of the project: https://github.com/esp8266/Arduino 

14.   
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15. Execution of work 

16. Adding support for the NodeMCU microcontroller based on the ESP8266 WiFi module 

17.  
18. To add support for NodeMCU in the Arduino IDE you need to perform the following 

steps: 

19. 1. Open settings (File - > Settings) 

20. 2. Find additional links for the Board Manager and click the edit button on the right 

(highlighted in the screenshot) 

 

 
 

Figure 50. Open settings (File - > Settings) 

 

Adding the URL: http://arduino.esp8266.com/stable/package_esp8266com_index.json 

Save and go to the Board Manager (Tools - > Board: - > Board Manager) 

 

 
 

Figure 51. Tools -> Board: - > Board Manager 

Enter "esp8266" in the search and install the esp8266 package 

Create a new sketch and save it as Esp8266Test. 

Select the Board "NodeMCU 1.0 (ESP-12E Module)" (Tools - > Board:). Below, in the 

"Tools" menu, enter the settings for CPU Frequency, Flash Size and Upload Speed as shown in 

the screenshot (most likely, these will be exactly the same, if the Board differs from the one 

shown above, the settings may differ). 
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Figure 52. Select the desired port 

 

Development of a sketch for connecting to a WiFi network and transmitting data over a 

wireless communication channel. 

Sketch to work with WiFi, we use libraries similar to the standard WiFi library for 

ordinary Arduino. When working with a regular Arduino and some WiFi shield, similar header 

files will be connected, only without the prefix "ESP8266". 

Plug-in header files 

#include <ESP8266WiFi.h> 

#include <ESP8266HTTPClient.h> 

Specify the parameters of the WiFi network 

const char *essid= " WIFI_ESSID"; 

const char *key= " WIFI_KEY"; 

WIFI_ESSID and WIFI_KEY are replaced with the name and password of the used WiFi 

network. 

In the setup() function, run Serial and connect to WiFi 

Serial.begin(9600); 

Wi-Fi access.begin(essid, key); 

while (WiFi.status ()!= WL_CONNECTED) 

{ 

    delay(500); 

    Serial.print("."); 

} 

Serial.println ("WiFi connected"); 

In the loop function, we execute a GET request to the web page of the remote server. To do this, 

connect to the server 

WiFiClient client; 

if (! client. connect ("wl.unn.ru", 80)) 

{ 

    Serial.println ("connection failed"); 

    return; 

}  

Send a manually generated GET request 

client.print("GET /laboratory/?page=1 HTTP/1.1\r\nConnection: close\r\n\r\n"); 

Waiting for a response from the server 

unsigned long timeout = millis(); 

https://ecoimpact-ple.com/images/460_SpfSiqVnZtPA3O2H1dNZNw.jpeg
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while (client.available ()==0) 

{ 

    if(millis()-timeout>5000) 

    { 

        Serial.println (">>>Client Timeout !"); 

        client.stop(); 

        return; 

    } 

} 

Output the answer and sleep for 10 seconds 

while (client.available()) 

{ 

    String line=client.readStringUntil('\r'); 

    Serial.print(line); 

} 

delay(10000); 

Load the sketch on the Board and open the port Manager. There every ten seconds should appear 

the code of the web page, which came in response from the server wl.unn.ru. 

Additional task: develop a sketch for scanning available WiFi networks 

 

11. DEVELOPMENT OF IOT DEVICES USING BLUETOOTH LE 

 

Bluetooth technology is vigorously making its way into the Internet of things. Part of this 

technology, called Bluetooth LE (Bluetooth Low Energy, aka Bluetooth Smart, aka BLE) 

directly positions itself as an ideal choice for IoT (Internet of things). It's hard not to agree. BLE 

already knows how to route Internet traffic, determine coordinates in the premises, connect 

industrial programmable logic controllers, support WEB servers, connect scales, thermometers, 

heart rate monitors, oximeters, tonometers and a lot of other things. C BLE automatically solves 

many problems inherent in solutions using Wi-Fi. It will not be long before devices with BLE 

can be organized in a MESH network, using a technology similar to ZigBee. This is already 

reflected in the Bluetooth 5.0 specification, so when developing IoT module, an absolute 

preference to BLE was given as opposed to using Wi-Fi. It is considered that the peripheral part 

of the BLE network using the example of the K66BLEZ debugging module. 

Here we would like to describe my development route from almost complete ignorance of 

BLE to the production of a serial product 

The k66blez module uses the MKW40Z160 chip (48 MHz Cortex-M0+, 160 KB Flash, 

20 KB RAM) produced by dig NXP as a ble receiver-transmitter. The chip is interesting because, 

along with BLE, it can also work as a receiver-transmitter of signals of the 802.15.4 standard. 

And the 802.15.4 standard is known to be the carrier in ZigBee technology. The ZigBee stack for 

MKW40Z is not released directly, but it is already offered to the firmware where 802.15.4 works 

simultaneously with BLE 

The MKW40 chip is replaced by the MKW41 chip with 128 KB RAM, 512 KB Flash 

and support for all popular protocols: BLE 4.2, BLE Mesh, ZigBee, Thread, IPv6 6LoBLE. 

There is no open documentation for the new chip yet, but it promises to be pin compatible with 

the MKW40. 

THE ble MKW40 chip on the module connects to the main MK66 microcontroller via the 

SPI and I2C interfaces. the I2C Interface also connects the chip to the charger chip. The main 

communication channel is implemented on the SPI interface with a bit rate of 6 Mbit / s. 

Program debugging in the MKW40 chip can be performed via the SWD interface using 

the JTAG adapter and via the UART0 debugging interface also output to the x4 debugger 

connector. 
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NXP provides more than two dozen examples of implementation of various applications 

on the MKW40 chip, including: pressure, glucose, temperature, proximity sensors, heart rate 

meters, etc. There are applications for wireless UART and wireless bootloader. 

We did a deep refactoring of the NXP framework for these chips and created new profiles 

with demo programs on Windows PC that do not require a separate adapter on the PC side. But 

more on that later. 

Bluetooth LE is difficult to learn. The reason is a voluminous specification and a large 

number of its brief retellings in the documentation of manufacturers, immediately beginning with 

unusual terminology. So let's start with it. 

Interpretation and translation of terms and abbreviations, slang. 

* Pairing-binding (pairings). The process of creating one or more shared secret keys by BLE 

device pairs for subsequent traffic encryption. The user is involved in this process when the 

system asks for a PIN code. 

* Bonding-binding. The process of saving shared secret keys for use in subsequent trusted 

connections of BLE device pairs. 

* Device authentication-check (authentication) for the fact that two devices have the same secret 

keys. 

* Advertising-The process of broadcasting ble device notification packets (advertising). In these 

packages, the device reports its name and address, reports on the services it provides, and special 

information. 

* Scanning-the process of receiving advertising packets from other ble devices during passive 

scanning. When scanning is active, it sends packets of requests for additional information from 

devices running in the advertising mode. 

* Profile-profile. A set of lists of functions, properties, behaviors, and roles for a set of levels in a 

particular Protocol stack. 

* UUID — universally unique identifier. 128-bit unique attribute identifier. 

• BLE Host-host. The part of the ble stack software that runs on the main processor that runs 

both the main application and the bridge functionality to the main application. The host contains 

GAP, GATT, GATT database, L2CA. 

• BLE Controller-controller. Part of the ble stack software running on a Bluetooth radio chip. 

• HCI-Host Controller Interface. Protocol or API depending on the context for interaction 

between THE ble host and THE ble controller. 

* GAP-Generic Access Profile, a typical access profile. This is usually immediately referred to 

as a layer. But it's rather strange to call a profile a layer. In the source code, this is represented as 

a set of macros, declarations, and functions for establishing and maintaining communication 

between BLE devices. 

* GATT-Generic Attribute Profile, a typical attribute profile. In the source code, this is a set of 

functions for exchanging data between devices. Attributes are units of data of different types 

(strings, numbers, structures...) organized as a hierarchical tree whose nodes are services, 

characteristics, descriptors, etc. an Attribute is characterized by having a unique UUID. 

• L2CA-Logical Link Control and Adaptation Layer. The software layer with the corresponding 

Protocol is responsible for establishing and maintaining logical communication channels. It deals 

with forwarding planning, error control, packet segmentation, thread management, and packet 

multiplexing between top-level protocols. Is part of the ble host. 

* SMP-Security Manager Protocol. The Protocol used for pairings. Works on a dedicated 

channel in L2CA. 

• LTK — Long-Term Key. Secret key used when encrypting ble traffic. 

* IRK-Identity Resolving Key. The key to decrypt the real address of the device from the 

confusing public one. 

* CSRK-Connection Signature Resolving Key. Key for signing messages. 

• RAND-64-bit random variable used to generate LTK 

* EDIV-16-bit random variable used to generate LTK 
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* MITM-man-in-the-middle. An attempt to open a third party joint secret key of two devices by 

embedding in the communication channel between the devices as an intermediate link. 

* Message integrity - protection against fake messages. 

* Framework — this is what we call software in the source code, designed to simplify the 

creation of applications on a specific hardware platform with specific libraries of communication 

Protocol stacks. It usually includes BSP (board support package), HAL (hardware abstraction 

layer), OSA (OS abstraction layer), intermediate software (middleware) such as: memory 

managers, file systems, schedulers and timers, and so on. 

Analysis of competing solutions 

When choosing a chip for BLE, I did a little analysis of offers from the most famous 

manufacturers. Most of all, we were interested in the composition of the proposed software, 

frameworks, and tools for compiling, building, and debugging projects for the ARM core. An 

important factor was the continuity with the IAR environment and the RTOS MQX framework 

that are used when developing an application on the main processor of the module. 

NORDIC SEMICONDUCTOR provides an SDK for the nRF51822 chip with a Cortex-

M0 core. Compiled in IAR, KEIL, GCC. The ble stack is represented by a monolithic library 

without source code called SoftDevice where all APIs are implemented: GAP, GATT, L2CA, 

HCI. A framework with drivers is built around this library. The framework comes with two 

RTOS: RL-ARM RTX from Keil, and FreeRTOS. The framework uses protobuf serialization 

technology and segger RTT debugging. instead, the nrf5 IoT SDK is offered. It includes sources 

for MQTT, COAP, TLS (taken from the mbed project), cJSON, lwip (free TCP/IPv4/IPv6 

Protocol stack), socket interface, and IPv6 adapter. There is also 6LoWPAN, but without the 

source code.  

Texas Instruments 

ARM only makes 2-core ble CC2640 chips (Cortex-M3 and Cortex-M0), but 

corresponding to the Bluetooth 4.2 specification.For download, the SimpleLink Bluetooth low 

energy Software Stack 2.2.0 SDK is Compiled by the native Code Composer Studio 

development environment, as well as in the IAR environment. Comes with its own RTOS TI-

RTOS 2.16 and a developed framework around the ble stack libraries. The SDK as one of the 

scenarios involves the use of an external application processor-Simple Application Processor 

(SAP). The CC2640 chip itself is referred to as the Simple Network Processor (SNP). They 

communicate over a Protocol called the Unified Network Processor Interface (NPI). On the 

CC2640 side, TI-RTOS is required, and on the SAP processor side, RTOS can be used as 

desired. The SDK provides NPI Protocol sources for both the SAP and SNP sides. This is the 

SimpleLink technology. 

The ble stack itself is divided into 3 precompiled libraries without source code: host, 

controller, HCI. All three libraries only run on the Cortex-M3 processor, which is part of the 

CC2640 chip. In addition to studying TI-RTOS, the user here will need to learn a special 

software mechanism or Protocol for interacting with the BLE stack called iCall. 

Microchip-Atmel 

produces Bluetooth LE atbtlc1000 chips on Cortex-M0 core. The entire stack in the chips 

is written to ROM. There are no open tools for programming these chips on the Atmel website. 

Atmel instead suggests using an external microcontroller to interact with the ATBTLC1000. 

Software for an external microcontroller and examples are in the Atmel Software Framework 

package. Compiled in Atmel Studio (GCC shell) or in IAR. 

Cypress Semiconductor Corp. 

produces families of programmable BLE chips on the Cortex-M0 — PSoC 4 core: PSoC 

4XX8 and PRoC CYBL1XX7X supporting the Bluetooth 4.2 specification. Projects for chips are 

created in a special IDE PSoC Creator. Cypress chips differ in that there is no ready-made 

configuration of peripherals (UART, SPI, I2S, PWM, etc.), it must be created from library 

elements in the circuit editor with the addition of software libraries. This is intended to provide 

some flexibility. Although it adds a considerable amount of work to the developer. The 
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configured project can be compiled by one of the following toolchains: GCC, IAR, Keil. BLE 

there is one of the libraries. The BLE stack is delivered as a precompiled monolithic library 

without source code combining THE ble host, ble controller, and HCI. However, the company 

has laid out the source code of applications for Android and iOS working with BLE. 

Silicon Labs produces EFR32 Blue Gecko Bluetooth Smart SoCs on an ARM Cortex-M4 

core supporting the Bluetooth 4.2 specification, EFR32BG1P332F256GMxx type Chips can 

deliver power up to 19.5 dBm and combine a separate 868 MHz radio channel with power up to 

20 dBm and sensitivity -121.4 dBm. The chip of Silicon Labs chips is a huge selection of 

alternative pin functions and a system called the Peripheral Reflex System (PRS). Although the 

peripherals cannot be created as the chips from Cypress, but its connection to the pins is almost 

arbitrary, the presence of PRS makes it possible to interact with each other peripherals without 

involving the processor. The BLE stack from Silicon Labs is able to accept the results of profile 

generation by the Bluetooth Developer Studio program, which will be discussed below. Silicon 

Labs offers two Bluetooth stacks. One of them is designed for Bluegiga modules and supports in 

addition to BLE and regular Bluetooth. The second stack complies with specification 4.2 and 

only LE. The BLE stack is delivered as a monolithic precompiled library with no source code. 

For the option with an external microcontroller, a serial Protocol and API are offered in the 

source code. It can be compiled in both GCC, IAR, and Keil. Everything is done in a single 

development environment Simplicity Studio V4. The accompanying stack framework is not 

supported by RTOS. But in the source code of Simplicity Studio you can find such pearls as 

Speex under 8 kbit/sec suitable for voice transmission over BLE and a powerful window GUI 

from Segger. 

STMicroelectronics makes BlueNRG network controller chips based on Cortex-M0 

containing a ble stack according to the Bluetooth 4.1 specification. The chips themselves are not 

programmable, but have a serial application command interface (ACI) through which an external 

microcontroller must communicate with them. A framework has been developed for ACI, and it 

can be included as part of the proprietary stm32cube development environment from ST. 

CSR PLC does not make BLE chips on ARM Cortex, but is interested in its 

implementation of MESH networks on Bluetooth modules. Video here. The sources of various 

BLE applications for Android and iOS are laid out. There is an SDK. 

Renesas 

makes BLE chips on its 16-bit rl78 core. The BLE stack is issued only to premium users. 

All its own-compiler, RTOS, host microcontroller. But there is a plugin for Bluetooth Developer 

Studio Dialog Semiconductor 

offers, as they claim, the smallest BLE chips. However, the chips with Flash memory 

DA14583 (the rest only with ROM) cannot be called the smallest-5x5 mm. Core Cortex-M0. The 

maximum power of 0 dBm. Support Bluetooth 4.1 specification. To get the SDK from the 

company, you need to register and pass the verification. But with these chip parameters, I didn't 

even try to get the SDK. 

Therefore, the sources MQTT, COAP, TLS, SPEEX, LwIP, and so on. we are not 

interested in the different SDKs, they can be found freely on Github without binding to specific 

frameworks. Support for the Bluetooth 4.2 specification does not give much because it is not yet 

possible to use it on a PC. 

The ble stack for Kinetis, like others, comes in the form of precompiled libraries. Around 

these libraries, a multitasking framework is built that includes drivers and a layer of hardware 

abstraction in the source code that is independent of the operating system. The framework can be 

configured to run without an operating system, or it can use one. Immediately in delivery, the 

framework is adapted for FreeRTOS. But it interacts with FreeRTOS through an auxiliary set of 

functions called the operating system abstraction layer (OS abstraction, OSA). 

With OSA, you can substitute any other operating system that supports message Queuing, 

crowding, flags, and timers instead of FreeRTOS. For example, RTOS MQX. The stack is 

compiled, oddly enough, only in the IAR environment. Fortunately, in my case, this is not a 
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problem. More interesting is that the stack is divided into two libraries-BLE host and BLE 

controller. And the ble host library can run on a different chip. Libraries interact with each other 

in this case through the HCI Protocol. i. e. where other manufacturers come up with another 

communication Protocol for application interaction on an external microcontroller with a ble 

stack (remember SimpleLink), NXP offers a standard solution. And most importantly, with this 

approach, moving the BLE host to a more powerful external microcontroller significantly 

increases the capabilities of our GATT database and services.  

Briefly about BLE 

The open version of the Bluetooth specification version 4.2 is available here. The 

description of the lower BLE level (Controller level) is included in it as "Vol.6 Core System 

Package [Low Energy Controller volume] " from page 2544. The upper level (Host level) with 

the description of the att Protocol and GATT profile is in the part " vol.3 Core System Package 

[Host volume]" of the document with page 1693. 

Range of frequencies used 

Three frequencies (in the figure above, indicated by channel numbers 37,38,39) are 

allocated for broadcast unaddressed parcels, and the rest for transmitting packets when 

establishing logical communication channels between devices. A well-known feature of 

Bluetooth is that when transmitting packets, each subsequent packet is transmitted on a different 

frequency selected pseudo-randomly from the list of allowed ones. All data in BLE packages can 

be encrypted and authenticated. Also apply the dynamic random generation of addresses for the 

devices and their identification using a hash, i.e. having intercepted the address of the device in 

the air, we will not be able to use it for longer than 15 minutes, because the address will change 

during this time according to an unknown algorithm for us. 

BLE modules can work as unidirectional transmitters, i.e. without installing a 

bidirectional connection, just broadcast some data in the form of ad packets, such as temperature. 

To do this, you can use the data type in Advertising packages designated as Manufacturer 

Specific Data. A computer or tablet can receive data from hundreds of such transmitters without 

the need to search, establish a connection, enter a pincode etc.  

the only way to transmit data without setting a communication channel is to transmit in 

the request-response mode (request-scanrequest package, module response-ScanResponce 

package). This BLE is significantly different from Wi-Fi, where even for the simplest 

thermometer, you need to establish a connection that takes up the resources of the router. 

Ble Protocol stack 

The figure below shows the BLE as seen by the microcontroller programmer. The ble 

stack consists of two software parts: Host and Controller. The Host software handles high-level 

data management and connection management functions, while the Controller manages the 

physical peripherals of the transceiver, works with secret keys, and handles other low-level 

functions. The named parts are connected by the HCI software interface (Host Controller 

Interface). In a PC implementation, part of the Host runs on a computer, and part of the 

Controller runs in a Bluetooth hardware transceiver, and the HCI Protocol is most often 

transmitted over USB. In implementation on the microcontroller both parts work on one chip, 

and the HCI interface turns simply into direct data transfer from the task (program module) of 

the host to the task (program module) of the controller and back In fact the programmer sees 

several sets of APIs working at the Host level: called GATT, GAP, L2CA, SMP, HCI. The GAP 

API allows you to set the device's operating mode — Central, Peripheral, Observer, Broadcaster-

and establish a connection when needed. And with the help of the GATT API, you can directly 

transmit and receive useful data and parse it.  

Most existing devices still support VERSION ble 4.1, despite the existence of version 

4.2.All the differences between version 4.2 and the previous one are related to improvements in 

the BLE part: increased speed, the ability to transmit IP Protocol and HTTP traffic, increased 

cryptographic protection and non-recognition for external observers. 
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An important feature of BLE compared to Wi-Fi is the specification of not only the 

communication channel, but also the application applications that use it. This is called profiles 

and services. Profiles with services describe device roles, the purpose of data, the composition 

and format of data, data protection, the order, types, and events of exchange, and not just how 

data is transmitted. This allows you not to invent any of the protocols when developing, for 

example, a body temperature sensor or a pulse meter. The specifications are already given, it 

remains on the device side only to fill in the necessary fields to send the measurement results. 

Customers of such devices in the form of smartphones, tablets, PCs or kitchen appliances will 

recognize this data automatically and display it or use it accordingly. All thanks to the fact that 

all manufacturers are guided by the same ble specifications about how the temperature or pulse 

data is presented and how to work with them. But there is still room for the developer's 

imagination, as profiles have mechanisms for extending functionality. The following is a rough 

hierarchy of attributes in a BLE device.   

Figure 53. Attribute tree  

 

Below is a slightly more detailed typical attribute tree. This is not a complete tree, most 

are omitted because it would take up too much space. Colors highlight the levels of the tree; each 

attribute has a unique number-UUID. Recording standard numbers is reduced to 16-bit. In this 

picture, all numbers are standard. GAP and GATT profiles are also presented as services with 

their standard characteristics. Each service can have its own security model and authorization. 

The entire tree in the device is stored as a database called the GATT database, usually as a 

simple cross-referenced table 

The characteristics of services have many characteristics, as shown below. We‘ll have to 

apologize for the tautology here, but there really is some kind of terminology crisis in BLE. In 

short, the characteristics belonging to the service can be specified permissions to read, write, the 

need for notifications, confirmations, signatures, and so on. BLE is a serious technology, so 

much has been done to ensure security and maximum formalization, which should in turn make 

it easier to achieve compatibility.  

Data exchange between BLE devices is performed by recording and reading 

characteristic values. There are no streaming channels such as TCP or UART. And if the devices 

have them, then they are organized by higher-level software add-ons. 

 

Development tool 

Development tools offered by the Bluetooth Special Interest Group (Bluetooth SIG) 

website — https://www.bluetooth.com/develop-with-bluetooth/developer-resources-tools the 

https://habrastorage.org/getpro/geektimes/post_images/7df/ca0/0fe/7dfca00fe6427b57e47b1ba1e10c4767.png
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following useful tools are available on the website of the main standardization organization — 

Bluetooth SIG: 

 

Bluetooth Developer Studio 

 

Bluetooth Developer Studio is a tool that allows you to correctly create and insert 

profiles, services, characteristics and descriptors in the ble implementation of the device, i.e. 

create a database. If you buy an additional hardware Bluetooth adapter for $ 99, the program 

allows you to intercept, decrypt and display Bluetooth Protocol packets. There are also features 

in the program for debugging and testing of created services. Since the approved profiles are 

described in great detail in BLE, even minor errors about the format, numbering, availability, 

and so on. these profiles will cause compatibility issues. But even for non-standard profiles, it is 

very difficult to do without a tool that accurately constructs a tree of services, characteristics, 

descriptors in compliance with all specifications. It is easy to get confused in the names of 

services, characteristics, descriptors and their multi-byte unique numbers-UUID. The result of 

the tool in particular are generated XML files describing profiles, services, characteristics and 

descriptors in the user's project. These XML files are directly used by Silicon Labs ' Simplicity 

IDE for integration into embedded projects for their chips. Another result of the tool can be the 

source code for the device working with the BLE database. But to do this, the user needs to write 

their own plugin in JavaScript. The program will also provide the user plug-in with access to the 

database via a special JavaScript API. There are a number of ready-made plug-ins that generate 

various source text files suitable for compiling in third-party environments and software 

frameworks for solutions based on the NXP Kinetis KW40Z Connectivity Software framework.  

 

Application accelerator 

 

Application accelerator 2.1-a set of demo projects with source code for different 

operating systems Android 6.0, Blackberry, iOS 9, Tizen 2.4 and Windows 10. For Windows 10, 

projects are only available for the Visual Studio development environment under the Universal 

Windows Platform (UWP) architecture. That is, these projects cannot be compiled under 

Windows Forms or WPF c .NET frameworks. And bridges for translating ordinary Windows 

applications into UWP are just being created. It should be noted that UWP makes it possible to 

place applications in the Windows Store, but it does not create a simple executable .an exe file 

that you can simply copy and run. The first launch of the UWP application is always 

accompanied by an installation. All this creates difficulties for the developer. And the 

functionality of demo projects leaves much to be desired. 

https://habrastorage.org/getpro/geektimes/post_images/fd8/213/747/fd82137474453134c3bd6744473908a8.png
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Figure 54. Windows-BLEServiceBrowser 

 

Above is a screenshot of the only demo application for Windows — BLEServiceBrowser. 

Gateway Smart Starter Kit 

Gateway Smart Starter Kit - project gateway BLE devices to the WEB server and the WEB 

server itself implements the user interface for the network BLE devices. Everything is 

implemented in the Node environment.js. It is proposed to deploy on a raspberry Pi 2 model B 

microcomputer with The raspbian Jessie operating system. Directly connecting the Raspberry Pi 

to BLE devices uses the Bluetooth HCI sockets interface to the L2CAP level and the USB HCI 

adapter. To run under Windows, you need to install a special replacement for the standard 

Bluetooth HCI driver. The solution works on a very limited number of hardware adapter types 

due to the limitations of the HCI driver. 

 
 

Figure 55. Bluetooth HCI drivers 

 

12. LAMP WITH PUSH-BUTTON CONTROL 

Parts list  

  1 Arduino Uno Board 

  1 solderless breadboard 

  2 clock buttons 

  1 220 Ohm resistor 

  1 led 

  7 wires " Papa-Papa» 

 

https://habrastorage.org/getpro/geektimes/post_images/fd8/213/747/fd82137474453134c3bd6744473908a8.png
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Figure 56. Schematic diagram 

 

 
 

Figure 57. Diagram on the layout 

Pay attention 

 If you rework the circuit from the previous experiment, please note that this time we need 

to connect the led to the port that supports PWM. 

Sketch 

p110_plus_minus_light.ino 

#define PLUS_BUTTON_PIN 2 

#define MINUS_BUTTON_PIN 3 

#define LED_PIN 9 

  

int brightness = 100; 

boolean plusUp = true; 

boolean minusUp = true; 

  

void setup() 

{ 

  pinMode(LED_PIN, OUTPUT); 

  pinMode(PLUS_BUTTON_PIN, INPUT_PULLUP); 

  pinMode(MINUS_BUTTON_PIN, INPUT_PULLUP); 

} 

  

void loop() 

{ 

  analogWrite(LED_PIN, brightness); 

  // respond to clicks using a function written by us 

  plusUp = handleClick(PLUS_BUTTON_PIN, plusUp, +35); 
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  minusUp = handleClick(MINUS_BUTTON_PIN, minusUp, -35); 

} 

// Own function with 3 parameters: pin number with button 

// (buttonPin), state before check (wasUp), and gradation 

// brightness when clicking on the button (delta). The function returns 

// (eng. return) back to the new, current state of the button 

boolean handleClick(int buttonPin, boolean wasUp, int delta) 

{ 

  boolean isUp = digitalRead(buttonPin); 

  if (wasUp && !isUp) { 

    delay(10); 

    isUp = digitalRead(buttonPin); 

    // if there was a click, change the brightness from 0 to 255 

    if (!isUp)     

      brightness = constrain(brightness + delta, 0, 255); 

  } 

  return isUp; // return the value back to the calling code 

} 

Explanations to the code 

We can use not only built-in functions, but also create our own. This is reasonable when we need to 

repeat the same actions in different places of the code, or, for example, we need to perform the same 

actions on different data, as in this case: to process the signal from digital ports 2 and 3. 

 You can define your own functions anywhere in the code outside the code of other 

functions. In our example, we defined a function after the loop. 

 To define a proper function, we need: 

 

 Declare what type of data it will return. In our case, it is a boolean. If the function only 

performs some actions and does not return any value, use the void keyword 

 Assign a name — identifier to the function. The same rules apply here as for naming 

variables and constants. It is accepted to call functions in the same style as variable. 

 list the parameters passed to the function in parentheses, specifying the type of each 

parameter. This is a Declaration of variables that are visible within the newly created 

function, and only within it. For example, if we try to access wasUp or isUp from loop() in 

this experiment, we will get an error message from the compiler. Similarly, variables 

declared in a loop are not visible to other functions, but their values can be passed as 

parameters. 

 between a pair of curly braces write the code executed by the function 

 If a function must return a value, use the return keyword to specify which value to return. 

This value must be of the type we have declared 

 

  So-called global variables, i.e. variables that can be accessed from any function, are 

usually declared at the beginning of the program. In our case, it is brightness. 

 Inside the handleClick function that we created, the same thing happens as in the "Push-

button switch" experiment. 

 Because at the brightness increment step 35, after no more than eight consecutive clicks 

on one of the buttons, the value of the brightness + delta expression will go beyond the 

interval [0, 255]. Using the constraint function, we limit the allowed values for the 

brightness variable to the specified interval limits. 

 In the expression plusUp = handleClick (PLUS_BUTTON_PIN, plusUp, +35) , we refer 

to the variable plusUp twice. Since = puts the value of the right operand in the left, it is 
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first calculated that handleClick will return. So when we pass plusUp to it as a parameter, 

it still has the old value calculated from the last call to handleClick. 

 Inside handleClick, we calculate a new led brightness value and write it to the global 

brightness variable, which is simply passed to analogWrite on each loop iteration. 

 

13.  LAMP WITH PUSH-BUTTON CONTROL 

 

Parts list  

  1 Arduino Uno Board 

  1 solderless breadboard 

  2 clock buttons 

  1 220 Ohm resistor 

  1 led 

  7 wires " Papa-Papa» 

 

 

 
Figure 58. Schematic diagram 

 

 
 

Figure 59. Diagram on the layout  

Pay attention 

 If you rework the circuit from the previous experiment, please note that this time we need to 

connect the led to the port that supports PWM. 

Sketch 

p110_plus_minus_light.ino 

#define PLUS_BUTTON_PIN 2 

#define MINUS_BUTTON_PIN 3 

#define LED_PIN 9 

 int brightness = 100; 

boolean plusUp = true; 

boolean minusUp = true; 

 void setup() 

{ 
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  pinMode(LED_PIN, OUTPUT); 

  pinMode(PLUS_BUTTON_PIN, INPUT_PULLUP); 

  pinMode(MINUS_BUTTON_PIN, INPUT_PULLUP); 

} 

 void loop() 

{ 

  analogWrite(LED_PIN, brightness); 

  // respond to clicks using a function written by us 

  plusUp = handleClick(PLUS_BUTTON_PIN, plusUp, +35); 

  minusUp = handleClick(MINUS_BUTTON_PIN, minusUp, -35); 

} 

// Own function with 3 parameters: pin number with button 

// (buttonPin), state before check (wasUp), and gradation 

// brightness when clicking on the button (delta). The function returns 

// (eng. return) back to the new, current state of the button 

boolean handleClick(int buttonPin, boolean wasUp, int delta) 

{ 

  boolean isUp = digitalRead(buttonPin); 

  if (wasUp && !isUp) { 

    delay(10); 

    isUp = digitalRead(buttonPin); 

    // if there was a click, change the brightness from 0 to 255 

    if (!isUp)     

      brightness = constrain(brightness + delta, 0, 255); 

  } 

  return isUp; // return the value back to the calling code 

} 

Explanations to the code 

  We can use not only built-in functions, but also create our own. This is reasonable when 

we need to repeat the same actions in different places of the code, or, for example, we 

need to perform the same actions on different data, as in this case: to process the signal 

from digital ports 2 and 3. 

  You can define your own functions anywhere in the code outside the code of other 

functions. In our example, we defined a function after the loop. 

  To define a proper function, we need: 

 Declare what type of data it will return. In our case, it is a boolean. If the function only 

performs some actions and does not return any value, use the void keyword 

 Assign a name — identifier to the function. The same rules apply here as for naming 

variables and constants. It is accepted to call functions in the same style as variable. 

 list the parameters passed to the function in parentheses, specifying the type of each 

parameter. This is a Declaration of variables that are visible within the newly created 

function, and only within it. For example, if we try to access wasUp or isUp from loop() 

in this experiment, we will get an error message from the compiler. Similarly, variables 

declared in a loop are not visible to other functions, but their values can be passed as 

parameters. 

 between a pair of curly braces write the code executed by the function 

 If a function must return a value, use the return keyword to specify which value to return. This 

value must be of the type we have declared 

 

  So-called global variables, i.e. variables that can be accessed from any function, are 

usually declared at the beginning of the program. In our case, it is brightness. 
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  Inside the handleClick function that we created, the same thing happens as in the "Push-

button switch" experiment. 

  Because at the brightness increment step 35, after no more than eight consecutive clicks 

on one of the buttons, the value of the brightness + delta expression will go beyond the 

interval [0, 255]. Using the constraint function, we limit the allowed values for the 

brightness variable to the specified interval limits. 

  In the expression plusUp = handleClick (PLUS_BUTTON_PIN, plusUp, +35) , we refer 

to the variable plusUp twice. Since = puts the value of the right operand in the left, it is 

first calculated that handleClick will return. So when we pass plusUp to it as a parameter, 

it still has the old value calculated from the last call to handleClick. 

 Inside handleClick, we calculate a new led brightness value and write it to the global 

brightness variable, which is simply passed to analogWrite on each loop iteration 

 

14. ORANGE PI 2G 

 

 
Figure  60. Orange Pi 2G 

 

This single-Board for $ 10 has a modest size (67x42mm), contains: Cortex-A5 1.0 GHz, 

256MB of RAM, 512MB NAND, and most importantly-built-in WI-FI and 2G adapters! 

Download and install SketchUp on your computer 

You can download the sketch From the official website of the program – 

http://sketchup.com. 

 

 
Figure  61. Download SketchUp 

 

To do this, select SketchUp Make from the Our Products menu and then click the red 

Download SketchUp button. 

 
 

Figure 62. Download SketchUp. 

According to the logic of the program should start. You will be asked to specify why you 

need it at all, enter your contacts, select the operating system, and so on. 
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And only after filling out the entire form and the next click Download will begin 

downloading the editor. It weighs a little-72.2 MB (current version for today). 

 

 
 

Figure 63. Next 

 

It remains only to press the Next button all the time and put a tick under the license 

agreement in one place.  

Familiarity with the interface 

In order to better understand all that I will describe further, I recommend downloading a 

specially prepared demo file with a simple model of the apartment. Practice on it, so it will be 

much clearer than just reading an article. 

 
 

Figure 64. Familiarity with the interface 

 

As you can see, everything is in English. It's not great, but I'll try to explain what's going on. 

At the top we see the usual text menu. Let's go over his points quickly. 

File (File). This tab traditionally contains the items "Create", "Open", "Save", "Import", 

"Export", "print", "Exit". 

Edit (To Edit). In addition, nothing unusual. By going to the tab, you can "Cut", "Copy", 

"Paste", "Delete", "Select all", "Hide/Unhide" object (Hide/Unhide), "Lock/Unlock" 

(Lock/Unlock), "Create a component", "Create a group" of objects. These last specific points 

will be discussed in other lessons; it is too early for us to discuss them. 

Edit (To Edit). In addition, nothing unusual. By going to the tab, you can "Cut", "Copy", 

"Paste", "Delete", "Select all", "Hide/Unhide" object (Hide/Unhide), "Lock/Unlock" 

(Lock/Unlock), "Create a component", "Create a group" of objects. These last specific points 

will be discussed in other lessons; it is too early for us to discuss them. 

The Toolbars menu is responsible for displaying various editor panels. For example, the 

drawing panel or the shadow panel. I have only activated the Large Tool Set, since it contains all 
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the main buttons, and Shadow (Shadows). To begin with, these two panels will be enough for 

you. 

 

 
Figure 65. Menu Toolbars  

 

By default, the 3D modeling program displays Hidden geometry, Section Planes & Cuts (I 

don't know what it is, honestly), Axes, Guides (Auxiliary lines). Hidden Geometry is also an 

auxiliary line inside the object, which helps to more accurately represent its shape. You can 

safely remove this jackdaw. Section Planes & Cuts-too. I recommend leaving the axes for a 

better representation of the volume, as well as the Auxiliary lines. 

The Shadows item is responsible for dynamic shading of the model depending on the 

selected time of day and time of year, which are displayed in the same panel. That is, the 

program has its own sun, the position of which, as in reality, depends on time. But not from real 

time, but from the chosen one. Note that on complex models, when you turn on the Shadows, the 

computer may slow down. 

Fog is the fog. By activating this option, you will be able to see close objects well, but not far 

away. The greater the distance from the camera to the object, the more it will be immersed in the 

"fog". This reduces the load on the computer. 

Edge Style-style of lines (faces). You can choose whether to show them at all, or do only 

planes (without them really inconvenient). Back Edges (K key) – show all lines, even those that 

are behind the planes. They will be displayed in dotted lines. 

Face Style – style of planes. You can choose to display them: transparent planes, planes 

without fill, color-filled planes without texture, textured planes (by default), monochrome. Leave 

it as default. 

We will not consider the item Component Edit yet, as well as Animation. 

The next tab is Camera. Let's also go through the points. 

Previous/Next – the previous / next position of the camera (your eyes on the model, so to 

speak). 

Standart Views-standard views of the 3D model: top, bottom, right, left, etc. 

Parallel Projection/Perspective/Two-Point Perspective-select the volume display option. 

Choose Perspective as the most realistic construction. 

The items Orbit, Pan, Zoom, Field of View, Zoom window, Zoom extents, Position camera, 

Walk, Look around are duplicated on the Large tool set panel 

Orbit-rotation of the 3D model around the point on the screen where you fixed the left mouse 

button. This function is also performed by default by clicking on the mouse wheel. Clamped and 

move the mouse-the model rotates. 

Pan-move the 3D model without rotation. You sort of grab it with your hand and pull. 
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Zoom – if you select this tool, hold down the left key and start moving the mouse 

forward/backward, the scale of the model will increase/decrease. The same function is performed 

by default by scrolling the mouse wheel. 

Zoom window-a tool for selecting the area of the model that you want to zoom in. The 

smaller the area you select, the larger the magnification. That is, the zone you selected will take 

up the entire screen. 

Field of view - not duplicated on the panel. It is difficult to explain humanly what this 

function does. But if you try it, it changes the field of view. That is, it changes its angle. It is 

easier to explain with pictures 

 
 

Figure 66. By 15 degree angle 

 

 
 

Figure 67. By 80 degrees 

 

How it works: select the tool, hold down the left key and move the mouse 

forward/backward. You can track the degree value in the status bar in the lower right corner of 

the program window. 

Zoom extents-changes the scale of the model so that it would all fit on the screen. 

Position camera-select the camera location on the model. When you select this tool, your 

cursor will take the form of a decile man, which can be placed anywhere in the model. In our 

example-in any room. And the subsequent view of the model on the screen will be the view from 

its "eyes". At the same time, his eyes are always located at a height of 168 cm from the floor. 

That is, it's like the eyes of a real person. His name is Vasya. 

Walk - function "walk" on the model. Let‘s say we put our Vasya in the bathroom. By 

selecting the Walk tool, holding down the left key and moving the mouse, you can make it walk 

around the virtual apartment. 

Look around-model inspection tool. That is, Vasya stands in one place and turns his head. 

Everything presented in the Draw tab is duplicated on the Large tool set. 

Line - you won't believe it, line. Click on the starting point and the end point, a line is built 

between them. 
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Arc - creating an arc. The arc is built in three clicks: the first two set the beginning and 

end, the third - the size of the bend. 

Freehand-freehand line. 

Rectangle - a rectangle. The first click sets the starting point, the second-the end point on 

the diagonal. 

Circle - creates a circle. The first click determines their center, the second-the radius. 

Polygon is an equilateral polygon. After activating this tool, you will first need to set the 

number of sides. To do this, simply press the corresponding number on the keyboard and 

confirm the selection by pressing Enter. Then make the first click on the desired location on the 

model, thereby setting the geometric center of the figure. The second click sets the radius of the 

construction described around the polygon. 

You can specify the exact dimensions and radius of all the shapes described above. To do 

this, instead of the last click, just type the desired size on the keyboard and confirm with the 

Enter key. The values you enter will be displayed in the status bar at the bottom right. For a 

rectangle, you need to enter two values: length and width, separated by a semicolon. By default, 

all dimensions in the program are specified in millimeters. (Note, in the demo file for 

convenience, the dimensions are specified in meters!) 

Next, we analyze the Tools menu item. It contains all the main tools for editing 3D model 

components. All of them are for convenience, again, duplicated in the Large tool set. 

Select the selection tool.  

Eraser-eraser. By selecting it and clicking on the object, you will make it disappear. 

Paintbucket - a tool for filling a plane with a color or texture. 

Move - a tool for moving a component. 

Rotate-rotates the component around any of the three axes of space. 

Scale-changes the size of the component. 

Push/Pull - tool for drawing / pulling faces of an object. With its help, it is convenient, for 

example, to model the skirting Board. Set the shape of the section and pulled out of it a whole 

plinth. You can pull it back in the same way. 

Follow me is the same pull tool, but it follows a pre-selected path, not just a straight line. 

Offset-if you can say so, it is a tool that evenly "squeezes" the selected plane beyond its 

boundaries: 

Offset 
Tape measure – normal roulette. Hold down the left key at the starting point and move 

the cursor to the end.The length is displayed on the screen in the cursor area. 

Protractor-square. Measures the angle in three clicks. The first click is at the top of the 

corner, the others are on the sides. 

Axes-axes. The tool allows you to set your own coordinate system. 

Dimensions - tool for drawing dimensions. Works in three clicks. Two extreme points 

and the distance of the removal of dimensions 

 

 
 

Figure 69. Dimensions 
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Text is a signature creation tool. By default it immediately outputs the value of the area of 

the plane or the length of the line: 

 
 

Figure Text 

 

3DText - allows you to place three-dimensional text on the model. For example, I used 

this tool to count the number of Wallpaper to buy, signed the number of paintings. Here's what 

3D text looks like: 

 
 

Figure 71. 3DText 

 

There are a few more items in the Tools menu, but we won't look at them, as they are 

unlikely to be needed. Go to the next menu. 

It‘s called Window. All items in this menu are responsible for calling a window. 

Model info-information about the entire 3D model. Here you can also set its basic 

properties, such as fonts, their size, how to display dimension lines, etc. 

 

 
 

Figure 72. Model info 

 

Entity info-properties of a specific model component. To plane this square, the line 

length, arc radius and number of segments that can be changed. The fact is that SketchUp by 
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default draws arcs and circles quite roughly, breaking them into a small number of segments. 

You can use the arc properties to set any number of segments, so your shape will look much 

better. The Entity info window is also accessible by right-clicking on the object. 

Materials-displays all available colors and textures to fill. You can add and edit them. 

Components - library of ready-made components. Such as, for example, furniture items, 

cars, etc. you can download components from the "cloud" storage Warehouse directly to your 

model. Let‘s Say Opel Astra: 

 
 

Figure 73. Components - library of ready-made components 

 

Styles - allows you to select the display styles of the model. Pencil, marker, different line 

thickness, and so on. Pure pampering. Layers, Outlines, Scenes we will omit, I do not use them. 

Shadows-opens the window for managing the time of day and season of the year. In this way, 

you can control the "natural" lighting in the model. 

Fog-enables " fog " settings. The very function of the fog has already been described. 

Match photo) 

Soften Edges-softens the edges, or rather creates the illusion of softened edges. 

Instructor-calling SketchUp help via the Internet. Only it's in English… 

Preferences – the main settings of the program, such as the time of AutoSave of the 

model, setting the quality of graphics, selecting a template for displaying the model, etc. 

Extension Warehouse is an online library of extensions for SketchUp. What is there just is not, it 

is better for you to dig yourself and try something, but at a later stage of development of the 3D 

editor. 

 

15. «MODELING. CREATING A 3D MODEL IN SKETCH UP» 

 

Today we will look at creating a model of a building (house). 

The model today will be built on the principle of "Quick Start", as it is called in English-

language manuals – a specific simple example of modeling from scratch to save the finished 

result demonstrates a minimum of tools and techniques. 

First, let's look at the drawing area of the program-we see the axes of the 3-dimensional 

space of the scene-red, green and blue, which corresponds to the traditional designations X, Y, Z. 

Their intersection, of course – is the origin of coordinates (coordinate origin). So far, it is only 

important for us to understand that we will be guided in the three-dimensional space of the scene, 

relying on these axes and planes formed by each pair of axes. 
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Figure 74. Coordinate origin 

To view the scene of constantly used tools in this group also have the appropriate buttons, 

but in practice it is much faster and more convenient to use similar options, using the middle key 

(wheel) of the three-button mouse. In this case, it is possible to manage the review options 

without leaving the tool that is currently activated, which means that we get rid of unnecessary 

mouse clicks: 

 Rotation (Orbit) - press and hold, move; 

 Pan-Shift + press and hold to move ; 

 Magnifier (Zoom) - rotate the wheel: from itself – increase, on itself-decrease. 

We start working in the perspective view of Iso, and check that the menu Samegavklyuchena 

option Perspective. 

Also for viewing the scene-view control. We will constantly view the objects of the scene as if 

through the viewfinder of the camera, aiming it at objects from different sides, moving, 

approaching and moving away. To do this, use a group of special review tools – click on the 

corresponding button in the toolbar, hold the left mouse button and act: 

 Zoom Window-the part of the drawing area indicated by a rectangular window is enlarged 

to the full screen; 

 Show all (Zoom Extends) - shows all objects in the scene; 

 Previous, next view – shows the views selected before and after the current view 

 

Let our first object be something extremely simple, such as a house. Let's start with the 

Foundation of the house. 

  Прямоугольник (Rectangle). We build a rectangular area on the plane. 

 
 

Figure 75. Rectangle 

 

Now let's transform a flat 2D shape into a 3D object. To do this, use the main 

инструмент из   (Push/Pull). Place it on the surface of the square (it will "light up" with 
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points), hold the mouse button, and pull up (note that this option works strictly in the direction of 

the axes, we have-blue), and let go in the right place. 

 (Line) draw the details of the roof, click at the starting point > pull > click at the end 

point (this principle works almost all tools). The first line is built. Building a second line. 

  pull out the base of the roof and build the side lines of the roof 

   Pencil,. Closed lines become a plane 

 

 
Figure 76. Closed lines become a plane 

 

At any time, we can then press Esc to exit the tool, or immediately continue to 

consistently draw the remaining parts of the roof. Immediately pay attention to the first important 

point of working in SketchUp – any actions appear hints about the tool used (in the status bar at 

the bottom of the working window). In addition, the movement of the cursor relative to the axes 

is "commented" – in our case, the corresponding color of the line (green or red) and the position 

(dotted lines) relative to neighboring objects, and we also see text hints next to the cursor and on 

the control (end, middle) points of edges and surfaces of construction elements.  

As soon as we complete the construction of the sides of the rectangle (close it), the space inside 

is "filled" with the surface.  

 Eraser. Excess lines are removed with the tool 

Now we go to fill the roof, to do this, select the Fill tool  Fill, this tool allows you to choose 

not just a color, but allows you to choose the material of the roof, tiles, apply the fill.  

 

 

 

Figure 77.Apply the fill to the walls of the house 

 

 

In order to build a window, select the pencil tool on the toolbar 

 Карандаш, прорисовываем детали окна. Инструментом 

  Push/Pull   

 eraser 
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Figure 78. Casting 

We use another tool for moving modifications –  Moving( Move), which, in addition 

to its direct purpose, can also duplicate the object in a new place – of course, to build a second 

window, the most rational way is to duplicate the already finished window. Click on the window 

object, hold down the Ctrl key, and move the resulting copy to the desired location. Do not 

forget to control the movement parallel to the axis (for example, green), focusing on the hint-a 

dotted line of the corresponding color and a text hint. 

Along the way, let's consider the options for selecting individual objects (in our case, 

groups) with the Select tool. After all, with all the elementary options, it is used so often that 

rational methods of its application can significantly speed up the work as a whole. So: single-

click selection on the object and multiple-consecutive clicks on objects with the Shift key held 

down standard and do not require explanations. But the choice of "stretching rectangle" has very 

convenient options – if we build it from left to right, then we choose what completely falls 

inside, and if from right to left-everything that intersects any of the sides of the rectangle. 

We hope that the General idea of the principle of work appeared. At the same time, we 

used only a few of the most "running" tools. Naturally, as with any other editor, it is possible to 

use a different sequence of actions, tools, construction techniques, etc.to achieve the same result. 

And in the end, of course, we save our construction in the "native" format of the program *.skp. 

(File > Save) and at the same time we can export, having chosen a spectacular angle, in any 

public raster format, for example JPG (File > Export > 2D Graphic). 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

 

Figure 79. File > Export > 2D Graphic. 
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SIW 

 

1. Robot vacuum cleaner 

 

On the basis of Arduino, you can create a useful thing for the house-a robot cleaner. A 

self-made model will not be inferior in its characteristics to a store copy.   

 

 
 

Figure 80. Robot vacuum cleaner 

 

To build, you will need: 

Arduino; 

 L298N driver for engine management; 

 miniature motors with gear and wheels; 

 infrared sensors; 

 the engine for the turbine; 

 turbine; 

 brush motors; 

 collision sensors; 

 4 batteries; 

 step-up and step-down current converters; 

 controller for the battery. 

The vacuum cleaner is equipped with IR sensors. They react when the vacuum cleaner 

approaches an obstacle and give it the command to stop and turn around. When a collision with a 

wall or other obstacle triggers one of the switches connecting the bumper and the robot body. 

 

2. Face recognition and tracking system on Arduino 

 

 
 

Figure 81. Face recognition and tracking system 

 

https://arduinomaster.ru/wp-content/uploads/2018/12/Sistema-raspoznavaniya-lits-i-slezheniya-za-nimi-na-Arduino.jpg
https://arduinomaster.ru/wp-content/uploads/2018/12/Sistema-raspoznavaniya-lits-i-slezheniya-za-nimi-na-Arduino.jpg
https://arduinomaster.ru/wp-content/uploads/2018/12/Sistema-raspoznavaniya-lits-i-slezheniya-za-nimi-na-Arduino.jpg
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The webcam is mounted on a swivel mechanism and connected to a PC that has the 

OpenCV software installed. When the program detects a face, its center point is calculated. The 

received coordinates are transmitted to the Arduino microcontroller, which controls the 

servomotors and monitors the face. Will be required for implementation: 

 Arduino IDE, OpenCV software; 

 Arduino UNO Board; 

 2 servomotors; 

 the web camera. 

3. Automated system for aquarium 

 

 

 

 

 

 

 

 

 

 

 

Figure 82. Aquarium's 

 

Automating tasks for the aquarium helps make life easier for the user. The project should be 

responsible for the following actions: 

 lighting of a particular color depending on the conditions; 

 time display; 

 regulation of the compressor; 

 enabling and disabling filters; 

 display of temperature and humidity data. 

To assemble the device, you will need an Arduino UNO Board, piezo signal, RGB tape, 

white diode tape, temperature and humidity sensor, LCD screen, clock, 2 relays, IR receiver, 

transistors. 

There are many schemes for implementing the device. An example of one of them is given 

below. 

You also need to write a code to enable a particular color depending on the conditions and adjust 

the operation of the LCD screen. 

 

4. Greenhouse for plants 

 

Figure 83. Greenhouse for plants 

 

In the smart greenhouse for flowers, the temperature and lighting are monitored and 

adjusted, and the soil is watered. This is especially true for heat-loving tropical plants, which 

need to constantly maintain a high temperature. You can control it automatically or remotely 

from your tablet or smartphone. 

https://arduinomaster.ru/wp-content/uploads/2018/12/Avtomatizirovannaya-sistema-dlya-akvariuma.jpg
https://arduinomaster.ru/wp-content/uploads/2018/12/Avtomatizirovannaya-sistema-dlya-akvariuma.jpg
https://arduinomaster.ru/wp-content/uploads/2018/12/Avtomatizirovannaya-sistema-dlya-akvariuma.jpg
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To build a project, you need the following components: 

 Arduino UNO; 

 USB cable; 

 prototyping Board; 

 wires; 

 photoresistor; 

 10kOhm resistor; 

 temperature sensor; 

 ambient temperature and humidity module; 

 soil moisture modulus. 

 

The photoresistor is responsible for measuring illumination. The temperature sensor receives 

the temperature of the air. The soil moisture module is placed in the ground and measures the 

water level in it. 
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TEST 

 

1.At what level of the TCP/IP Protocol stack does SMTP work? 

A. Application layer (Application layer) 

B. Network (or inter-network) layer (Internet layer) 

C. the Transport layer (Transport layer) 

D. the access Level (Access layer) 

E. No answer 

 

2. And at what level of the TCP/IP Protocol stack does UDP work? 

A. Application layer (Application layer) 

B. Network (or inter-network) layer (Internet layer) 

C. the transport layer (Transport layer) 

D. No answer 

E. the Edge (Edge layer) 

 

3. At what level of the TCP/IP Protocol stack does SCTP work? 

A. the access Level (Access layer) 

B. Network (or inter-network) layer (Internet layer) 

C. the transport layer (Transport layer) 

D. link layer (Link layer) 

E. No answer 

 

4. What of the above can not be attributed to the characteristics of the IoT? 

A. Low speed data transmission 

B. Focus on serving the needs of the people 

C. Focus on reading information 

D. Need for new infrastructure and standards 

E. No answer 

 

5. Which of these ITU recommendations describes the reference model for IoT? 

A. Q. 761 

B. Y. 2060 

C. 802.3 cd 

D. RFC 4960 

E. No answer 

 

6. Which of the following is not the base level of the IOT reference model described in the ITU 

recommendation? 

A. IoT application Layer 

B. network core Level 

C. level of support for applications and services 

D. Network layer 

E. No answer 

 

7. What write policy should I choose for the LSI RAID controller on a server without a backup 

power supply and iBBU/SuperCup to ensure data integrity in the event of a server power failure? 

A. Write-Fast 

B. Write-Back 
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C. Persistent-Write 

D. Write-Through 

E. No answer 

 

8. What feature does the hard disk have after being added to the disk group in the RAID 

configuration of the LSI controller ? 

A. Online 

B. Ready 

C. Configured Good 

D. In Group 

E. No answer 

 

9. What functionality in LSI RAID controllers allows you to replace a failed controller without 

losing configuration and user data? 

A. Drive Roaming 

B. Importing Foreign Configuration 

C. Hard Drive Stripping 

D. Сopyback 

E. No answer 

 

10. What is the name of a moving graphic object that acts on the project stage and performs a 

variety of algorithms (scenarios). An algorithm executor that has access to all commands in the 

Scratch language. 

A. The Script 

B. Sprite 

C. Scene 

D. Kitten 

E. No answer 

 

11. The command blocks in the Scratch program are divided into multi-colored categories. How 

many of these categories? 

A. 20 

B. 15 

C. 10 

D. 7 

E. 30 

 

12. What is the name of an algorithm (or script) made up of blocks of the Scratch language for 

an object? 

A. The Script 

B. Sprite 

C. Scene 

D. Code 

E. No answer 

 

13. What is the width of the scene? 

A. 320 points 

B. 480 points 

C. 260 points 
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D. May vary 

E. No answer 

 

14. How many suits can a sprite have? 

A. 1 

B. 2 

C. Any quantity 

D. Can be no more than 7 

E. No answer 

 

15. What is the height of the stage? 

A. 320 points 

B. 480 points 

C. 360 points 

D. May vary 

E. No answer 

 

16. What is the name of the place where sprites move, draw, and interact? 

A. The Script 

B. Sprite 

C. Scene 

D. Kitten 

E. No answer 

 

17. Can I make a project that doesn't have a scene? 

A. Yes 

B. No 

C. Sometimes you can 

D. No answer 

E. All true 

 

18. What extension do files created in Scratch have? 

A.. sb2 

B. .exe 

C. .psd 

D. .bmp 

E. No answer 

 

19. The set of commands that an object can execute is called … 

A. SKI 

B. Algorithm 

C. The Script 

D. Program  

E. No answer 

 

20. What is the name of an algorithm (or script) made up of blocks of the Scratch language for 

an object? 

A. The Script 

B. Sprite 
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C. Scene 

D. Code 

E. No answer 

 

21. A ……. is a device that detects or measures an event. 

A. smart devices 

B. sensor  

C. analyzed 

D. programmed 

E. on-line 

 

22. Many people prefer to purchase services and products … 

A. smart devices 

B. sensor  

C. analyzed 

D. programmed 

E. on-line 

 

23. Artificial intelligence assists the creation of …. 

A. smart devices 

B. self-driving cars 

C. analyzed 

D. programmed 

E. on-line 

 

24. … is the application of digital technology that encourages business innovation. 

A. smart devices 

B. self-driving cars 

C. analyzed 

D. programmed 

E. digital transform 

 

25. To be useful to businesses and governments, generated data needs to be … 

A. smart devices 

B. self-driving cars 

C. analyzed 

D. programmed 

E. digital transform 

 

26. If …  appropriately, smart devices can learn and modify their own code based on new 

parameters 

A. smart devices 

B. self-driving cars 

C. analyzed 

D. programmed 

E. digital transform 

 

27.There are more … than people in the world today. 

A. smart devices 

B. self-driving cars 

C. analyzed 

D. programmed 
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E. digital transform 

 

28. What type of computing allows local data to be pre-processed at the edge of the network? 

A. sensor 

B. wireless 

C. fog 

D. cloud 

E. digital transform 

 

29. What is the acronym for the network type that allows a personal fitness monitor to connect to 

a smartphone? 

A. LAN 

B. PAN 

C. Internet 

D. cloud 

E. WAN 

 

30. What is described as the network of networks and is the largest network in the world? 

A. LAN 

B. PAN 

C. Internet 

D. cloud 

E. WAN 

 

31. What technology allows wireless devices to connect to other devices within a distance of a 

person's arm? 

A. cellular 

B. fog computing 

C. WiFi 

D. cloud 

E. Bluetooth 

 

32. What type of networks use electromagnetic waves instead of wires? 

A. Cloud 

B. internet 

C. Ethernet 

D. wireless 

E. Bluetooth 

 

33. What is the name of a collection of servers and data centers within the Internet that is used to 

store and access data anywhere, anytime, and on any device? 

A. LAN 

B. PAN 

C. Internet 

D. cloud 

E. WAN 

 

34. What is the acronym for a small business network that might connect 3 PCs and 4 wireless 

devices? 

A. LAN 

B. PAN 

C. Internet 
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D. fog 

E. WAN 

 

35. A …  programming language turns the computer program into machine  language before 

execution. 

A. compiled 

B. system 

C. global 

D. machine 

E. local 

 

36. Software that controls the computer hardware is known as …  software. 

A. compiled 

B. system 

C. global 

D. machine 

E. local 

 

37. Python is an example of an … programming language. 

A. compiled 

B. system 

C. global 

D. interpreted 

E. local 

 

38. A graphical representation of a process is known as a … 

A. compiled 

B. system 

C. global 

D. flowchart 

E. local 

 

39. A set of self-contained step-by-step instructions is known as an … 

A. algorithm 

B. system 

C. global 

D. flowchart 

E. local 

 

40. A …  loop executes a procedure as long as the tested condition is true and a … 

 loop executes a procedure a fixed number of times. 

A. FOR, WHILE 

B. WHILE, FOR 

C. THEN, WHILE 

D. WHILE, THEN 

E. FOR, THEN 

 

41. A …  variable is visible in all parts of a computer program but a local variable is only 

available in the module it was declared. 

A. algorithm 

B. system 

C. global 
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D. flowchart 

E. local 

 

42. A corporation generates data from their web site, from sensors, and from internal documents. 

What characteristic of big data does this describe? 

A. redundancy 

B. viscosity 

C. velocity 

D. variety 

E. volume 

 

43. Data created using spreadsheets or pre-printed forms is called … data. 

A. structured 

B. line 

C. pie 

D. unstructured 

E. RapidMiner 

 

44. Comma-separated value (CSV), …, and XML create plaintext file types. 

A. structured 

B. line 

C. JSON 

D. unstructured 

E. RapidMiner 

 

45. … information is captured and processed as events happen. 

A. Transactional 

B. line 

C. JSON 

D. unstructured 

E. RapidMiner 

 

46. Freeform data such as audio or video is called … data. 

A. Transactional 

B. line 

C. JSON 

D. unstructured 

E. RapidMiner 

 

47. A … chart represents data as a segment of a whole. 

A. Transactional 

B. pie 

C. JSON 

D. unstructured 

E. RapidMiner 

 

48. A … chart is used when you display a continuous set of data over time. 

A. Transactional 

B. line 

C. JSON 

D. unstructured 

E. RapidMiner 
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49. …is an example of a Big Data analytics tool. 

A. Transactional 

B. line 

C. JSON 

D. unstructured 

E. RapidMiner 

 

50. Automation … the amount of work done by people. 

A. Transactional 

B. line 

C. reduces 

D. unstructured 

E. RapidMiner 

 

Answers to the test: 

 

 

 

 
 

  

1 A  26 D 

2 C 27 A 

3 C 28 C 

4 B 29 B 

5 B 30 C 

6 B 31 E 

7 D 32 D 

8 A 33 D 

9 B 34 A 

10 B 35 A 

11 C 36 B 

12 A 37 D 

13 B 38 D 

14 C 39 A 

15 C 40 B 

16 C 41 C 

17 B 42 D 

18 A 43 A 

19 A 44 C 

20 A 45 A 

21 B 46 D 

22 E 47 B 

23 B 48 B 

24 E 49 E 

25 C 50 C 
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QUESTIONS FOR THE EXAM  

 

1. What is meant by the "Internet of things" class system? 

2. What are the main characteristics of such a system? 

3. Why does device interconnection play a key role in building Internet of things systems? 

4. What types of information processing allows you to perform solutions based on various 

microcontroller boards and microcomputers? 

5. What are the main components of the microcomputers used to develop IoT devices? 

6. Which microcontroller boards or microcomputers are the most suitable base for Internet of 

things systems? 

7. What is an embedded operating system? 

8. What are the system software requirements for Internet of things devices? 

9. What is the standard interface? 

10. What is the purpose of the GPIO interface? 

11. What is the purpose of the I2C interface? 

12. What are the main properties of the MRAA library? 

13. How do I install the built-in Yokto operating system? 

14. What is the purpose of the DAC interface? 

15. What are the features of the methods of algorithmization of interaction with devices using 

the ADC interface? 

16. What is the purpose of the PWM interface? 

17. What are the features of the methods of algorithmization of interaction with devices using 

the PWM interface? 

18. What are the hardware and software identification tools? 

19. What do you know about sensor communication protocols and networking for device 

communication? Tell us more about them. 

20. Hardware and software systems for determining the physical location of the object 

21. General provisions of the Internet of things, basic principles, standards, architec- 

IOT tour. 

22. Web of things WoT. Cognitive Internet of things CIoT. 

23. Ways of interacting with the Internet of things. Interaction of IoT with perspective 

infocommunication technologies. 

24. Directions of practical application of the IoT. Internet of nano things. 

25. General information about radio frequency identification RFID tags, readers, 

26. General information about RFID radio frequency identification, standards, current state and 

prospects of development, application areas. 

27. Basic concepts and principles of sensor networks. Basic architecture, nodes, 

methods of data transmission, protocols and technologies of data transmission in the BSS. 

28. Typical architectures and topologies, operating modes, routing protocols BSS. 

29. Mobile BSS. Interface of BSS with public networks. 

30. Problems of implementation of BSS, power supply of nodes from the external environment. 

31. BSS and the Internet of things. 

32. Machine-to-machine communication M2M. General principles, standardization. 

33. Industrial networks for M2M implementation: Current state and prospects of M2M 

application. 

34. Standards and protocols for data transmission in the IoT. 

35. Classification of data transfer technologies in IoT. IEEE 802.15.4 standards, 

36. ZigBee, 6LoWPAN, WirelessHART and ISA100.11a, Z-Wave, Bluetooth LowEnergy, 

37.  Analog input, potentiometer and oscilloscope.  

38. Sound generation, piezo-emitter. Photoresistor.  

39. The sensor on the led. Programming work with COM-port. 

40. Analog temperature sensor, LM335.  
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41. 1-Wire and iButton Protocol. Arduino and iButton emulator.  

42. Arduino and 1-Wire temperature sensor DS18S20. 

43. Arduino and l293d motor driver (Simple motor shield).  

44. Arduino and servo.  

45. LCD display based on HD44780 and Arduino.  

46. IR obstacle sensor for Arduino based on phototransistor 
  



INTERNET OF THINGS  

109 
 

LITERATURES 

 

1. Roslyakov A.V., etc. the Internet of things //Samara: PHUTI, LTD ≪IZDATEL'stvo As 

Gard. - 2014. - T. 340. 

2. Yun M., Yuxin B. Research on the architecture and keytechnology of Internet of Things 

(IoT) applied on smart grid //Advances in Energy Engineering (ICAEE), 2010International 

Conference on. - IEEE, 2010. - Pp. 69-72. 

3. China's initiative for the internet of things and opportunities for Japanese businesses // 

Electron. dan. – Title from the screen. – Mode of access: 

https://www.nri.com/global/opinion/papers/2011/pdf/np2011165.pdf 

4. Promising markets and Internet of things technologies: public analytical report-M,: Lyme 

LLC, 2019.-272 p.: Il. 

5. Gringard S. Internet of things: the Future is already here/S.Gringard-Alpina digital, 2015 

6. Internet of things for smart cities Transforming a smart city into a city of the future. 

Tomasz Kibil, Krzysztof Lapinski, 2018 Ernst & young LLC. 

7. The Internet of things how our whole life will change at the next round of the world wide 

web development.  Dave Evans. 2011. 

8.  The Internet of things and its significance for industry. PwCinRussia 2017. 

9. INTERNET OF THINGS: A BRIEF OVERVIEW. Karen Rose, Scott Eldridge, Lyman 

Chapin. 2015. 

10.INDUSTRIAL INTERNET of THINGS PROSPECTS for the RUSSIAN MARKET 

Elena Semenovskaya January 2016  

11.Minerva R., Biru A., Rotondi D. Towards a definition of the Internet of Things (IoT) 

//IEEE Internet Initiative. - 2015. - no. 1.  

12. DoD Policy Recommendations for The Internet of Things (IoT). Chief Information 

Officer. U. S. Department of Defense. December 2016  

13. Jeffrey Voas. Networks of 'Things'. NIST Special Publication 800-183. July 2016  

14. Elizabeth B. Lennon. Demystifying the internet of things. NIST Information Technology 

Laboratory. ITL Bulletin for September 2016  

15.Khan M., Silva, B. N., Han K. A Web of Things-Based Emerging Sensor Network 

Architecture for Smart Control Systems //Sensors. - 2017. - Vol. 17. - no. 2. - P. 332.  

16. NISTIR 8062. Sean Brooks, Michael Garcia, Naomi Lefkovitz, Suzanne Lightman, 

Ellen Nadeau. ‖An Introduction to Privacy Engineering and Risk Management in Federal 

Systems‖. Information Technology Laboratory .National Institute of Standards and Technology. 

Internal Report 8062, January 2017  

17. NIST Special Publication 800-184. Guide for Cybersecurity Event Recovery. 2016  

18.Web of Things and the Internet of Things in the digital economy V. p. Kupriyanovsky, 

M. A. Schneps-Schnappe, D. E. Namiot, S. P. Seleznev, S. A. Sinyagov, Yu. V. 

Kupriyanovskaya. International Journal of Open Information Technologies ISSN: 2307-8162 

vol. 5, no.5, 2017. 

19.Iiot RESEARCH, Russia's Industrial Internet of Things research 2017. 

20.ETSI TS 102 921 "Machine-to-machine communications (M2M); mIa, dIa and mId 

interfaces" V1.1.1 [electronic resource]. - 2012. – 538 p.  

21.Internet of Things Russia [electronic resource]. - Access mode: http://internetofthings.ru, 

free.  The title. from the screen.  

22.ISO/IEC 18092:2004. Information technology – Telecommunications and information 

exchange between systems-Near Field Communication-Interface and Protocol (NFCIP-1) 

[electronic resource].  

23.ITU-T Rec. Y. 2060 (06/2012): Overview of the Internet of things [electronic resource].  

24.A.V. Roslyakov, S. V. Vanyashin, A. Yu. Grebeshkov INTERNET of THINGS tutorial 

Samara -2015. 

 


