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Abstract

Cyber security is becoming one of the critical topics in our daily life and the key
factor to support the business in digital-oriented environment. Organisations
without considering the cyber risks in their business continuity planning find
it more challenging to thrive in these days due to the emerging threats and
sophisticated attacks. In this regard, there is a huge need of both cyber security
solutions and experts. In particular, universities and academies started focusing
on cyber security professions more than ever. Moreover, the organisations invest
abundant amount of investments to train their personnel to avoid potential risks.

This presentation note constitutes the main topics around information secu-
rity field in order to help students obtain the profound knowledge. For instance,
it explains topics from cyber security risk management to cryptography.

Keywords: information security, cyber security, risk management, network
security, access management, asset management

1. Security Principle

Internet became one of the core necessities in information technology and
plays an important role in today’s e-services. Since e-services contain our infor-
mation, they are required to comply with security and privacy regulations, laws
and policies. For instance,

Bob and Alice are the users at a bank, and Bob wants to send a 100 (USD)
to Alice. In order to make the safe transfer without loosing the money or
credential of them, systems should provide a CIA (confidentiality, integrity and
availability) triad. The CIA triad is widely used in information security model
that can guide an organisation’s efforts and policies aimed at keeping its data
secure [1].

1. Bob and Alice want to conceal about the charge, and if someone captures
the charge “message”, they do not want the attacker knows about the
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details of the message. This is the fundamental of confidentiality. In
other words, confidentiality implements secrecy.

2. Bob and Alice want an attacker cannot tamper the “message” and could
not check the contents about the charge; such as amount, name of Bob
and Alice and date. This is the fundamental of integrity. In other words,
integrity implements resolution.

3. Bob and Alice want to access the charge information and other related
information at any time and from anywhere. That information should
be available and accessible to Bob and Alice. This is the fundamental of
availability. In other words, availability implements usefulness.

Furthermore, there are two more principles on top of the main three triads:
non-repudiation and authentication.

1. In our example, Non-repudiation provides the information that Bob
cannot deny that he received the charge as well as Alice cannot deny that
she sent the money [2]. The digital signature can achieve this purpose.

2. Alice wants to check the charge comes from Bob, and not from somebody
else. Verifying the identity of a user, process, or device, often as a prereq-
uisite to allowing access to resources in an information system [3]. This is
the principle of authentication.

It is instructive to think about the CIA triad as a way to make sense of the
bewildering array of security software, services, and techniques that are in the
marketplace [1].

Confidentiality:. The basis of confidentiality provides that only the “mes-
sage” sender and recipient should be able to access and read the content of
“message”. If an unauthorized person captures the “message”, then he/she
should not be unable to read and understand. As is shown in Figure 1, the
message between user A and B should not be understandable if it is captured.
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Figure 1: Interception attack for compromising the confidentially

When the contents of a “message” are modified before it reaches the recip-
ient, that is the integrity of the message is missing. Integrity makes sure that
the information is not tampered whenever it travels from source to destination
or even stored at rest. This attack is called modification shown as Figure 2
presents. Thus, user C tampers the message between user A and B.

Figure 2: Modification attack for compromising the integrity

Availability:. Authorised users and systems can use and access to the re-
sources from anywhere and anytime. Availability concept is to make sure that
the services of an organisation are available [4]. In other words, the resources
should be available to the authorised users for the all-time if that is possible.
For example, an unauthorised user C may not be able to connect, access the
user B and vice versa; and authorised user A may able to connect. In attack
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case (Figure 3), authorised user A cannot access to the user B because of an
interruption which caused the connection loss or system crush.

Figure 3: Interruption attack for compromising the availability

Authentication:. It is a process of verifying a user for their verifiable iden-
tification and then decides to authorise. System users can use multi-factor
authentication: something you know (e.g., passwords or PIN), something you
have (tokens, smart cards, keys etc...), something you are (e.g., fingerprints,
IRIS, and handwriting). As it is illustrated in Figure 4, the fabrication attack
happens between users. This attack takes place when user C uses the creden-
tials of user A in order to connect user C who will eventually think that the
connection is authenticated.

Figure 4: Fabrication attack for compromising the authentication

Non-repudiation:. In situation, the any “message” sent to the destination
from the source. But both sender and receiver should use the authentication
process with a digital signature so that they cannot deny sending or receiving
the message, respectively. In Figure 5, it shows how user C can attack and
tamper the message if there is no digital signature.
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Figure 5: Integrity losing attack

Some security solutions are shown in Table 1.

Security methods Confidentiality Integrity Availability
Encoding and Encryption +

Digital signature +
Hashing +

Fault tolerance +
Steganography +

Table 1: Security methods

1.1. Attacks

We can classify the types of attack into four general categories as follows:

1. Interception: Interception represents that some unauthorised parties gain
the access to an asset. The outside party can be a person, program, or
computing system. Examples on this type of incidents are illicit copying of
program, data files or wiretapping to obtain data in a network. Although
losses may be discovered fairly quickly, a silent interceptor may leave no
traces by which the interception can be readily detected [5].

2. Interruption: In an interruption, an asset of the system gets lost, unavail-
able, or unusable. An example is malicious destruction of a hardware
device, erasure of a program or data file, or malfunction of an operating
system file manager so that it cannot find a particular disk.

3. Modification: If an unauthorised party not only accesses but tampers
with an asset, the threat is a modification. For example, someone might
change the values in a database, alter a program so that it performs an
additional computation, or modify data being transmitted electronically.
It is even possible to modify the hardware. Some cases of modification
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can be detected with simple measures, but other, more subtle, changes
may be almost impossible to detect [5].

4. Fabrication: An unauthorised party might create a fabrication of coun-
terfeit objects on a computing system. The intruder may insert spurious
transactions to a network communication system or add records to an ex-
isting database. Sometimes these additions can be detected as forgeries,
but if thoroughly done, they are virtually indistinguishable from the real
one [5].

The attacks can occur in either passive or active manner. Passive attacks are
difficult to detect because the attacker does not do any action while “message”
is being transmitted (see the example in Table 2). Also, passive attacks are
hard to prevent because the attacker’s behaviour can be changed while attack-
ing. Modification (replay attack, alteration attack), fabrication (DoS attack),
interruptions (masquerade attack) are the examples of passive attacks. On the

Passive attacks Example
Core Prevention

Techniques

Show “message”
contents

The attacker sees the “e-mail”
contents while we are sent to
our friends with some sensitive data. Encoding

Encryption

Traffic analysis
The attacker install network TAP
into our network and collect the traffics;
then offline analysis on the traffics.

Table 2: Passive attacks

other hand, active attacks are easier than passive attacks to detect because the
attacker does any action while “message” transmitting.

In our daily life, the attacks have been shown as virus, worm, trojan-horse
and malicious software etc. They are mostly insertions into the legitimate ap-
plications and deliver the attackers’ tasks or access to the network.

Virus. Virus is a malicious code that attached into legitimate program’s code
and create malicious actions when the program executed. The example of virus
code infection is shown in Figure 6.

Figure 6: Example of infected malicious program
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So, viruses have many features and damages on network and device. One of
them is triggering specific events or tasks. For example, viruses can execute a
task on scheduled time; such as execute at 6 a.m every Monday). Viruses can
also be triggered by specific events (e.g., a virus could automatically execute
at 12 p.m. every day). Good backup and recovery mechanism can repair virus
damages. This type of virus actions often called virus bomb.

Worms. The main difference from the virus is implementation; that means
worm is a virus that modifies a program by replication. Worms can attach itself
to the legitimate program and infect extremely fast through a network. The
worm infected network will become lagging and then eventually crush. That
means the worm’s purpose is slightly different from virus’.

Trojan Horses. The perfect example of trojan-horses is the movie titled
”Troy” where soldiers hide inside the wooden horse to infiltrate the city. The
main goal of this type of malicious code is to steal confidential information (see
the example in Figure 7).

Figure 7: Example of trojan horse

2. Risk Management

As we have witnessed an increasing number of cyber attacks and more ad-
vanced tools to penetrate the network/system [6, 7], these losses have already
spurred top management of organisations to consider cyber security risks among
the most significant ones. To properly manage the risk, we first understand the
nature of risk and the sources causing it. Risk is a uncertain concept which
is naturally computed the loss magnitude of a unwanted event times by the
likelihood of that event to be occurred as follows.

Risk = Impact× Likelihood (1)

Thus, the goal is to manage the uncertainties with a structured approach, so-
called risk management. In information security, we often derive the traditional
method to compute the overall risk, however, the likelihood of a successful
attack can be explained from various standpoints, i.e., a frequency of threat
occurrence and probability of an attacker to exploit the vulnerability. So far,
an organisation has a variety of choices among internationally recognised stan-
dards, guidelines and frameworks to manage the risks, and the risk management
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is a proactive approach rather than a reactive one. We are already familiar with
some of them, such as ISO/IEC 27000-series (or 31000) standards, NIST se-
curity frameworks, OCTAVE (The Operationally Critical Threat, Asset, and
Vulnerability Evaluation) or NIST (National Institute of Standards and Tech-
nology) frameworks. To adapt the best approach for the organisation, the best
practice is to conduct an evaluation process before starting the risk assessment
process. To that end, the organisation needs to identify a method, determine
the criteria to accept the risk and define the acceptable level. Only after this
step, the whole risk management process can be initiated. One of the examples
to choose the best approach is to ask several questions, such as follows:

1. Is the approach we use practical?

2. Does it align with our goal? such as quantitative or qualitative results.

3. Does it require additional needs, i.e., supporting models?

4. and more...

In general, risk management is consisted of the following main steps: i) risk
identification and assessment, ii) risk treatment and iii) update and monitoring.
This cycle should be iterative for a certain period since cyber security landscape
is always changing.

In order to understand the risk assessment process, we first should be familiar
with basic definitions that are the core ingredients for the whole process.

Vulnerability. is a flaw or weakness that puts the organisation at danger of
being exploited. For instance, having no anti-virus or leaving the existing one
without updating is the perfect example of vulnerability that depends on a
technical perspective. Moreover, physical, logical and administrative controls’
vulnerabilities should be taken into account.

Threat. is the potential danger which encompasses the capability to cause a
disruption1 to the system. It is the result of a treat agent (i.e., hacker) that
either successfully or unsuccessfully exploits the available vulnerabilities. It is
worth noting that the threat agent can be an innocent who does not know what
he/she is doing. To illustrate the notion, threat sources, i.e. organised crime,
simply bribe an internal personnel to connect malicious USB sticks and harvest
them when there is no one. This process, which the personnel has no knowledge,
simply opens the back-door to remote attackers or steal the information of
employees.

Asset. can be any valuable items within the organisation. It can be expressed as
both tangible and intangible, such as physical devices are considered as tangible
assets while data or reputation stands for intangible ones. For tangible assets,

1The moment when services or systems are interrupted due to an any type of events.
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it is comparably easier to set the value than defining the value for intangible
assets. The latter concept, on the other hand, requires the experience and
knowledge of an expert who is able to optimally approximate the value with a
help of empirical data or conceptual models.

Exposure and its factor.. Once a threat were to occur successfully, the sys-
tem/network is exposed. In other words, this process is called an exposure, and
depending on the loss percentage of an asset, we can define the exposure factor.
For instance, flood could damage the 60% of database and fortunately 40% is
restored.

Impact. Let’s recall the impact from equation 1 and clarify how it is computed.
The impact is a product of exposure factor and value of the asset. In a plain
example, if a threat damaged the 60% (Exposure Factor) of the asset which
is equal to 1000$ (USD), the impact is computed at 600% (USD). Also, the
impact can be primary (first party loss or secondary (third party loss). In other
words, not only a direct damage, but also fine and other regulation losses could
be applied.

We have to understand that, in information security, we cannot eliminate the
threat or its sources, instead we can deal with them by closing the vulnerabilities
or reducing the exposure.

2.1. Risk Assessment and Analysis

To properly manage the risk, an organisation first conducts a thorough risk
assessment and analysis process. In most literature and guidelines, i.e., [8], risk
assessment process has been done by considering the following two main pro-
cedures: risk identification and analysis. In some methods, we can also add
risk evaluation and prioritisation which further can be included in the afore-
mentioned procedures. For the risk identification step, we should define three
components – asset valuation, threat analysis and vulnerability assessment.

1. Asset valuation - This step requires to identify the value of all assets which
could be either quantitative or qualitative. A thorough valuation process is
required because inaccurate estimations could lead to unacceptable results.
Moreover, as we have mentioned earlier, tangible and intangible assets
require different methods to set the value where the latter ones need more
help from experts perspective.

2. Threat analysis - One of the most crucial steps in risk assessment is to
identify all potential threats and their consequences if they occur with
some probabilities. Basically, we should define what could happen from
which source, what is the frequency of occurrence, what is impact if a
threat potentially occurs and what is the probability of a successful exploit.
In this step, we can even compute different probabilities, i.e., probability
of exploiting the vulnerability depending on attacker’s level of skill. We
should highlight that the threats can be either natural or a creation of
human, which eventually differs from each other in terms of occurrences
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and level of difficulties to exploit. Natural disasters can be flood, striking
or earthquake while human-made ones include fire, cyber attacks etc. For
better understanding of threat analysis, we refer to STRIDE methodology
modelled by Microsoft or other similar approaches.

3. Vulnerability assessment - Using both technical and meeting methods,
an organisation should identify all available vulnerabilities and prioritise
them based on their impacts. The process should underline both publicly
announced vulnerabilities and zero-day ones if a team is able to find. This
process should not be beyond identification of vulnerabilities. Because,
based on the information found, other steps, i.e., penetration testing, take
place with an official written permission of the management.

Once the risk identification step is done, an organisation conducts the risk
analysis. Remember that in the previous step, we have just listed all threats
and vulnerabilities. In this step, we should analyse which vulnerability can be
exploited and how, which threat causes more impact with a help of available
vulnerabilities. Most importantly, a team has to identify which assets to be
protected and evaluate them based on defined threats and vulnerabilities. Two
different types of risk analysis can be achieved, quantitative and qualitative.

Quantitative analysis.. If an organisation needs a numerical result to make a
more rational decision on a finance, then the quantitative analysis plays an
important role. As a result, an organisation will be able to define cost-benefit
analysis and it will be more understandable and monetary at management level.
However, it is hard to conduct a complete quantitative analysis because it con-
sumes more time, money, effort, knowledge and conceptual models. In quanti-
tative risk analysis, we estimate ALE (Annualized Loss Expectancy) which is
given as:

ALE = SLE ×ARO (2)

, where SLE is a Single Loss Expectancy and ARO stands for Annualized Rate
of Occurrence. We can simply understand that SLE is the impact of a loss on
a certain asset while ARO is an estimated probability of an event occurrence.

On the other hand, qualitative analysis much depends on experts judgement
and experience with an availability of statistics and information of the system.
Instead of a numerical result, this type of analysis provides the approximation,
which demonstrates the different levels of risks, such as medium or critical. We
often use a matrix representation to analyse the risks, which are a product of
likelihood and impact:
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Figure 8: Qualitative analysis

In practice, it is recommended to use both methods by taking the advantages
of them. For instance, we can evaluate the risks and prioritize them by using
qualitative analysis, and then take the risks which require in-depth analysis or
those which are needed to be expressed numerically.

2.1.1. Brief summary on well-known approaches

There are numerous standards, guidelines, policies and approaches to man-
age, assess and analyse the risk. We do not intend to list all but briefly mention
some of them.

Interview-based and Questionnaire. The most basic and applicable method is
to organise several meetings and interviews with stakeholders during the risk
assessment process to have necessary information on the security posture. Fur-
thermore, the approach can be extended by providing sheets to fill or prepared
questions to answer. The latter notion is mostly used current days and its result
is useful for both risk assessment and empirical data collection.

Delphi approach.. To improve the result of questionnaire and interview ap-
proaches, the Delphi process is often applied in two forms. The first form is
to send a questionnaire designed by a team to the participants. After receiving
the result for the initial round of questionnaire, the team sends an improved
version to the participant. These processes can be carried out automatically or
through online tools.

Attack and Defence Tree methods. These approaches are widely considered for
risk analysis to compute the probability of a successful attack. Applying these
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approaches, organisations can select the most efficient countermeasures based
on nodes and reduce the overall loss.

FAIR (Measuring and Managing Information Risk).. Another salient example
to assess the risk in a quantitative approach. The book covers how to identify,
analyse, evaluate the risk, and more importantly it conceptualises the risk for a
higher level management to make financial decisions.

OCTAVE. OCTAVE Allegro is targeted on organisational risk and the approach
constitutes 3 phases for its methodology; i) organisational view, ii) technological
view, and iii) strategy/plan development. The core idea is that first 2 phases
focus on assessing threat, risk and identifying assets/controls, while phase 3
targets on treating those risks. However, these phases are connected each other
through its life-cycle. Confronting with other standards, this standard aims
to work with organisation’s team and uses workshop-based approach to gather
information as well as make a rational decision. It is worth noting that the
result is qualitative rather than quantitative.

ISO/IEC 27000-series.. The most familiar standard in information security is
ISO/IEC 27000 family and we often use these standards for basic security re-
quirements or risk management purpose. For instance, ISO/IEC 27001 and
27002 define the basic security controls for an organisation through a risk man-
agement process while ISO/IEC 27005 supports the aforementioned standards
and improves the information security risk management process.

NIST 800-30. This framework mainly focuses on “Risk Assessment” and its
methodology which comprises the following 4 main steps:

1. Preparation of risk assessment

2. Conduct risk assessment

3. Communicate risk assessment results

4. Maintain

Then, the main steps are divided into sub-steps to give precise information on
the whole risk assessment methodology.

2.2. Risk Treatment

Once we have analysed and assessed the risks, we devise an efficient way to
treat those risks. Risk treatment options are classified into the following:

1. Risk mitigation – mitigate the risk by installing security controls, i.e.,
configuring a firewall.

2. Risk transfer – transfer the risk to a third party, i.e., cyber insurance.

3. Risk avoidance – withdraw the risky part from the system.

12



4. Risk acceptance – accept the residual risk after it comes to a certain (ac-
ceptable) level or simply accept the risk when a dedicated countermeasure
is more costly than facing the risk.

Most organisations used to apply only risk mitigation and acceptance options
to treat the risk until cyber insurance has been introduced. We have seen big
security breaches that caused huge losses to big organisations which reportedly
put all security controls to prevent the incident. Also, security reports, i.e.,
[10], highlighted that most of the organisations who are confident for their se-
curity controls face unwanted events at certain points. This clearly assures that
cyber risk transfer option is on demand to be incorporated with other options.
However, the problem is to efficiently distribute the security expenditure among
treatment options.

2.2.1. Risk acceptance

Before introducing the main options, we first focus on an acceptance alterna-
tive. Defining the criteria to accept the risk and a level of acceptance is required
in prior of initialising the whole risk assessment and treatment steps. Only after
does the organisation set the criteria and define the acceptable level, then it can
implement the risk mitigation and transfer methods. For instance, in Figure 9,
the risks under the curve is accepted and those above should be reduced. If the
impact is high but the likelihood of the event is significantly low, that risk can
be accepted, and it is vice versa.

Figure 9: Qualitative analysis

2.2.2. Risk Mitigation

The first alternative is to mitigate the risks by investing for the self-protection.
This process is taken into account based on standards or security frameworks,
i.e., ISO/IEC 27000 series and NIST, respectively. To give an instance, ISO/IEC
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27001 and 27002 standards include the most basic information security controls2

However, specially SMBs (Small Medium Businesses) do not have enough bud-
get to implement all security controls recommended by the standards. This
neglected act eventually results the loss. Another problem is the lack of exper-
tise in evaluating the security controls to reduce the risk. For instance, some
security controls are completely futile to invest or considerably expensive in
comparison with those which comprehend the same capability of closing the
vulnerabilities. In summary, security controls should be cost-effective, aligned
with law and regulations and interoperable with existing controls. In this sec-
tion, we introduce some of the available approaches that we can implement.

Cost-benefit analysis.. As we have mentioned in the quantitative analysis part,
our goal is to keep the annual loss expectancy (ALE) as minimum as possible.
Thus the following formula simply shows whether the installed security controls
are efficient or not:

V alue of Security Control = ALEb −ALEa − Costs (3)

, where ALEb is the expected loss before security controls while ALEa is the
loss after installation. The cost of security controls is denoted as Costs.

Return on Security Investment (ROSI).. Similar to economic model of ROI
(Return on Investment), in information security, we often apply ROSI model
to measure the benefit of security investment. Naturally, ROI is estimated as
follows:

ROI =
Gain from Investment− Cost of Investment

Cost of Investmentols
(4)

The result is in percentage to show whether the investment was efficient or it
was futile. Taking into account of ROI, researchers conceptualised the formula
to measure the efficacy of investment on security controls, as is called ROSI:

ROSI =
ALEb −ALEa − Costs

Costs
(5)

The above-mentioned formulas only measure how efficient was the security con-
trols and the easiest methods to adapt.

Optimisation problems.. To solve the issues for having the most efficient set of
security controls within an affordable budget, we often apply optimisation prob-
lem [15, 14] which searches the best security controls based on a combination
of their capability and cost. The problem can be seen as 0-1 Knapsack Prob-
lem [15] and solved with two different approaches, the exact and approximate

2Security controls can be logical, administrative and physical.
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algorithms. The most common method for the exact algorithms are DP-based
(dynamic programming) knapsack problems [12, 17]. The solution is a perfect fit
for small and medium business organizations whose inputs to the optimisation
solution is not large. Because DP-based solutions require longer time when it
has large complex input, even though results are accurate. On the other hand,
approximate solutions, i.e., Genetic Algorithm [13, 16], solves the problem for
the large input in a short period of time. The results can be not optimal but
nearest to the optimal. So depending on what situation is on the plate, we
should adapt the most applicable method to select the best security controls to
mitigate the overall risks. Since we do not intend to introduce details on the
optimisation problem to select the best security controls, we refer the interested
readers to review more about the topic by various researchers.

2.2.3. Risk Transfer

The risk transfer option is the another useful way to treat the risks since
there resides always a residual risk. The best example of transferring option
is cyber insurance which has been introduced recently [9, 11]. In practice, we
already experience various sorts of insurances, i.e., health or car insurance. In
cyber world, we cannot simply adapt the legacy way of underwriting the in-
surance policy because of the dynamicity lying in cyber landscapes. Moreover,
cyber insurance concept has been dealing with some challenges including diffi-
culties in risk assessment, risk correlation and security interdependence3 Many
research works are devoted on solving the issues, particularly on the relation of
cyber insurance and security investment (security controls). Regardless of chal-
lenges, the market is on the rise, which globally expects 20 billion (USD) in 2025
and more importantly both organisations and insurance companies are the ben-
eficiaries from cyber insurance. For instance, it is believed that cyber insurance
helps organisations harden the security and avoid huge losses, while insurance
companies see the rise on social welfare and more empirical data which helps
them to estimate the fair premium4. In this section, we do not want to make
things complicated by introducing complex models on cyber insurance. Instead
we only conceptualise the basic model and the main variables. Let’s consider
an organisation which identified nt (nt ∈ N+) relevant threats. For each threat,

a corresponding expected loss has been defined as a vector ~L = 〈L1, L2, ..., Lnt〉
and Li(1 ≤ i ≤ nt) is its i-th element. To reduce the amount of expected losses,
the organisation defines x as security investment for the self-protection. Basi-
cally, the security investment x is dedicated for security controls to mitigate the
risks. Since we model uncertainties, there is a probability that threat i success-
fully passes through all security controls and triggers the exposure. If we denote
pi for the probability of threat i, then for all nt threats, the probability can be
seen as a vector ~p = 〈p1, p2, ..., pnt〉. We would like to keep the probability

3One’s security does not only depend on its security investment but also its partner’s
security investment.

4a fee from organisations to insurance companies in return for a future cover.
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of attack as simple as possible without digging deep into various sorts and con-
sidering complex models. Based on what has been introduced so far, we can
compute our risk as follows:

Risk(x, ~L) = ~p× ~L, (6)

In cyber insurance, a premium P is computed depending on a market type,
where a competitive insurance market sets the premium as equal to a pure risk
while a non-competitive one adds an additional amount of fee5 for the premium.
To make the model conceivable, let’s model the competitive insurance market
where the premium is given as:

P = Risk(x, ~L) = ~p× ~L, (7)

Once the organisation pays the premium, it expects the indemnity6 ~I in future
when cyber incident occurs. Finally, considering that the organisation sets the
initial wealth as W 0, its final wealth will be computed as follows after a certain
period of time (usually it is a year period):

WL = W 0 − P − x− ~L + ~I when incident occurs,

WNL = W 0 − P − x when incident does not occur. (8)

, WL and WNL stand for wealth with and without loss cases, respectively.
In most economic models, we do not only consider the wealth but compute
the expected utility. In cyber insurance, similar to other economic models [9],
the organisation is seen as risk-averse and uses utility of possessing a certain
amount of wealth (U(W )) instead of its pure wealth W . The utility function is
considered to be continuous, non-decreasing, and concave, i.e., U ′(W ) > 0 and
U ′′(W ) < 0. Thus, the expected utility is given as:

E[U(W )] = ~p · U(WL) + U(WNL) (9)

, where we denote ” · ” for a scalar multiplication while ” × ” is dedicated for
a usual matrix multiplication. Now, the goal of the organisation is to maximise
the expected utility by finding the trade-off between installing the best security
controls (with an optimal investment) and having the cyber insurance option.
There are several proposed solutions to find the optimal expenditure and still
it is a challenging topic among researchers.

3. Data protection and Privacy

In information security, assets are defined as valuable parts, such as infor-
mation, devices and people, and are generally classified into two types, tangible

5It is called a loading factor that can be seen as a administrative cost or post-investigation
fee.

6a fee from an insurance company to cover the loss of an organisation in case of security
incidents.
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and intangible. The tangible or physical assets are any devices that we put in
place to protect the system or network, and their value can be easily computed.
However, it is worth noting that physical device is not a good watch that its
value increases as times passes by. Its value or cost deteriorates as it is affected
by various factors. On the other hand, intangible assets, i.e., data or reputation,
are the ones that we cannot accurately measure or estimate the value of them.
A well-known example is the Sony Pictures hack which was apparently con-
ducted by North Korean hacking group (named itself as ”Guardians of Peace”)
in 2014. As a result, Sony company suffered not only financial losses but also a
reputation loss. Thus organisations are required to understand and implement
a proper asset management process, controls, policy and trainings.

People often misunderstand or mix the meaning of data security and pri-
vacy. In plain explanation, data security is dedicated to protect data from an
unauthorised access through technical or administrative solutions, while data
privacy is associated with regulations and laws for the one who has the right
to use and manage the collected data. A few years ago, Facebook-Cambridge
Analytica data scandal was one of the biggest privacy issues which made ev-
eryone thoroughly and seriously consider their privacy. Also, the European
Union’s General Data Protection Regulation (GDPR) is another perfect exam-
ple of data security and privacy, which dictates the principle of using, accessing,
preserving data of European citizens. To give an instance on the distinction, we
use username and password to access our Facebook account and this process is
considered as a data security control preventing someone maliciously accesses
to our account. If our personal data on Facebook is handled inadvertently by
a third party without our permission, and then it will be a privacy issue. Thus
we can simply understand that data security and privacy stand for a different
purpose and most importantly they should be incorporated. We cannot have
data privacy without having data security but it could be vice versa.

In this chapter, we will become familiar with the whole procedure of securing
data and privacy regulations.

3.1. Data classification

First and foremost step is to assign the label and classify the information
based on their sensitivity and criticality. This process should be kept throughout
the whole information life-cycle (acquisition, use, archival, disposal). Hence the
organisation should define how sensitive the data is and how critical it is if
an unwanted event were to occur. Depending on the type of organisation, we
can classify the level of information as follows: The sensitivity and criticality
of information goes from top to down in Table 3. For instance, public and
unclassified data losses are not harmful to the organisation (i.e., job position
announcement) while top secret and confidential data should be treated carefully
and managed properly. If secret information, such as a national secret plan
on military conflicts or organisation’s internal detailed information about on-
going project, are compromised, the consequence is massively huge. Therefore,
classification of information is the crucial part and it should be applied to any
type of information, i.e., digital or paper. In government/military organisations,
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Government/Military Commercial
Top Secret Confidential

Secret Private
Confidential Sensitive
Unclassified Public

Table 3: Information classification level

we may further consider another additional level between secret and unclassified
levels, so-called ”Secret but Unclassified”. Usually this level of classification
is not seriously considered unless if you have some information that may not
create a serious damage but their availability to public may affect adversely if
is disclosed.

3.2. Ownership

Once the classification and labelling part is done, an organisation assigns
the owners to data and specifies the responsibilities of other personnel. Each
role should be defined thoroughly and well-specified in the policies. In most
guidelines, there are following main roles:

1. Data owner – one who is totally responsible for the corresponding data
and who ensures the protection and determines its classification level.

2. System owner – one who owns the system to ensure the security of such
data in coordination with data owners. He/she further conducts security
awareness programs and is obliged to deliver all updates related to any
changes.

3. Data custodian – one who is responsible for maintaining the security and
backup processes frequently. It is often referred to a day-to-day opera-
tional duty.

4. Others – Security administrators who handles the data on network and
User who uses the data according to regulations, policies and rules.

3.3. Data Retention policy

Retention policy determines the complete step-by-step process of storing the
data, maintaining the security and terminating the information in a safe manner
when it is no longer used. To attain an applicable policy, the following processes
should be taken into account:

� Classification and labelling of the data - this step will highlight how long
the data should be stored and what information is archived based on pre-
defined requirements.
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� Storage - knowing where to store and what to use for keeping the data
is the important part of retention policy. Moreover, the administrative,
technical and physical controls should be considered between storages.

� Access and Management of the data - once the previous steps are defined,
we should underline that who can access and manage the data based on
what criteria.

In terms of security practitioners or professionals, the retention policy can be
seen as:

1. To train and educate the personnel of the organisation to understand the
retention policy, base requirements and procedures.

2. To evaluate and conduct the alignment process of system and personnels
for a better synchronised retention policy.

3. Frequently review and update the policy.

3.4. Data privacy

As we mentioned above, privacy issue is one of the challenges that both users
and organisations should be aware of. Basically, its a user’s or citizen’s right to
have a control on their data and know how it is used for what purpose. From
the other side, organisational perspective, organisations should comply privacy
regulations to have a proper management. Otherwise, it could result a huge
regulatory fine, particularly, the data of those whose identities are belonged to
the countries which have strict compliances. For instance, Facebook recently
announced different policies for EU citizens because of existing regulations. An-
other example is, under the EU’s General Data Protection Regulation (GDPR),
organisations can be fined 4% of annual global revenue or up to 20 million eu-
ros. To comply with data privacy regulations and laws, organisations dictate
the following:

� Management - Proper management is always a top priority.

� Notice - According to laws, organisations are required to notify how they
manage the collected data under what regulation and for what purpose.

� Use of data - Collected data should not be used for different purpose and
must not be kept when it is no longer used.

� Data collection - Only those required and defined data should be collected.

� Third party disclosure - Organisations are not allowed to share the data
unless its purpose of sharing to the third party explicitly defined under a
legal consent.

� Security and Monitoring - Continues monitoring and security controls are
mandatory.
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We refer the interested readers to either GDPR or Generally Accepted Pri-
vacy Principles (GAPP) in order to obtain more information on compliance and
regulation, in EU or USA, respectively.

3.5. Data security control

In order to maintain the availability of data and secure the integrity and
confidentiality, security professionals and organisations implement the best pos-
sible data security controls in-depth. In some countries i.e. in Europe, due to
the regulation, an organisation should meet the baseline requirements at least.
In practice, organisations can attain the minimum standard by implementing
the regulations, standards or following the guidelines. Some examples are given:

� ISO27002, Code of practice for information security management.

� COBIT, Control Objectives for Information and Related Technology.

� NIST 800-53, Recommended Security Controls for Federal Information
Systems and Organizations.

However, because of the ubiquity of systems, organisations can find the
difference between department within the scope. In this regard, depending on
the type of department, different standards or approaches can be applied. The
process is often called ”Tailoring and Scoping”. You may remove some parts or
change it to fit into your organisation’s goal.

Once the controls are set, a continuous monitoring plays an important role
to review, notify and detect the anomaly events. Access controls are another
aspect to secure the data, in a manner that unauthorised access is limited and
authorised ones are well-managed. Finally, the cryptography system is the es-
sential part for both data in motion and at rest.

4. Identity and Access Management

Identifying and managing both authorised and unauthorised accesses are the
crucial parts of cyber security. The whole process protects the assets from an
unauthorised user and set the rule who can access based on what conditions.
Let’s have an example of how it works in a practical case, where an individ-
ual wants to access to his/her Facebook account. In this regard, the username
is designed to identify the individual while the password is an authentication
mechanism to confirm whether the combination of identification and authenti-
cation matches or does not. Only after does it match, the user is authorised
to access limited sources and completes certain actions depending on her/his
pre-defined set of rules. Considering our Facebook example, once we log in,
it is not possible to alter someone’s profile or the system. These three, iden-
tification, authentication and authorisation steps lie under the access control
process. Apart from these steps, systems often implement or required to have
an accounting mechanism which basically monitors and shows all actions of a
user. For instance, when someone likes our post or photo, there is a notification
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indicating the person and time. Also, we can see the logs of where we accessed
to our profile and from what device. We all go through these access controls
in our daily lives and these are divided into different controls; administrative,
physical and logical. The physical controls prevent any physical intrusion by in-
stalling security controls, i.e., lock or biometric systems, while the logical access
controls are in place to segregate the accesses of personnel in the organisation
to read, write or modify the data. And administrative controls are in place to
set the policies and high level defence mechanisms. Last but not least, there are
other types of accesses given as:

1. Read-Only: In some cases, users are not authorised to alter, create or
delete data but only read. This mode allows only reading.

2. Read and Write: In this mode, a user can not only read but also write the
file.

3. Execute: This mode allows the users to execute the program.

When it comes to implementing any access controls, there must be clear-defined
rules and policies regarding the main principles:

1. Need to Know - An individual who wants to access certain objects has to
know the least knowledge.

2. Least privilege - It is more or less similar to Need to Know principle but
from the object side. It defines the least privileges to access the object.

3. Separation of duties - This principle avoids a situation where only one
person is making vital decisions and auditing the process.

Administration approaches. To implement the access controls, an organisation
chooses the most suitable options among administration approaches:

� Centralised

� Decentralised

� Hybrid

Centralised approach grants access through the main access control system,
while a decentralised system has multiple access controls across the organisa-
tion’s system/network. In practice, the organisation may have both systems
often referred to as a hybrid system depending on its goal.

4.1. Identification and Authentication

In every system, identification is the first and foremost step which requires
the unique identity from the user. The most common methods are Badge num-
bers, user ID, MAC/IP address, email address or account number etc. Once it
is identified, there is an authentication process in place. The following methods
are used for the authentication:
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1. Something you know (Knowledge),

2. Something you have (Token),

3. Something you are (Biometrics).

The first method includes the password, passphrases or PIN codes that you
know or should remember. The second method is to use additional mechanisms
to authenticate the access. As we are familiar with token devices, our access
can be authenticated with a help of additional small devices (often referred
as a hard token) or a software (i.e., Google authenticator). It is worth men-
tioning that these one-time tokens use two different protocols, HMAC-based
one-time password algorithm (HOTP) and Time-based one-time password algo-
rithm (TOTP). The former algorithm uses a shared secret with a counter while
the latter uses the time of day in conjunction with a shared secret.

Biometric systems are the perfect example of the third method, which can
be seen as two major types, physiological and behavioural. Physiological ones
include fingerprints, eye retina, palm or facial recognition, while the other type
of authentication comprises how we behave in generally, such as typing, signing,
walking (known as Gait). An interesting fact is that retina scan is often avoided
due its effect to a health and ability to reveal individual’s health information,
i.e., diabetes.

In computer system, authentication mechanisms are possible to bypass or
may give either false acceptance or rejections. Simply, False Accept Rate (FAR)
or Type 2 error occurs when the system grants the access to an unauthorised
user, while False Reject Rate (FRR) or Type 1 Error appears when the autho-
rised user is rejected by the system. These rates are required to be balanced
in a real-life to measure the strength of authentication. The balanced solution
is called Crossover Error Rate (CER) as is given in Figure 10. It is highly
recommended in some critical cases, having FRR is better than having FAR.
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Figure 10: Biometric authentication

Practically, it is highly recommended to combine the authentication meth-
ods, so-called multi-factor authentication. Thus, bypassing or accessing the
system becomes much complicated comparing to using a single password. For
instance, if we use two-factor authentication for our Facebook profile (password
and mobile-phone verification), attackers are still not able to access our profile
without a unique code sent to our mobile even though they obtain the password.

4.2. Identity as a service (IDaaS)
In identity and access management, Identity as a Service, or Identity and

Access as a Service (IDaaS) is considered a crucial topic and offers management
of information as a digital entity. In practice, especially big enterprise organisa-
tions gain the benefit by moving full or partial identity and access management
infrastructure to the third party. Particularly, in these days, we see more ap-
proaches using Cloud Identity as the service is taking places. Some examples
are:

1. Third-party identity services

2. Cloud Identity

3. Directory Sync

4. Federated Identity

The main roles are managing identification, authentication, reporting, providing
security components, creating credential systems and maintaining accountabil-
ity.
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4.3. Authorisation mechanisms

In this section, we discuss different authorisation mechanisms and imple-
mentation process of them. This step is considered as a final step of the access
control implementation process.

Mandatory Access-Control Systems (MAC).. In mandatory access control, users
are granted access from the system itself based on security policies and pre-
defined rules (mainly based on a classification level). This type of access control
is adapted where security is of utmost importance and normally implemented
as a rule-based access-control system.

Discretionary Access Control (DAC).. This types of access control systems are
considered as more flexible in a comparison with MAC and the most common
form of access granting system where it permits the users based on other users
to grant, i.e., file owner. For instance, it uses an access-list which is created by
an owner of the file containing the names of users to access the file. This access
control system is often used in VAX, VMS, UNIX and other minicomputers.

Role based access control (RBAC).. Instead of granting accesses to a single
entity, RBAC is dedicated to a group of users whose role is identical. Roles
can be managed by the time of day, access location and so forth. One of the
advantages is to reduce the administrative overhead simply adding or removing
the personnel to/from a specific role-based group.

Attribute based access control (RBAC).. Last but not least type of access control
systems is the one based on resources’ attribute. Users are granted permission
based on what type of information they access. For instance, geography or type
of browsers.

4.4. Single Sign-on or Federated Access

In organisation structure, we find multiple departments or services which
need different authentication processes and identification. This time-consuming
process results a drawback in security and users find this process so frustrating
which eventually forces them to use one password for all services or write the
passwords somewhere visible. In order to solve the problem, Single Sign-on
service has been introduced. Basically, a user is granted an access once and
accesses to multiple services or applications within the same organisation. On
the other hand, Federated Access serves for multiple organisation with a third
party’s help for the authentication.

4.4.1. Single Sign-on

One of the well-known example is the Kerberos system which grants access to
the user for accessing the services. It includes the following several components
to employ the process.

� User - A client who requests an access
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� Key Distribution Center (KDC) - provides Authentication and Ticket
Granting servers

� Server

Figure 11: Qualitative analysis

Its whole process is shown in Figure 11 which contains 5 steps. Kerberos uses
symmetric key cryptography and uses time stamp to assure the accurate syn-
chronisation. One of the drawbacks is the key distribution which was improved
in SESAME (Secure European System for Applications in a Multi-Vendor En-
vironment). SESAME employs asymmetric cryptography and grants the user a
token which is used to prove the identity.

4.4.2. Federated Access

Let’s suppose that we need an access to a service which is provided by
multiple organisations. Federated Access appears to fill that need. It is a
service based on trust between different parties including follows:

� User/Principal

� Relying Party/Service Provider (Cloud based service or internal applica-
tion)

� Identity provider (authenticates the user and verifies the user i.e., Active
Directory)

In Federated Access, specific protocols are used to share the information between
entities. One of the is SAML - Security Assertion Markup Language (TOKENS
= user ID, timestamps etc.. in XML). It has the following different components:
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� Profiles - defines how SAML can be used

� Binding - links SAML to different protocols

� Assertion - authentication and authorisation

� Protocol - send and receive a request

Also, OpenID and OAuth protocols are used in Federation Access.

4.5. Attacks & Prevent or mitigate access control attacks

There are different types of attack to compromise the identity and authen-
tication of an entity or steal the information bypassing the control systems.

Password attack.. To obtain the password of an user, there are the following
methods attackers often adapt:

� Dictionary attacks - This type of attack uses the vocabularies of a certain
language (dictionary) to guess the password.

� Brute force attacks using Rainbow table - Based on a large table of often
used and potential password, attackers can acquire the password.

� Hybrid attacks - A combination of different attacks.

Social Engineering.. Because of the absence of security awareness program, or-
ganisations are prone social engineering attacks. This type of attacks tricks
someone and obtain his/her credentials to access important information. A
simple example is the spam email which we often receive and sometimes fall
into its trick, i.e. you won a huge amount of money etc. There different types
of social engineering attacks that should be taken care of:

� Spear fishing

� Whaling

� Pharming

� Email spamming

� Vishing

Watering Hole Attack.. Another type of attack is set a trap to the user using
their favourite or often visited websites. This type of attack is sometimes critical
because attacks are often from a trusted websites.

In order to prevent the above-mentioned attacks, the following preventive
measures should be implemented:

� Control Physical Access

� Protect Credentials - One-way encryption (aka Hashing) is best practice
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� Use multi-factor authentication with strong passwords

� Account lockout or Throttling

� Last Login Notification

� Security Awareness Program

� Audit Access

� Use vulnerability scanners to detect vulnerabilities in access control mech-
anisms

4.6. Identity and access provisioning

Starting from the creation of user’s identity and authentication to the end
of whole process should be well-managed and controlled. Life cycle of identity
and access process has 3 main stages:

1. Provisioning

2. Review

3. Revocation

The first stage, provisioning, is to create a new user account and set the roles
and rules accordingly. In the review stage, the user’s account is continuously
monitored to check whether he/she uses the account properly within specified
access control lists. The final stage is the deletion of the account when the user
leaves or gets fired from the organisation. This process takes place in order to
prevent further potential misuses of the account.

5. Cryptography

In the last decade, cybercrime has exponentially increased, and therefore
cryptography may be the fastest growing technologies to secure data. Encryp-
tion, analysis and breaking are together referred as cryptology. There are two
main types of cryptography, symmetric (private key) and asymmetric (public
key) cryptography. Furthermore, algorithms are readily available to use except
government or military ones. In previous chapters, we discussed attack types;
such as eavesdropping, in which users try to hide a message from attacker’s
interception. Thus, cryptography algorithms serve for this purpose.

Modern cryptography is heavily based on mathematical theory and computer
science practise, and cryptographic algorithms are designed around computa-
tional hardness assumptions so that it becomes hard to break them.

One of the basic uses of cryptography is to encrypt the data in order to main-
tain its confidentiality, authenticity and integrity. But the main role is providing
data confidentiality. Naturally, cryptography creates a randomly generated ci-
phertext from plaintext using mathematical functions. The main disadvantage
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of using encryption is a negative impact on availability. Encryption is the con-
version of data into an unreadable format using an encryption algorithm and a
secret key. Thus, encrypted message (ciphertext) can keep information hidden
from hackers and unauthorized users.

Figure 12: Example of encrypting

In Figure 12, encryption algorithm and secret key are used to convert the
cleartext into ciphertext which is further transmitted to a receiver who decrypts
the ciphertext using the same secret key. If the attacker does not have the secret
key, he/she cannot read the message. Therefore, the main problem is how to
create and send the secret key to the receiver without an interception.

Cryptanalysis. Attackers and researchers use cracking methods to find crypto
protocols policy, breaking codes, decoding keys and violating authentication,
and this whole process is known as cryptanalysis. Sometimes called art or
science. The most used cryptanalysis technique is the brute-force attack which
simply tries every possibility one-by-one. Basically, the cryptanalysis works fine
and fast on cryptography algorithms which have few possible keys. For example,
Caesar cipher algorithms only have 26 (in the case of English alphabets only)
possible keys. In this example, the attacker knows that the ciphertext is written
in English, and knows that the attack will not take long time to break. So the
difficulty of breaking the cryptography algorithm directly depends on its key
length and complexity of the mathematical functions.

5.1. Symmetric cryptography

Symmetric-key cryptography refers to encryption methods in which both
the sender and receiver share the same key (or, less commonly, in which their
keys are different, but related in an easily computable way). This was the
only kind of encryption publicly known until June 1976. With the condition
that Bob wants to be able to securely communicate with countless different
people, he has to create a shared secret key with each connection and exchange
the key in prior with a secure manner. In this case, Bob is using the symmetric
cryptography which requires both receiver and sender should have the same key.
In other words, the “message” is decrypted with a secret key that is used for
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the encryption. Thus, the source and destination should agree on the secret key
sharing before they can send a “message”. The risk of this type of algorithm
is secret key’s security. In real life, the source and destination are not the
only humans. Additionally, how to distribute the “secret key” is the common
problem. The key is generated in random key generator algorithm (mostly based
on probability) and there is no correlation with the “message”.

Symmetric cryptography is theoretically secure when a secret key is not cor-
related with the “message”. To calculate the probability (P) for the plaintexts
(M1, M2, M3), randomly selected secret key (S) will be:

P (Es(M1)) ∼= P (Es(M2)) ∼= P (Es(M3)), (10)

where E denotes the encryption algorithm. In this equation, the probability
of original “message” given encryption with a secret key is the same as in the
original distribution of the any “message”. Hence, it shows that the attacker
determines nothing by obtaining the ciphertext without knowing the secret key.
The biggest advantage of using symmetric key encryption algorithms is its speed
of encrypting large volume of data.

Figure 13: Symmetric key cryptosystem

Figure 13 shows the process of symmetric key cryptosystem and it is ex-
plained in details as follows:

� Choose the correct encryption algorithm and secret key (symmetric private
key)

� Source (sender) creates a digital signature by hash and encrypting the
original “message”.

� Send a secret key and digital signature to the destination by a secure way
(secret communication).
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� The source transfers the ciphertext to the destination.

� The ciphertext can be transferred through the public network (such as the
Internet).

� The destination applies the decryption algorithm with the received secret
key and digital signature to obtain the original “message” and digital
signature. After that, the destination compares the digital signatures for
the “message” integrity.

There are two main types of algorithms, such as block cipher and stream
algorithm, including AES (Advanced Encryption Standard), DES (Data En-
cryption Standard), blowfish, RC5, RC6 etc.

5.2. Asymmetric cryptography

In a groundbreaking paper (1976), Whitfield Diffie and Martin Hellman pro-
posed the notion of public-key (also, more generally, called asymmetric key)
cryptography in which two different but mathematically related keys are used
— public and private keys. In the symmetric cryptography example, Bob will
need to store countless different keys securely. We already know, it is not to easy
and not scalable. An approach to solve this problem is to implement asymmetric
cryptography algorithm. In this type of cryptography algorithm, two keys are
not actually the same that using encryption and decryption. In other words,
different keys are used to encrypt the “message” and decrypt the encrypted
“message” even though these keys are constructed together. In asymmetric
cryptography algorithm, anyone has two keys; public key (for uses encrypt a
“message” and made public) and private key (for uses decrypt a “message” and
kept private) and cannot calculate secret key using encrypted message and pub-
lic key. In the example, Bob has public and private key that Bob could share the
public key only with those who want to communicate with Bob. In this case,
anyone (with Bob’s public key) can send an encrypted message to Bob using
Bob’s public key and only Bob can decrypt the encrypted “messages” with his
private key. Additionally, Bob needs to store his secret key in safe and secure.
For example, if Alice wants to send a secret “message” to Bob, Alice uses Bob’s
public key to encrypt the secret “message”.

If the source (sender) has been using the classic version of asymmetric cryp-
tography algorithm in all communication; the communication will be slow.
Therefore, the sender uses a random, temporary key (session key) for each “mes-
sage”. The key is generated every time when sending a message. The random
session key is then encrypted using a source’s private key and then transmit to
the destination. The destination calculates the session key using the sender’s
public key to decrypt the “message”. If a sender uses a short session key, it
does not provide a thorough security. Because hackers will eventually crack the
session key. Once cracked, all communication can be compromised. The below
figure illustrates the process of the asymmetric key cryptosystem.
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Figure 14: Asymmetric key cryptosystem

The whole process of Figure 14 is explained as follows:

1. Certification Authority (CA) creates the source (A) and destination (B)’s
public and private keys in a secure manner and then distributes these keys
to the actual owners in encrypted form (using CA’s public key). After that,
the source creates the digital signature and session key (addressed to the
receiver).

2. A decrypts the destination’s public key using the CA’s public key.

3. After that encrypt the session key (for message security) using the desti-
nation’s public key.

4. Finally, send an encrypted session key over the unsecured network (such
as the Internet) and evaluate encrypted message using digital signature
and secure key.

5. The destination applies the decryption algorithm into received ciphertext
with the received encrypted session key. The secret key and digital signa-
ture will be used for exploring the original “message” and digital signature.
Using the destination’s private key into the decryption algorithm, the des-
tination decrypts the session key. After that, the destination applies the
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decryption algorithm with the unencrypted session key to the ciphertext
(create received plaintext and digital signature; hash).

6. After that, the destination needs to decrypt the sender’s public key using
the CA’s public key.

7. Next, destination decrypts the hash string using the source’s public key.

8. The destination compares the two hashes. If it matches that the data has
not been compromised.

9. Finally, destination receives the unencrypted “message”.

The process shown in Figure 14 has some vulnerabilities. For instance, source
and destination need the implicit trust in the CA. If the CA is compromised,
the CA’s and user’s infrastructure is useless. In practice, source and destination
can not know the key has been compromised before or during the session. Also,
in communication, the destination’s public key has been signed by the CA.
This means the process is vulnerable in MITM (Man In The Middle) attack.
Therefore, CA and the user’s one of the main focuses is key management which
we will discuss in later.

Asymmetric algorithms are used widely. Therefore, hackers want to hack the
cryptosystems using brute force attack. This means CA must use higher (much
longer than the symmetric algorithm) key block. It will increase the computing
cost. Some of the algorithms may mitigate the problem such as Elliptic Curve
etc. RSA and ElGamal (used for digital signature and encryption) are also
asymmetric algorithms that are widely.

5.3. Hash function

A hash function takes an input as a key, which is associated with data or
record and used to identify it to the data storage and retrieval application. We
already discussed symmetric and asymmetric cryptography that are two-way
cryptography and these are possible to decrypt and hard to compute. On the
other side, hash function is one-way. The hash function is easy to compute and
nearly impossible to decrypt. One of the main factors is to calculate a fixed size
(mostly 128 bits) digest when inputs are variables. We can use hash functions
to maintain the integrity of “message”. MD5, SHA are the widely used hashing
algorithms. MD5 provides data integrity and security. SHA is widely used in
the digital signature process.

5.4. Key management

In the case of symmetric and asymmetric, we have a problem with sharing
the keys between source and destination. We can use mechanical way to send
a key, such as an email, message, postal mail and voice call for lower security
requirement. For example, in Mongolia, some banks use the postal service to
deliver a card and their PIN code. In asymmetric key cryptography, users of
the CA’s must save the CA’s public key then digitally signs the public keys
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with the CA’s key. And, in asymmetric key cryptography, private and public
keys must be created all together and must be sent to the CA across a secure
medium. Also, the keys are stored in X.500 and X.509 that keys must be securely
distributed. The following problems still included in the asymmetric algorithm:

� Attacker can masquerade as a CA and do MITM attack which means no
reliable mechanism for validating the communicating systems as is shown
in Figure 15. An attacker can capture request and responses.

� CA cannot confirm the authenticity of the key.

� If the attacker has compromised the CA, all users in the CA infrastruc-
ture have been compromised. Unfortunately, no one in the infrastructure
cannot know the compromise.

� In case of fault tolerance, the databases should be replicated (shadowed).
After the spoofing or any other attacks has been occurred, it is difficult
to analyse and determine.

� The X.509 infrastructure is not easy to manage and configure and need to
know technical infrastructure. Besides, it is costly to install and configure.

� The user does not know about what asymmetric server is used for the
communication. That means the user need to blindly trust the keys and
algorithm.

Figure 15: Example of key distribution mechanism

6. Network and Internet security

A network intrusion is an unauthorized activity of a network-related tech-
nology on e-service and network. The intrusion as network attacks can occur
in passive or active way and inside or outside the network. Also, intrusions
are capable of defacing web servers/sites and spamming email server etc. As a
result, availability of network-based services can be lost or confidential informa-
tion are stolen by an intruder. In this regard, organisations take a systematic
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approach against the attacks by preventing, detecting, correcting and recover-
ing. A well-known practice is to install IDS (Intrusion Detection System) and
IPS (Intrusion Prevention System). To detect the intrusion, we often apply a
full packet capturing method to analyse. There are two common methods to
capture full packets in network: SPANs or port mirroring and Network TAP.

SPANs or port mirroring Network TAP
Logical (configuration) Physical device

Low traffic network environment High traffic network environment
Can be configured on the switch and other devices;

needs to managed switch & Install on network cable or node
Install on network cable or node

Bandwidth and memory problems No bandwidth and memory problems
Depends from network configuration and architecture

(also physical and logical topology)
Doesn’t defends from network configuration and architecture

(also physical and logical topology)

Table 4: Key difference of port mirroring and TAP

From Table 4, network TAP method is the best way to achieve full packet
capture. The TAPs can mostly occur in optical that is often mechanical. Im-
plement intrusion detection and prevention system on the network environment
is effective after packet analysis. The intrusion detection mechanism is divided
into two types; Anomaly Detection (Behaviour-based) and Misuse Detection
(Signature-based system) which we will discuss later in the section.

6.1. Internet Security

The intermediate and end devices are communicating by exchanging “mes-
sage” and using rules which are generally protocols. In other words, protocols
are consisted of rules that explain how to exchange a message through the
medium from a source to destination. Internet security consists of the network
architecture, design, vulnerability and others – its features are easy to attack.
An attacker finds the vulnerabilities and exploits the internet architecture to
compromise internet services and exploits the services on the internet.

In theory, there is a number of attack models and one of them is the Dolev-
Yao model (we know it is standard attack model). The model was created by
Danny Dolev and Andrew Yao, and it has several steps: a) listen to “message”
transfer on the medium, b) injecting new “information” into the data stream or
change, c) replay attack stage, d) altering stage and e) destroy the stage.

In the level of internet protocols and architecture; the attackers can use any
of the protocols misbehave and warranted use for misusing. For example, the
attackers use communications of friends or business partners to access the illegal
part of the internet. Secure internet is only creating a limited network.

Most common approaches to break an internet service is Byzantine failure
that is any fault presenting different symptoms to different observers [18]. Also,
it is the loss of a system service due to Byzantine fault in systems that require
consensus [19]. In a real-life example, it can be seen as an email with malicious
attachments. In this case, the victim does not know about the infected email
and unintentionally opens the attached file. On the other hand, the victim
(destination) are not infected if he/she does not open the attachments.
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Yes/No Tasks Signature
Unnecessary ports were disabled and protected
Login pages were encrypted
All data validation done in server side
Medium to high encryption methods had applied
Impossible to share login credentials by ‘internet’
Login pages were encrypted
All data validation done in server side
Medium to high encryption methods had applied
Impossible to share login credentials by ‘internet’
SSL protocol had applied
Fail over had configured
Management protocols were encrypted
Organization security policy had applied

Table 5: Checklist example

Recalling our cryptography knowledge, we can apply the idea to protect the
”message” over the internet. In practice, we need to protect each layer of OSI
standard (proposed by ISO) and the layers are defined own security functions.
Besides, there is no perfect solution to provide a secure internet service. All
public services (i.e., public website, email, streaming) are prone to risk. In
this regard, most security engineers build their security checklist to protect e-
services on the internet. For example, the following (Table 5) checklist can
mitigate public email server security:

In this table, all levels of protocols are encrypted (network, transport, ap-
plication etc...) by the first-class requirement.

6.2. Network security

In the network layer, all devices (end and intermediate) exchange “message”
so-called packet with each other. Packets include the source and destination IP
addresses and additional information. In this layer; attackers target these pack-
ets in two main forms which are a) packet sniffing and b) packet spoofing. Also,
the attacker can target any protocols which are working on the OSI network
layer.

Packet sniffing. is a passive attack which sniffs network traffic. In this attack,
the attacker does not need to hijack any communication. The most common way
to protect is to use an ecoding technique during the transmission. In practice,
most routers are able to encode the transmission.

Packet spoofing. is an active attack which is an attacker sends a packet using
spoofed source address. In this attack, the destination would send a reply back
to the spoofed address. The most dangerous and widely used case is a DoS
attack. For example, the attacker does not need to see the reply and send many
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“messages” to the destination (victim). Another example is the case which the
attacker intercepts the reply while located in between source and destination.

Also, DNS spoofing is most common attack. For instance, the user wants to
access www.TARGET.com whose IP address is X.X.X.X. First of all, the user
needs to find the server but the attacker manages to hack and changes the IP
address by his address or sends users’ query to the own DNS server (the attackers
DNS server save the www.TARGET.com with Y.Y.Y.Y address). Now, the user
is directed to the attacker’s fake server instead of the authentic one. The security
solution for this attack is to use DNSSec protocol.

6.2.1. IPSec protocol

The base protocol in the Network layer is IP protocol. The IP protocol
has several disadvantages; such as unreliable and cannot check errors etc. The
solution for this disadvantage is to adapt IPSec protocol (sometimes called archi-
tecture). This solution is embedded IPv6 protocol but optional in IPv4 protocol.
We can use this solution in an edge device (between LAN and WAN). In prac-
tice, we know IPSec VPN for secure communication between two LAN networks
over the internet. The common cases of IPSec are shown in Figure 16.

Figure 16: Cases of IPSec protocol

In IPSec, we can use two common security headers which are AH (Authen-
tication header: protocol field value is 51) and ESP (Encapsulating Security
Payload: the protocol field value is 50). AH can provide integrity and authenti-
cation while ESP is built for confidentiality, integrity and authentication (CIA
triad).
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Authentication header:. Figure 17 presents AH header field that consists of
next header, length, reserved bits (0), Security association identified (SAID) or
Security parameters index (SPI) and Authentication data.

Figure 17: AH header field [20]

Next header:. This field identifies the Next Header after the Authentication
Header, using the IP Protocol/Payload value. Up-to-date values of the IP Pro-
tocol/Payload are specified in the most recent ”Assigned Numbers” [RFC-1700]
[20].

Length:. The length of Authentication Data field is 64-bit increment. The
minimum value is 0, which is only used in the degenerating case of a ”null”
authentication algorithm [20].

Security Association Identifier (SAID):. is a value identifying the Secu-
rity Association for this datagram. If no Security Association has been estab-
lished, the value of this field is equal to 0. SAID values in the range between
0xFFFFFFF1 and 0xFFFFFFFF are reserved for future use [20].

Authentication Data:. The length of this field is 64 bits of integral variable
[20].

ESP header:. In Figure 18, we show ESP header field. This consists of Secu-
rity parameters index (SPI), sequence number, payload data, padding, the pad
length, next header, and Integrity Check Value (ICV).

In the ESP header, the interesting part is Padding which is necessary if we
use block ciphering algorithms for encryption.

Padding:. Two primary factors are required or motivate the use of Padding
field [20].

� If an encryption algorithm is employed that requires the plaintext to be
a multiplication of some number of bytes, e.g., the block size of a block
cipher, the Padding field is used to fill the plaintext (consisting of the
Payload Data, Padding, Pad Length and Next Header fields) to the size
required by the algorithm.
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� Padding also may be required, irrespective of encryption algorithm re-
quirements, to ensure that the resulting ciphertext terminates on a 4-byte
boundary. Specifically, the Pad Length and Next Header fields must be
right aligned within a 4-byte word, as illustrated in the ESP packet for-
mat figures above, to ensure that the ICV field (if present) is aligned on
a 4-byte boundary.

Figure 18: ESP header fields [21]

We can use AH and ESP in 2 main modes: transport and tunnel. When
using transport mode, the AH header is located after the IP header (in case of
IPv4) and located after extensions (in case of IPv6) as it is shown in Figure 19.
Also, in this mode; the authentication process is applied to the entire packet
(does not cover variable fields which are DSCP, TTL, ECN, DF, checksum and
fragment offset).

Figure 19: AH in transport mode

In case of tunnel mode, the AH header is located before the whole original
IP packet (Figure 20. In this mode, the header information added by new
encapsulation process. In other words, new IP packet contains the old (original)
IP packet.
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Figure 20: AH in tunnel mode

Now in case of transport mode, the ESP header takes place after the IP
header (in case of IPv4) and is located after extensions (in case of IPv6) as is
presented in Figure 21. Also, the confidentiality process is applied to the ESP
encapsulations.

Figure 21: ESP in transport mode

In tunnel mode, the ESP header sets before the original IP (Figure 22). Also,
in this mode; the confidentiality process is applied to the ESP encapsulations.

Figure 22: ESP in tunnel mode

One primary parameter is SA (security association) which used for confiden-
tiality, integrity and authentication purposes. The AH and ESP need to create
a pair by secure bi-directional communication. To that end, the IKE protocol
is used. We need to configure the following two parameters:

� Authentication algorithm (in AH mode) or encryption algorithm (in ESP
mode) and keys

� Lifetime

There are three main processes applied to packets in IPSec protocol which
are bypass, discard and protect. Bypass does not use any security services, while
Discard is for deleting the packets. Protect is creating SA and key exchanging
using the IKE protocol. Moreover, IPSec protocol has three databases which

39



are security policy database (SPD: defines security policy), security associa-
tion database (SAD: has SA parameters), peer authorization database (PAD:
creating communication).

In tunnel mode, there are several difficulties. One of them is need to en-
crypted old (original) IP whole packets. It means the encrypted packets could
not reach to the destination through the internet because intermediate devices
(mostly routers) cannot find the destination address from the encrypted packet.

In IPSec; path MTU (PMTU) is used to calculate the MTU value on the
routing process. The message is transferred between intermediate routers with
the type and code values. If type value is 3 and code value is 4 (in IPv4),
destination is unreachable. If type value is 2 and code value is 0 (in IPv6), the
packet is too big etc.

IKEv2 protocol is use UDP protocol and destination port can be either 500
or 4500. And it contains initiator’s SPI (identify initiator’s SA), responder’s
SPI (identify responder’s SA) and next payload values (Figure 23).

Figure 23: IKE header format [22]

There are some important blocks in AH/ESP such as key exchange (KE),
authentication (AUTH) and EAP. Key exchange block shares the keys using
public Diffie-Hellman method, while Authentication block provides the authen-
tication process using digital signature and message integrity code. Extensible
authentication protocol provides SA’s authentication using EAP protocol.

6.2.2. VPN

A short and direct definition is that a virtual private network (VPN) is a
mechanism to establish a secure remote access connection across intermediary
networks, often the internet [23]. The company needs to organise some services
in only private purposes. For example, local messenger or local file streaming
server etc. In this case, the company uses the private IP address to these servers
and, firewalls can block any illegal (to the private IP address) communication
request to these servers. But many organisations have several branch offices
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over the world, where the branches cannot use central-local services. Now the
company needs to allow them to access intranet services located in the central
office. If we do not want to use a VPN, we need to allow multiple services over the
firewall. It may cause a port forwarding risk because we open services. In order
to solve the issue, we need to implement a VPN. VPN (Virtual Private Network)
can implement a private (secure) network over the internet which is virtually
connected to each other. It means the VPN users have become an organisation’s
virtual member can access to the local resources. Communication process takes
place in a secure way inside a VPN tunnel (secure and virtual link). Moreover,
employees can securely access an organisation’s local services while working
on outside from LAN. VPN can implement user authentication, confidentiality
(all communication can be encrypted) and integrity (nobody can inspect and
inject), and it has several components, such as VPN server, VPN client and
tunnel. VPN servers are allowed by firewalls to send and receive “message” and
can be both hardware or software. Thus, the VPN clients (outside clients) can
reach to the private network using the VPN server. Otherwise, VPN server can
serve as a security guard. The secure communication is established only after
user authenticated.

We have previously discussed that the whole encrypted IP packet cannot be
transferred through the internet. We can solve this issue using encrypted IP
packets inside another IP packet to carry which is called IP tunnelling. Most
widely used tunnelling solution is TLS/SSL tunnelling. In practice, TLS/SSL
tunnelling is more well-known and adapted than IPSec because application-layer
solutions are easy to implement.

TLS/SSL tunnelling process has three main tasks: a) tunnel establishing, b)
transfer IP packet through the established tunnel, and c) connection terminate
after receiving an IP packet.

In order to establish the tunnel, we first create a virtual communication be-
tween source and destination. In prior of this step, the clients are also required
to be authenticated by the server. As usual, password authentication can be
used as an authentication process than public key and others. After the se-
cure channel established, source and destination can transfer data through the
established channel. In this channel, MAC (Message Authentication Code) is
adapted for preventing parameter tampering.

Transfer IP packet means that the packets need to generate the IP addresses
(source: source private address and destination: destination private address).
This packet cannot be sent through the internet due to the private addresses,
but we can transfer it through the established tunnel.

Finally, the established tunnel will be terminated once the IP packet re-
ceived. Before the termination, the received packet will be decrypted and veri-
fied for ensuring its integrity.

Another tunnelling protocol is L2TP (layer 2 tunnelling protocol). L2TPv3
is used to create a link between source and destination and to transfer Eth-
ernet frames through an IP network. We have discussed that VPN needs to
establish communication (tunnel), transfer a data and terminate the sessions.
In the L2TP protocol, control messages are used for these tasks. The control
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messages can be established with multiple connections between any sources and
destinations. Another message is a data message, in which, ethernet frames can
encapsulate L2TP session header and L2 sublayer header.

In L2TP process, TCP three-way handshake process is used for a communi-
cation initialisation. First, if the L2TP is activated on the devices (i.e., router),
SCCRQ (Start Control Connection Request) message is generated and continue
the communication process. Finally, the SCCCN (Start Control Connection
Connected) message reaches the first router. It means the connection has al-
ready established. Once the connection is established, the source and destina-
tion exchanges HELLO messages periodically. If the HELLO message cannot
be seen during the hold-down time interval on one of the devices, the StopCCN
(Stop Control Connection Notification) message will be sent and communication
will be terminated.

Finally, although VPN is widely used for a secure communication, it can be
bypassed or infiltrated by an internal attacker. In this regard, other prevention
and detection mechanisms should be in place.

6.2.3. Firewalls

A firewall can be either hardware of software which is implemented in Local
Area Networks (LANs) and Wide Area Network (WAN) networks. In practice,
organisations use hardware firewalls as an edge device. However, we can use
firewalls between any two networks (anywhere), such as DMZ and LAN. The
primary function of the firewall is to implement a security policy for securing
LAN and DMZ environments. Firewalls can permit only authorised traffics
to cross own for isolating trusted and untrusted resources within the network.
There are 3 types of firewalls widely used today: a packet filter firewall, ap-
plication gateway firewall and NAT (network address translation) as shown in
Figure 24. Main functions of firewall are filtering traffic between two networks
and redirecting traffic when allowed and protecting itself for penetration. The
rules used in firewalls can achieve user control (authorisation) and service con-
trol (authentication, confidentiality and integrity). Not only authorised users
to access but also unauthorised users are rejected as well as services.
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Figure 24: Type of firewalls

Packet filter. Firewalls can be implemented in two modes: stateful and state-
less. Stateful firewall can examine and inspect TCP segments (also UDP data-
gram), while stateless firewall can examine TCP segments (also UDP datagram)
individually. Stateless packet filtering firewalls can also inspect the source and
destination IP address, protocol fields and source-destination port numbers. In
a real-world case, ACL (Access Control List) is widely used in packet filtering
method. On the other hand, stateful packet filtering firewalls can inspect any
fields (i.e., state of the segment) of the TCP segments (except payload). We
can use stateful packet filtering firewalls to recognise the dependent e-services.
For example, we need to allow the webserver (located on LAN) can be accessed
from the internet only if one of the LAN users made connection first to the
internet services. In this regard, the firewall can monitor ingress and egress
traffics over a limited (can configure) time and can register information (such
as sequence number, ports etc...) about the traffics. This information is a state
of the connection. By using the previous connection state, it can compare the
packets to deny or accept.
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In case of TCP, the stateful firewall can monitor protocol information, such
as three-way handshake process, while, in UDP, it considers the connection es-
tablishment process (limited time) when source and destination are communi-
cating. Naturally, ICMP traffics should be thoroughly monitored, particularly,
echo requests and replies are the ones to be inspected.

Application gateway. firewall (AGF) can control input and output on appli-
cation services (e-services). It can inspect the transport and application layers
information. The most familiar version of AGF is a proxy server (sometimes
called application proxy firewall) such as web proxy. In practice, Squid and
Nginx are popular web proxy servers. In case of web proxy firewall, we need
to configure users traffic that passes through the web proxy server. We can
achieve this requirement in multiple ways. For instance, we can configure over
the directory service to the user’s computer browser’s settings. Also, we can
use web proxies in bridge mode (in this option, we do not need to configure
on the client’s browser). Thus, it can terminate client communication to any
server and corresponding connection from itself to the destination. In most
of the cases, data is analysed in the application layer and the firewall decides
which packet should be allowed, rejected or denied. The most effective version
of AGF is using SOCKS proxy. SOCKS proxy can work on the session layer
(OSI) and independently work from application layer services. You can find
more information from RFC 1928 standard. AGF has implemented a greater
level of security functions than packet filtering and NATs. Furthermore, AGF
can prevent confidential data from being transfer to the WAN over the firewall
and can authenticate users depending on the IP address. The main disadvan-
tage is to handle proxy protocols in the user’s computer environment, which
significantly takes time in case of real-time applications. Another disadvantage
is that an attacker can evade AGF when it uses destination filter (egress filter-
ing). For example, using SSH tunnel, port forwarding or using another allowed
VPN server etc.

Now, we have become familiar with that some firewalls only inspect OSI
layer 3 (network) headers, some can inspect related packets, while some of them
can inspect application data. However, it is worthwhile to note that the firewall
is not an only security solution but it is one of the security controls.

7. Security Applications

7.1. Web and database security

Nowadays, web services are the most popular e-services in our daily life,
and web application frameworks can be run even on mobile devices. So far, the
attackers’ target point has already been web application frameworks. In general,
web application is an interface that can exchange information using various
functions. It means the attacker can exploit the interface by finding the legal key
(possible data input etc...) and connect through the legitimate request. Also,
the attacker exploits the web framework by injectable inputs into the interface.
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There are different solutions that we can implement on web application against
such threats: i.e., host-based and network-based firewall, digital signature and
encryption. However, it is not possible to maintain a perfect security on the web
application. Because web application system has several risks including client-
site risks (i.e., web browser vulnerability), server application-based (application
logic, server vulnerability, configuration etc...) risks, network-related risks (such
as network protocol, network configuration), script related risks (e.g., client-side
scripts), database security (authentication, authorization etc...) and document
access (public and permission-based documents, files etc...) risks.

One of the popular “communication” security protocols in a web application
framework is HTTPS (HTTP + SSL: otherwise, HTTP over a TLS). In this pro-
tocol, the server is authenticated by CA (Certificate Authority) and it provides
integrity and confidentiality of the “communication”. Thus, a web administra-
tor needs to authenticate the user based on a provided username and password
or any other authentication mechanisms. To protect the input injection threat,
the login page is often required to be carried through the HTTPS protocol in
order for a client entering the credentials. As we discussed above, the public-key
cryptography is further applied to the web application implementation. More-
over, web application frameworks widely uses some features, such as Applets,
ActiveX controls and Cookies for a secure environment.

Figure 25 shows the simple process of how websites work when we call the
web page. Basically, small scripts are downloaded on to the client browser and
run (i.e., applets).

Figure 25: Web communication demonstration with applets

Actually, ActiveX control have not many restrictions from a virus and other
malicious behaviour, such as deleting user’s files, stealing credentials over the
browser and sending emails without permissions, whereas, Java applets have
more security checks.

During the connection, Cookies can specify the characteristics of the com-
munication. Otherwise, the server forgets about the client interaction except
for cookie information. The cookie information can be stored both on the web
browser and server. Thus, the cookie will be used when the client wants to
communicate by using an HTTP request. For example, when the user visits
an online banking site for the first time, then the web server creates a unique
ID for the user communication. The ID is stored on the client computer and
server. For further connection, this unique ID will be used without creating a
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new one. In Figure 26, we see the example of a cookie.

Figure 26: Creating and storing a cookie (example)

In this figure, when a user wants to communicate with abc.bank.mn server
for the first time, the site might want you to determine. In most of the bank
cases, it is a login page that is sent to the user. After that, the user enters the
login credentials and sends it to the abc.bank.mn server. Then, the abc.bank.mn
server finds the user’s credentials form the database and creates a unique ID
(1ab2c34d) for the user which is further saved in local. Once it creates and
saves the ID, it send the ID to the user whose browser saves the ID as cookie
information for abc.bank.mn. Finally, if the user wants to interact with web
applications, the browser sends the ID automatically. It is worth mentioning
that the cookie can be further used by hackers for attacking purposes.

7.2. Cross site request forgery (CSRF)

One of the popular and powerful malicious activities is CSRF which uses
a malicious page for hacking purposes. For example, the attacker creates and
uploads malicious pages to the vulnerable server (target). When the page is
displayed to a user (victim), the attacker sends a malicious (forged) page to
the targeted web application on behalf of the victim. It is a cross-site request
which means the request was sent to another website. In practical cases, web
applications normally use cross-site requests. For example, embedding image
from another site and linking fonts from another site are cross-site requests.
Nowadays, one of the famous cross-site requests link Facebook, Twitter, Insta-
gram etc... into the own web application, google analytics and online advertising
(Figure 27). It means, it is nearly impossible to deploy web application without
cross-site requests. Since only web application can classify the request, browsers
cannot recognise whether or not request comes from a valid source, and browsers
simply attaches the cookies to the cross-site request. If the web server cannot
validate the request, the web server sends a response to the client (compromised
browser) where the request will be same.
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Figure 27: Example of cross-site request

Cross-site scripting (XSS). is an injection attack which is similar to a CSRF
attack, and it has three components: attacker, target and victim. The attack
occurs when an attacker simply injects the malicious code into the victim’s web
browser as if it is a normal javascript code downloaded to a browser from a
server. Thus, the malicious code will be loaded on the downloaded browser.
Example of XSS attack is shown in Figure 28. There are two types of XSS
attack, persistent and non-persistent.

Figure 28: Example of XSS attack

In Figure 29, we see that the web application security is not only an ap-
plication layer security but it also depends on an unpatched computer system,
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network layer security and other vulnerabilities on TCP/IP stack’s every layer.
In other words, the defence-in-depth method needs to be used in web application
security. But this method’s cost will be high depending on encryption mech-
anisms. We need find the optimal trade-off among availability, confidentiality
and integrity.

Figure 29: Example of web security solutions

7.3. Database security

Database security covers a security function and methods against attacks
on databases. The most database consists of data (i.e., all users’ data), server
and DBMS (Database Management System). The following (Table 6) presents
some security functions on DBMS. Due to the performance issue, it is difficult

Security functions Comment

Policy and procedures
- Minimum document for database security procedure.
- Document of data classification

Hashing Coding the user’s password that is stored in a database. (passwords etc.,)
Encryption Encrypt the confidential data that is stored in a database (PII information etc.,).

Authentication

- Configure permission on the confidential data that is stored in a database.
- Configure permission to the access a database.

- Remove or change the default information, because vendor’s default username,
password not secure which means easily guessable (user credentials etc.,)

User credentials

- Authentication mechanisms
* Username and password
* Biometric information
* 3rd party applications
* API’s etc.,

Logging system Logging any action that is occurred in a database. (auditing log etc.,)
Authorisation Only authenticated users can authorize access. (configure internal access etc.,)

Management
- Do not store password and other confidential data in programming code.
- Change easy password from the application or do not allow the easy passwords.

Table 6: Some security functions on database

to encrypt all the data in the database.
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7.4. SQL injection

In practice, any web applications (except static web site) store data in
databases. The web applications interacts with the databases using SQL (Struc-
tured Query Language) queries. For example, when a user wants to save data in
the database, then a web application constructs a SQL query. Finally, the SQL
query is sent to the database and gets the results from the web application. In
the attack case, an adverse SQL query is created (for hacking purpose) and is
sent to the webserver, which eventually executes the code in SQL server. This
is a SQL injection attack, which is one of the most popular attacks and can
cause harms to the databases. As it is illustrated in Figure 30, a client cannot
directly interact with a database but through the web server.

Figure 30: Example of web and user interacting process

If the web application does not implement any query security function and
scripting methods, this risk can occur. With a help of SQL injection queries,
attackers can steal any information from the database, altering database records
and insert any records into a database.

7.5. Secure programming

Application (program) security consists of several parts, such as, software
development process security, software update, coding security, security func-
tion development, software quality management and software decoding. Also,
software vulnerabilities comprise design flaws, bugs etc.

One of the software security requirements is to write a secure code. It is
a hard task which depends on different inputs, organisation and user require-
ments, and execution tasks. Coders use some common steps, which are sketching
the functions, designing the code, writing the code, testing the code and imple-
menting (deploying). Because of changing nature in organisation’s applications,
threats are also increasing rapidly. It forces organisation to adapt a structured
process, standards (i.e., ISO) for the software development.
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Developers analyse the code through static or binary methods. Static anal-
ysis is a process of checking code by manually, i.e., access control issues and
malicious coding issues, while Binary analysis is a reverse engineering method.
A developer can use de-compiler and disassembler for analysing machine code,
call tree and functions. Another method is similar to static analysis which is
open box testing. It is used for optimising the code, normalising and testing the
input. Besides, developer and tester can use automated vulnerability scanner
software. Automated scanners are effective in web application and database
system, yet it may create false alarms.

Software (system) development techniques are Waterfall model, Extreme
programming, Traditional system development and so on. And software devel-
opers have their technique (guideline) for writing secure code. For example:

� Using strong authentication for critical parts of the program.

� Writing documents while designing and coding etc...

� Use local variables only if possible, to avoid using global variables

� If possible, programmers prohibited to access the production server

� Log anything

� Sign into the coding environment using biometric information for authen-
tication etc...

Besides, some IT organisations, i.e., SANS, Develop top secure coding practices,
guidelines and rules, such as OWASP (Open Web Application Security Project).

Best way to write a secure code is to make a testing plan (based on any
methodology), execute automated and manual testing methods after coding.
Software error is a common cause for newbies, which are race condition, load con-
dition, calculation, resource exhaustion, privileges and address conflict. These
software errors could cause financial loss, wasting time, data loss.

7.5.1. Attack using privileges

There are two general approaches to add the privileges: Set-UID (which is
mostly used in Linux Oss and developed by Dennis Ritchie) option and daemon
(in Linux) or services (in Windows) (background process; such as root in Linux).
Example of using daemon is changing the file permission. In this process, the
OS needs to use a root daemon. If a user wants to change the file permission,
the user will send this request to the daemon (will work in the background and
modify the file permission).

Set-UID can change part of the programming and mark. Thus the running
OS can know the special marking and should work in high priority. This option
can gain user permission when the user wants to execute programs by root
permission.

Set-UID is a security mechanism that allows normal users to gain temporary
privileges when executing special programs, such as changing password using a
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password file or changing other user’s password by command. If the program-
mer produces wrong coding with Set-UID, users may be capable of altering
unauthorised tasks using a Set-UID option.

7.5.2. Race condition attacks

Another popular vulnerability is a race condition. A race condition occurs
in a parallel program execution when two or more threads access a common
resource, e.g., a variable in shared memory, and the order of the accesses depends
on the timing, i.e., the progress of individual threads [24]. The first thread reads
the variable, and the second thread reads the same value from the variable. Then
they perform their operations on the value, and they race to see which thread
can write the value last to the shared variable. The value of the thread that
writes its value last is preserved because the thread is writing over the value that
the previous thread wrote. It means an attacker can infect “malicious events”
running with the privileged program to executing uncontrollable tasks. For
example, Figure 31 presents the PHP code which is dedicated for this reason:

Figure 31: Example of PHP code

The code performs the balance of a thing in an online shopping service. Calc
function checks whether the customers’ buying things is less than the commodity
balance; if yes, it authorises and updates the balance by newBalance function.
If two or more user requests arrive simultaneously, a race condition attack may
occur.

Of the famous race, condition attack is “dirty cow” that was found in 2016 in
the Linux kernel and also affects the Android systems. The vulnerability allows
attackers to modify any protected file, as only as the file is readable to them.
In other words, the attackers can gain the root privilege using the vulnerability.
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8. Cloud technology

In the last 10 years, Cloud-based service is becoming one of the essential parts
of the organisation’s IT infrastructure and tremendously making an impact in
various ways. Some claim that migrating to Cloud makes the organisation more
vulnerable in such a way that the information can be breached through other
participants of Cloud. On the other hand, some argue that since the security
breach occurs even though you are confident about your security controls on-
premises. Therefore, finding the perfect trade-off is the most practical case
unless you have nothing to lose by moving to a Cloud service completely. In this
section, we will discuss the basis of Cloud services and their security concerns.

8.0.1. Service Models

Depending on services that organisations use, Cloud services models are
explained as the following 3 main ways:

1. IaaS – Infrastructure as a Service

2. PaaS – Platform as a Service

3. SaaS – Software as a Service

The first common model, IaaS, allows an organisation to create its virtual phys-
ical environments, i.e., server or firewall. The second model, PaaS, extends the
possibility by enabling to create their applications without having troubles of
physical facilities. The last one is all about access to the software which was
created in Cloud and using it. As is shown in Figure 32, it indicates that which
side is responsible for which services. For instance, in IaaS, only some parts
are for Cloud providers while all responsibilities are up to the providers in the
SaaS model. In practice, there could other two layers between these models,
Containers as a Service (CaaS) and Functions as a Service (FaaS).
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Figure 32: Cloud services

Cloud service is available to all individuals for use. However, it can be
deployed in 3 different ways – i) Public, ii) Private and iii) Community. The
former options are for public use and operated by a Cloud service provider, while
private services are dedicated to a specific individual. It is worth mentioning
that the private clouds can be operated by either providers or customers and it
could be on-premises. From a security standpoint, private clouds can be logically
or physically separated from each other. Thus, the security breach will have less
impact on others in case of an incident. The third alternative is Community
based Cloud services. Individuals who have a common interest or under the same
regulatory could have one cloud service. Finally, depending on the organisation’s
willingness and objectives, these cloud services (the aforementioned ones) can
be combined, and it is often called Hybrid deployment model. For example,
the organisation use the Public cloud service for regular data and Private cloud
service for sensitive data.

In Cloud, security interdependence and is the most challenging security is-
sues. It simply refers that your security posture can be affected by another
customers negligence because of the interconnectedness of Cloud itself. One
way to tackle the problem is the identity management which can be stored in
either Local (i.e., Active Directory) or Cloud servers. Based on the concept, it is
possible to implement the authentication, authorisation and accountability. As
a result, security experts will easily monitor and manage who accesses to what.
As we explained the Cloud Identity in Section 4, there 4 types of methods to
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identify the user. There are several common protocols to use the Identification
in Cloud:

1. Security Assertion Markup Language (SAML) - is an open standard for
exchanging authentication and authorisation data between an identity
provider and a service provider.

2. Service Provisioning Markup Language (SPML) - allows organisations
with enterprise-level platforms (e.g., web portals) to generate requests
across organisations

3. OpenID - provides authentication

4. OAuth - only authorisation

Once an organisation moves to the Cloud service, there will dedicated roles
between provider and customer. It usually comprises two main concepts, ac-
countable and responsible. Accountable refers to an individual who sets the
policies and requirement while responsible indicates the ones who implement
the requirements set by an accountable person. Cloud consumer (in other words
costumer) or its controller (an individual or owner of the service) is the main rep-
resentation of the accountable person. For instance, the data owner or controller
has the total responsibility of the data. Cloud broker and auditors refer to re-
sponsible parts by maintaining and ensuring security. Finally, Cloud Providers
can be both accountable and responsible unit since it has the ultimate mission
of protecting its system and responsibility of implementing the requirements by
customers.

When an organisation decides to move its some part or completely migrates
to a cloud service, the most common method is the data-centric approach.
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